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Introduction

¢ Name
® Number on the list

e Experience

- RIPE Database
- RIPEstat
- RIPE Atlas

® Goals



Overview 1 - RIPEstat

* Introduction to RIPE and the RIPE NCC
* Introduction to RIPEstat
* More about widgets

e Exercise A: Querying for a Resource
* Visualising BGP Routing Information

e Exercise B : BGPlay

RIPEstat

* Reporting Abuse

e Visualising RIPE Database Data
* Personalising RIPEstat

e Comparing Networks

e Exercise C : Kahoot



Overview 2 - RIPE Atlas

e Introduction to RIPE Atlas
e Using RIPE Atlas as a Visitor

* Looking up Public Probes
* Finding Results of Public Measurements
e Creating a Measurement

e Demo and Exercise D
* Network Monitoring

e Exercise E: Using Streaming API
e Command-line Interface Toolset

e Exercise F: Using RIPE Atlas CLI
e Use Cases
* More RIPE Atlas Features
e Take Part in the Atlas Community

e Exercise G : Kahoot

RIPE Atlas



Course Goals &
e R|IPEstat Goals:

- Debug your own networks using RIPE stat

- Find routing information about other networks to enable decision making
and troubleshooting

e RIPE Atlas Goals:

- Monitoring and troubleshooting your network using RIPE Atlas

- Create specific tailor-made measurements using API calls or the
command line interface
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Introduction to the RIPE NCC

Section 1



RIPE NCC - Who are we? &
i “\-i:-;.;L e | ocated in Amsterdam
* Not-for-profit
organisation
e One of the five
Regional
Internet Registries
(RIRS)

o 21,225 members (LIRS)




Our service region &
. RIPE NCC

RIPE NETWORK COORDINATION CENTRE

-,



What do we do? &h

e Distribute IPv4, IPv6, ASNs

e Training courses

* RIPE Database

e Support RIPE community

e RIPE Atlas, RIPEStat, Resource Certification
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RIPE (Réseaux IP Européens) &
e Started in 1989

e Discussion forum open to all parties

* Not a legal entity, no formal membership
e Develops policies

* Work done in Working Groups

e Activities on a voluntary basis

e Decisions by consensus RIPE
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Introduction to RIPEstat

Section 2



What is RIPEstat?

One interface for Internet data and statistics

“One-stop shop”

J_RIPE NCC

RIPEstat

13



stat.ripe.net



What data? What sources? &h

* RIPE Database

e Other RIR data

* BGP routing data (RIS)

e Active measurements (RIPE Atlas, DNSMON)
® Geolocation (third party)

e Blacklist data (third party)

e More...
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Landing page

NETWORK COORDINATION CENTRE

)} RIPE NCC

Manage IPs and ASNs > Analyse

You are here: Home > Analyse > Statistics > RIPEstat

RIPEstat Home «
About RIPEstat >
Documentation >
Use Cases >

Your IP address is:
2001:67c:2e8:9::c100:14e6

System Statistics

20,429

Live requests to RIPEstat (per minute)

1,212,920

Live requests to RIPEstat (per hour)

Participate

#RIPEstat

= IRNOG F
&) IRNOG Retweete

‘ Christian Teuschel

Mobile friendlier and with Twitter
integration: the new #RIPEstat
startpage. stat.ripe.net

RIPE NCC

(VARNES Sen 4. 21

Twitter Feed

(1]

Embed View on Twitter

RIPE Database (Whois)

RIPEstat shows
your own IP/ASN

Logir

Q

Get Support

RIPE Labs Feed

BGP Meets Cat
Jun 26, 2017

Sand in the Gears
Jun 08, 2017

Publications About Us >

ountry code or hostname

wfw <¢_g random IPs, and ASNs to
try out RIPEstat

RIPEstat Links

About RIPEstat
Get general information about
RIPEstat

Documentation

Access the documentation for all

Focus on Switzerland - RIPE NCC

Statistics and Data

May 30, 2017

Focus on Greece - RIPE NCC
Statistics and Data

May 26, 2017

Focus on Hungary - RIPE NCC
Statistics and Data

May 05, 2017

RIPEstat APIs

Use Cases
Read about use cases for
RIPEstat

RIPEstat Training Course
Attend a training course for
RIPEstat

Home | Sitemap | Contact Us | Service Announcements | Privacy Statement | Legal | Cookies I Copyright Statement | Terms of Service
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Query Types

e |Pv6 address/prefix
¢ |Pv4 address/prefix
e ASN

* Hostname

e Country code

17



Results page

More tabs

with results —

Manage IPs and ASNs >

1 RIPE NCC

PIPE METERE CIORDANATION CENTRE

25e (Whois Website

Search IP Address or ASN

Analyse Participate >

You are here: Home > Analyse > Stacistics > RIPEszat > AS3333

AS3333

At a Glnce

Routing
DNS

Anti Abuse
Database
Geographk
Actvity

Suggestions

AR

Get Suppart Publications

7z

& AS Overview (AS33

/ Originates prefixes
visible in RIS

Is seen in other

routes

Coordination
NCC)
2
L3 SLates Regatration  Country
RIPE ALLOCATED 19940599 24

NCC

Show IANA Registey nWonmatior

autrem

s P Eropeens Network

O SN aior (RPE NCC)

“ OAGHRIEN -
ASSIGNED

55 O 14 ¢
5 for ASTISS 24 of Be18-07-04

e
124700 UTC

e data embed code

Ge gle Mao deta €076 Yerm of Use

» Geoloc details

Daza is based on MaxMind's Geolite City
data 562 and valid for the stated query
tme (see below)

Showing results for ASIS3S as of 20180704
12:00:00 UTC

embed code permaliek nfo

fO Frst ever seen 25 erigin announcing
193.0.0.0v22, on 2020-08-15 08:0200 UTC.

Criginated IPW prefies: 6

Criginated IPVS prefes: 1

Observed EGP neghbours: 637

Acdress space announced (PvAr 4508 IPs
Acdress space announced (PvSr equiv.to 1
Mas

Advarced Settings

Showing resulls for ASIZS a5 of 20180704
20000 UTC

Resulis exclude routes with very low
o visibilty Jess than 3 RIS full-feed peers
seengl.

Given query tme (2018-07.04 08:00:00
UTC) has been changed because it is
jer than the time there & cata

e for!

seurce data embed code permalisk nfe
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Why use RIPEstat?

® For your own network:

s someone else announcing my prefix?

How visible is my new IPv6 network?

Is my BGP routing consistent with the Routing Registry?

Are my DNS and reverse DNS consistent?

Location of my customers’ prefixes

- Was my prefix visible yesterday in Tokyo?

19



Why use RIPEstat?

® For viewing other networks:

How many IPv6 prefixes are announced in my country?

IPvG in my country compared to neighbours

Who has more peers, AS1 or AS27?

How does the upstream outage look?

Is the prefix/ASN that | want already announced?
- Which ASN announces an |P?

- Where can | report abuse from an IP?

&

20



RIPEstat Interfaces

« Web interface
https://stat.ripe.net

* RIPEstat widget API

e RIPEstat data API

21
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More About Widgets

Section 3



Get the data behind the widget!

q' KA
Allocation History (AS3333) ¥

aANA_I

Bl 0-65535(IANA)

Ml 0-65535()

I 3154-3353(RIPE NCC)
" Il 3209-3353(RIPE NCC)

E3209-3353()

}lma__—_ RIFE NGG

Jan 2010 Jul 2010 Jan 2011 Jul 2011 Jan 2012 Jul 2012 Jan 2013
— ==
I | = ] ]

2005 2010

m{mults for AS3333 from 2000-01-01 00:00:00 UTC to 2014-08-06 00:00:00 UTC

source data

embed code permalink info

embed code permalink info
Get the data behind this widget with the Data API

https://stat.ripe.net/data/allocation-history/data.json?resource=AS3333 '

N,

"cached": true,
"data": {
"query_endtime": "2014-08-06T00:00:00",
"query_starttime": "2000-01-01T00:00:00",
"resource": "3333",
"results": {
"IANA": [
{
"resource": "0-65535",
"status": "IANA",
"timelines": [

{
"endtime": "2007-10-11T00:00:00",
"starttime": "2007-10-11T00:00:00"
Y,
{

"endtime": "2008-11-03T00:00:00",
"starttime": "2007-10-27T00:00:00"
b



Shareable results URL

Allocation History (AS3333)

B 0-65535(IANA)

Il 0-65535()

I 3154-3353(RIPE NCC)
¥ Il 3209-3353(RIPE NCC)

I 3209- 3353u___

aANA_I

source data

time zoom
}-ma_% RIFE NCG
Jan 2010 Jul 2010 Jan 2011 Jul 2011 Ja 01 Jul 2012 Jan 2013
| L " 1 |
2005 2010

Showing results for AS3333 from 2000-01-01 00:00:00 UTC to 2014-08-06 00:00:00 UTC

cdfle permalink Ifo

source data

Permalink

embed code permalink info

https://stat.ripe.net/widget/allocation-history#w.resource=AS3333

Immutable shareable URL for each result!
URL includes:
- widget + queried resource

- for some widgets: settings, zoom, time

open

period

24



Where’s the data from?

Allocation History (AS3333)

Il 0-65535(IANA)

Il 0-65535()

I 3154-3353(RIPE NCC)
Il 3209-3353(RIPE NCC)

E3209-3353()

-

bl

}lma_.—_—— RIFE NGOG

Showing results for AS3333 from 2000-01-01 00:00:00 UTC to 2014-08-06 00:00:00 U

Jan 2010 Jul 2010 Jan 2011 Jul 2011 Jan 2012 Jul 2012 Jan 2013
— #:
| | = ] |

2005 2010

7

source data ‘embed code permalink info
Content Explanation
What does this widget show?
Allocation History displays i about and direct of prefixes or AS
numbers.

How can the visualisation be interpreted?
When the queried resource was a prefix, the graph will show how that prefix and related (more or
less specific prefixes) were allocated over time. When the gueried resource was an ASN, the graph
will show the allocation of that ASN.
The legend will display all resources, including those which are not announced during the time range
displayed. It is possible to change the displayed time period with the timeline selector underneath the
graph.

r S ———

2012

2002 2004 2006 2010
The shaded area is displayed in the graph. This area can be adjusted by moving to the left or right
end of the shaded area and then dragging it to the desired location. It is possible to change not only

the start and end time, but also the length of the period which is shown.

r —_—

2002 2004 2006

2008

What is the data source?
The RIR statistics files summarise the current state of allocations and assignments of Internet
number They are it to provide a of the status of Internet number
resources, without any transactional or historical details. Find details for each RIR here:
AFRINIC
APNIC
ARIN
LACNIC
RIPE NCC

25



Freshness and timescale of the data <

. KA
Allocation History (AS3333) ¢

0-65535 (IANA) 1 —IANAA

RIFE NGU

0000000

_ B
* € Showing results for AS3333 from 2000-01-01 00:00:00 UTC 1o 2014-08-06 00:00:00 UTC.
8 a

e Timestamp and time period
e Different widgets = different update frequency

e Adjustable usually

- Limits: different maximum granularities



Embed the widget!

L
Allocation History (AS3333) ® .2

Il 0-65535(IANA)

Il 0-65535()

I 3154-3353(RIPE NCC)
Il 3209-3353(RIPE NCC)

| erORRkiRTI—

-

-
+- RIFE NG
Jan 2010 Jul 2010 Jan 2011 Jul 2011 Jan 2012 Jul 2012 Jan 2013
| — | - 1 1
2005 2010

Showing results for AS3333 from 2000-01-01 00:00:00 UTC to 2014-08-06 00:00:00 UTC

embed code p'}lll‘lk info

\-ﬁ-ﬂ'/

source data embed code permalink info

Embed this widget on your page

<script src="https://stat.ripe.net/widgets/widget_api.js"></script>
<div class="statwdgtauto"><script>ripestat.init("allocation-history",
{"resource":"AS3333"},null, {"size": "medium", "disable": ["controls"]})</script>

Copy and paste this code into an HTML webpage. Note: widget_api.js (the 1st line) only needs to be
included once per page.

For more usage details please view the RIPEstat Widget AP| documentation.

27



Embedding widgets on your site

o ISP

embedded

widgets on its page

Prefix Count
widget

AS Path Length
widget

Welcome

Welcome to the AS42093.net Network
On this website you can learn about our network.

In case of emergency you should contact: +31 {0)53 8508812

Network status

There are no network issues at this moment.

Network Details

Here are some interesting tools that show different information details about our network. The tools are generated by
Ripe.

Prefixes

The table shows every prefix that oniginated from our AS in the last week.

number of . Prefixes . Addresses

v
.
=
I
12
Jul Jan Jul Jan Jul Jan
20U 2077 r<al rars rars 2UT3

2000 2002 2004 2006 2008 2010 2012
hawing re for froe 1-01 00:00: o 201
ATy lrﬁcls for AS42093 from 2000-01-01 00:00:00 UTC to 2013-09-09

The diagram shows the average RIPENGC Mithop Avmisscan 5
length of all AS paths seen in the
'ast week onginating from our AS.

NYICE. M oo Gty

SALC Pk 42s

ALK X UK, Araanihan

T TN, Kac Pas

0E-CIE, Franbtv

DOIE. Tosp

WK verre

MO

SUP, Gereon

%év:éfé'b% 'Leﬁcw for AS42093 from 2013-09-09 08:00:00 UTC to 2013-09-09




Widgets List

https://stat.ripe.net/widget/list

RIPEstat Widgets

This is a complete list of all of the widgets that RIPEstat offers. Each of these widgets can be accessed

using the links below.

When you view a widget you can also get code for embedding it in your own pages. The full procedure

for embedding and configuring widgets is described in the Widget AP Documentation.

Show @ entries Search:

P . Country
Title (show slug) ¢ Example Prefix ¢ address © ASN ¢ Hostname 2 code
Abuse Contact Finder v v v
Address Space — v v
Hierarchy _—
Address Space Usage . v v
Allocation History ; - v v v
Announced Prefixes v
Announced Prefixes v
(Inrdb)
Announced Prefixes v
(Ursa)
AS Overview v
AS Path Length . v
AS Routing Consistency i v
ASN Neighbours v

ASN Neighbours History 1 v
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Querying for a
Resource

Exercise A



Tasks &

e \What network announces 140.78.50.907
¢ |5 83.68.16.27 routed?
* In which country is 91.229.42.0/23 used?

* What is its corresponding inethum object?
e \What widget provides real-time routing status?

e By what percent did the number of prefixes announced within
Greece increase over the last two years?

* How would you share interesting network events with a
colleague?

31
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Visualising BGP
Routing Information

Section 4



Querying &2

® |P or ASN queried?
- You get different widgets!

e ASN often visualised based on the prefixes it
announces

33



RIS - Routing Information Service

e RIPE NCC collecting
BGP information
since 1999

- Raw data: ris.ripe.net Nowmy
° ®

e 22 route collectors '
600+ peers o

e R|PEstat visualises
RIS data

@

AAAAAAA

34



At-a-glance view: P

At a Glance

Announced?

{Bv which AS?

Geographic

Activity

Suggestions

Registered in

the RIPE
Database?

Prefix Overview (140.78.0.0/16)

- Is visible in RIS

This prefix Is announced by

AS1205

JKU-LINZ-AS - University Linz

Resource RIR Country

140.

78.0.0/16 RIPENCC AT

Show IANA Registry Information

Showing results for 140.78.0.0/16 as of 2018-07-04
08:00:00 UTC

source data embed code permalink info

K v
o(ur‘t ’ Prague

nd
..‘('370 gle

Geoloc (140.78.0.0/16)

‘nchh

Mugich _Vl A Slovakia

(100.00%700 00% i, dapest
P R |

Hungary

"Slovenia Map Data  Terms of Use

* Geoloc details

_ Data Is based on MaxMind's GeoLlite City
0 data set and valld for the stated query
time (see below)

Showing results for 140.78.0.0/16 as of 2018-07-04
13:00:00 UTC

source data embed code permalink info

Whois Matches (140.78.0.0/16)

inetnum 140.78.0.0/16 (+)
netname JKU-LAN
descr Johannes Kepler University
descr Campus LAN
country AT
org ORG-JKU1-RIPE
status LEGACY
mnt-by AS1205-MNT
mnt-by ACONET-LIR-MNT
source RIPE
O Lpstpeated 39833 2898 0.0/16 as of 2018.07-04
13:25:00 UTC
source data embed code permalink info f

Routing Status (140.78.0.0/16)

At 2018-07-04 08:00:00 UTC,
140.78.0.0/16 was 100% visible (by 174 of
174 RIS full peers).

O First ever seen announced by AS1205, on
2000-08-18 08:00:00 UTC.

Originated by: AS1205 (valid route cbject in
RIPE)

No less-specific covering prefixes.
K-

Showing results for 140.78.0.0/16 as of 2018-07-04
08:00:00 UTC

_ Results exclude routes with very low
0 visibility (less than 3 RIS full-feed peers
seelng).

source data embed code permalink info =

refix queried

# permalink

Announced?
By which AS?
What % visible?

Since when?

35



At-a-glance view: ASN queried

# permalink
[ At a Glance @ AS Overview (AS1205) Geoloc (AS1205)
Routing I
Czechia
- ra
- Originates prefixes Lig
2 Munich Vre.nna
O n
visible in RIS L Budined
Anti Abuse i : o ®
Is not seen in any Szariond [100.00%) Hung:
other route Milan Slovenia] ) o oteb—T
Google -

Name and holder of this ASN:

Announced? §/<VHINzAS- University Linz

Status Registration Country

IPE ALLOCATED  1993-09-01 AT
ICC

Show IANA Registry Information

Showing results for AS1205 as of 2018-07-04

The rest is the same

Map Data . Terms of Use
* Geoloc details
__ Datas based on MaxMind's GeoLite City

0 data set and valid for the stated query
time (see below)

Showing results for AS1205 as of 2018-03-06
00:00:00 UTC

Data Is only avallable until 2018-3! Query

&4 time has been changed to the latest
possible time.

source data embed code permalink info

as for a prefix

Whols Matches (AS1205)

aut-num 1205 +)
as-name JKU-LINZ-AS

org ORG-JKU1-RIPE

descr University Linz

descr Linz, Austria

descr AT

status LEGACY

mnt-by AS1205-MNT

mnt-by ACONET-LIR-MNT

source RIPE

ast updated Jess t Q days ago
O pstupdated less thon 108315 38%18.07.04
14:06:00 UTC

source data embed code permalink info

Routing Status (AS1205)

At 2018-07-04 08:00:00 UTC, AS1205 was
&4 visible to 100% of 174 IPv4 and 1% of 179
IPV6 RIS full peers.

O First ever seen as origin announcing
140.78.0.0/16, on 2000-08-18 08:00:00 UTC.

Originated 1Pv4 prefixes: 3

Originated 1Pv6 prefixes: 0

Observed BGP nelghbours: 2

Address space announced (IPv4). 67584 IPs
Address space announced (IPv6): equiv. to 0
/48s

» 0 stvanceas

Showing results for AS1205 as of 2018-07-04
08:00:00 UTC

_ Results exclude routes with very low
&) visibility (less than 3 RIS full-feed peers

seeing).

Given query time (2018-07-04 08:00:00
UTC) has been changed because it Is
earller than the time there is data
avallable for!

source data embed code permalink info
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BGPlay

® See how your network is routed
- Announcements
- Withdrawals
- Path changes
e Shows routing history
- Animated graphic
- Highly interactive

https://stat.ripe.net/widget/bgplay

37



BGPlay

BGP event, ASN
or ASN path details

Control timeline

click

lay

&

-

BGPlay (140.78.0.0/16)

Type: Initial state

Number of ASes: 62

Number of collector peers: 46
Selected RRCs: 0,1,6,7,11,14

Total number of events: 155

Date and time: 2014-07-08 07:10:00

N
/\

Showing results for

Period: 35 days 0 seconds [155 events] Current instant: 2014-07-08 07:10:00
n A 1 A ma |
. o 'II tll A ,"’ .'II. X I‘I l', ,r‘\‘"' \ N ,'Il | "| Illr\“/’\ll‘ . ,|"\/".‘ .
,‘I \‘. A" I". “.' \‘. JI IL/ \‘,' \'. ,‘{ \.“v I‘. ll l\ 1‘ JI III |\ JI yL JI .I‘ V’\ 1" I" JI \ f \
LT e il T e b e e e
1sec [l Path Change [l Withdrawal B Announce
6h 2 21 h F
¢2smd‘>ﬂ¢s cb‘md> d>‘9md> < -4>Hd> <, $
52s 3 21s 13s 2s 1Ms 45s

-

<
Control panel:
« Covered time period
« RRC selection

J

Inte

ractive animated
graph

Detailed timeline
with events
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BGPlay

Type: Initial state

Number of ASes: 62

Number of collector peers: 46
Selected RRCs: 0,1,6,7,11,14
Total number of events: 155

K A
BGPlay (140.78.0.0/16) Pl

Date and time: 2014-07-08 07:10:00

Other ) Dy

n

||/.|\||||{’|||/|\|||||
1sec
iq>gshmq>

III' ~

AVAY

m ("Collector peer ) (

A A
\

5h
q>26mq>

[ Path Change [l Withdrawal

M
J 1N

ﬁperlod- 35 days 0 seconds [155 events] Current instant: 2014-07-08 07:10:00 ¥
I

"'I'| |'r\‘/\‘| " ’f'\/'\

S L T /Y AN /\ VAN
IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIlIIIIIIlIIIIIIlIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII
O Inlllal state

O Announco

q>22r >
H4

I I‘:“>2A'h‘:“>

source data layout options

Showing results for 140.78.0.0/16 from 2014-07-08 07:10:00 UTC to 2014-08-12 07:10:00 UTC

&

embed code permalink info

S—

Examples: (2013/8/28-30)

e Prefix with announcements &
withdrawals:
84.205.64.0/24

« Check IPv6 connectivity:
2001:67c:2e8::/48

* Multi-homed prefix:
199.7.80.0/24

» BGP hijacking
2008-02-24, 18:30 UTC:
208.65.153.0/24

Youtube traffic by Pakistan Telecom
AS17557

 Blackholing:
193.33.96.64

39



Prefixes visible for this ASN

Showing 1 to 3 of 3 entries
Click here to load the entire history, starting from 2004-01-01 00:00 UTC!

o

Advanced Settings

(¥ Exclude low visibility prefixes

Showing results for AS1205 from 2014-07-30 08:00:00 UTC to 2014-08-13 08:00:00 UTC

Announced Prefixes (AS1205) o IPv4 vs IPv6?
S Sort by prefix
Show | 10 : |entries Search:
or
Prefix v First Seen ? ¢ Last Seen ? Search “.” ys “::”
193.186.176.0/22 2014-07-30 08:00:00 UTC 2014-08-13 08:00:00 UTC
193.186.172.0/22 2014-07-30 08:00:00 UTC 2014-08-13 08:00:00 UTC - I
140.78.0.0/16 2014-07-30 08:00:00 UTC 2014-08-13 08:00:00 UTC

@ Results exclude routes with very low visibility (less than 3 RIS peers seeing).

Time period
shown in widget
Default:
last two weeks

source data embed code permalink info
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Announced Prefixes: useful for ASN &

Show| 10 +: entries

Prefix v
193.186.176.0/22
193.186.172.0/22
193.171.8.0/24
193.171.32.0/20
193.171.200.0/21
193.170.32.0/21
140.78.0.0/16

Showing 1 to 7 of 7 entries

v £ Advanced Settings

Announced Prefixes (AS1205)

First Seen ?

2004-01-22 16:00:00 UTC
2004-01-01 00:00:00 UTC
2008-12-09 08:00:00 UTC
2008-12-09 08:00:00 UTC
2008-12-09 08:00:00 UTC
2008-12-09 08:00:00 UTC
2004-01-01 00:00:00 UTC

(# Exclude low visibility prefixes

A
v

Search:

Last Seen ?

2014-08-13 08:00:00 UTC
2014-08-13 08:00:00 UTC
2008-12-11 16:00:00 UTC
2008-12-11 16:00:00 UTC
2008-12-11 16:00:00 UTC
2008-12-11 16:00:00 UTC
2014-08-13 08:00:00 UTC

Showing results for AS1205 from 2004-01-01 00:00:00 UTC to 2014-08-13 08:00:00 UTC

<>

@ Results exclude routes with very low visibility (less than 3 RIS peers seeing).

source data

embed code permalink info
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History of Prefixes Announced by ASN

L

Routing History (AS1205) ‘

Switch to Table View

Show| all :|of 9 rows Sortby:(1123 O ® [ :| o condensed view

Fllters ( 6 ): @ No large prefixes & No short timespans @ No low visibility

Data resolution: 12 days

UEEers Seeifiyy Reset Zoom

DR S OnNe CE) W e s 140.78.0.0/16
AS1205 RIS T T /IS TR TR ] 193.186.1....0/22
I U JUET U Y T ] 193.186.1....0/22

2006 2008 2010 2012 2014

HET T ERTRERTRREERRTERRTRRREARAINRRREN gl

200|5 2006 2007 2008 2008 2010 2011 2012 2013 0N

¥ £ Advanced Settings

(| Normalise Visibility Kr:lud. first hop (slower) ™~ . Time scale

Showing results for AS1205 from 2004-01-01 Selectio n

§ subdivide prefixes
§ according to first hop
after queried ASN

source data

embed code permalink info
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BGPlay

Exercise B



Tasks &

* Find the up-stream provider for AS1205

¢ |s 69.36.157.0/24 originated by only one or
more ASNSs?

e Check the IPv6 connectivity of your own
network

44
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Reporting Abuse

Section 5



What to do if your network is attacked?

e Spam or unauthorised access?

- Find IP in message headers or logs

e \Want to contact their admin?

- Find the correct email for reporting abuse

e RIPE Database

- Contact details for every ASN and IP address
- In Europe, Middle East, Central Asia
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Reporting Abuse &

e Take action with the Abuse Contact Finder

https://stat.ripe.net/abuse

RIPEstat Abuse Contact Finder

The RIPEstat Abuse Contact Finder may be able to help you find the email address that should be used to report network abuse orif

) In -depth

particular |P address. . .
§ information about
You can learn more about network abuse in general and what you can do to stop it on the RIPE NCC's Abuse Information page. ™ abuse

- RIPE NCC
&L

Abuse Contact Finder

gEnter an IP address

source data

embed code permalink info 0

For regular RIPEstat users: this widget, of course, can also be found on the regular result page in the "Anti Abuse" tab.
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Reporting Abuse

Abuse Contact Finder (2001:67c:2e8::/48)

Email-Contact r e e
_ _ | -1 Email contact to report
abuse@ripe.net
’“-i abuse

—] Resource information
~ | Information for resource holders

Showing results for 2001:67c:2e8::/48 as of 2017-02-03 13:52:00 UTC

Please note that the found contact may be unresponsive.For details please click on ‘info’'
below.

source data embed code permalink Info

.
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Reporting Abuse

Abuse Contact Finder (2001:67c:2e8::/48)

Email-Contact

abuse@ripe.net

~) Resource information
~] Information for resource holders

Showing results for 2001:67c:2e8::/48 as of 2017-02-03 13:52:00 UTC

below.

Please note that the found contact may be unresponsive.For details please click on ‘info’

source data

embed code permalink Info

Details about the resource and abuse contact:

v) Resource information
Details
- Results for

2001:67c:2e8::/48 %

abuse@ripe.net from abuse-contact role

- Special Network Resource Information

This resource has been identified to be related to this information:
Designated to RIPE NCC on 01 July 1999 (Status: allocated; Note: n.a.)
Designated to RIPE NCC on 01 July 1999 (Status: allocated; Note: n.a.)

Held by:
RIPE-NCC-NET

- RIR Information

RIR RIR's Whois
RIPE NCC https://apps.db.ripe.net/search/query.html
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Visualising RIPE
Database Data

Section 6



Address Space Hierarchy Widget

- click above or below to refocus query

RIPE

Parent IP Range 1
inetnum: 193.0.0.0-195.255.255.255
organisation: RIPE Network Coordination Centre (ORG-NCC1-RIPE)
netname: EU-ZZ-193-194-195
status: ALLOCATED UNSPECIFIED

Last updated 11 months ago

0A3% —

193.0.0.0/16 X

organisation: RIPE Network Coordination Centre (ORG-NCC1-RIPE)

netname: EU-ZZ-19930901

country: EU

mnt-by: RIPE-NCC-HM-MNT gih

status: ALLOCATED PI 3"
@® Last updated about a year ago CIDR NAV

| 86 (first-level) more specifics |

[ Some of the more specifics have been aggregated because they are too small ] |

' inetnum: 193.0.64.018
¢ netname: UWNET ;

/ status: ASSIGNED Pl

Status of Address Block

(D ALLOCATED PI () aLLOCATED PA
@D ~ssIGNED PI () ALLOCATED UNSPECIFIED
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Historical Whois Widget

- click on another object to refocus query

Historical Whols (109.110.192.0/19) GIR

(2016-09-15 16:04:48 %) compare

inetnum show more
109.110.192.0 - 109.110.223.255

netname: PL-UPC-200281113
country: PL
status: ALLOCATED PA

created: 2009-11-23 13:25:57
From 2016-09-15
validity: 16:04:48
To 2018-07-04 14:42:00

T I

route
109.110.192.0/19|AS6830

open role

open
UPCA48-RIPE [admin-c]
mniner open
MNT-LGI [mnt-by]
mniner open
RIPE-NCC-HM-MNT [mnt-by]
mniner open
UPC-PL-MNT [mnt-lower]
organisation open

ORG-UTKS1-RIPE [org)
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Historical Whois Widget

Historical Whols (109.110.192.0/19) CGIB

(2018-05-02 08:00:51 &) compare

mntner show more
UPC-PL-MNT
descr: pl.u‘pc pbjects
maintainer
created: 2002-05-31 00:05:45
From 2018-05-02
validity: 08:00:51
To 2018-07-04 14:47:00
domain open role open
121.178.31.in-addr.arpa UPCA48-RIPE [admin-c]
domain open mntner open
151.179.31.in-addr.arpa UPC-PL-MNT [mntner]
domain open
43.222.85.in-addr.arpa
domain open

172.179.31.in-addr.arpa

Show all objects

1000 x domain, 403 x inetnum, 13 x
organisation, 201 x person, 115 x route, 14
x role, 25 x aut-num, 4 x inet6num, 2 x as-
set, 4 x routeB, 5 x mntner, 2 x key-cert
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Historical Whois Widget

Historical Whols (AS3333) GIB

Date and time of this
update version

AP

route
193.0.22.0/23]AS3333

route
193.0.10.0/23]AS3333

route
193.0.12.0/23]AS3333

route
193.0.0.0/21|AS3333

Show all objects
6 x route, 1 x routeb

v 2017-12-04 14:48:54

2017-02-21 10:55:57
2016-06-02 09:49:38
2016-04-14 10:01:24
2016-04-12 05:05:25
2015-09-04 11:16:41
2015-09-04 11:05:53
2015-05-05 04:26:20
2014-10-14 22:36:58
2014-05-27 11:51:38
2014-01-17 12:56:58
2014-01-17 12:54:34
2014-01-17 12:49:11
2013-10-08 01:06:48
2012-04-17 10:12:15
2012-04-17 09:55:11
2012-03-12 08:40:16
2011-03-29 14:57:26
2011-02-15 10:48:34
2011-02-15 10:30:34
2011-02-02 14:06:10
2009-01-28 17:46:03
2009-01-28 17:27:21
2008-01-28 11:14:33
2008-01-27 15:44:05
2008-12-19 18:38:35
2008-12-19 16:51:45
2008-11-19 16:31:45

ANNT NOQ NA AC.NAALNA

) compare

show more

Europeens
ordination
£ NCC)

12:58:13
12-04

04 14:50:00

!

intner
IPE-NCC-MNT [mnt-by]

open

intner

[PE-NCC-END-MNT [mnt-by)

open

arson
RD-RIPE [admin-c]

open

e

PS4-RIPE [tech-¢]
rganisation
RG-RIEN1-RIPE [org]

open

open

54



Reverse DNS and DNS (@J

® For IP prefixes: reverse DNS whois registration

® For hosthnames: resolves A and AAAA records

DNS Chain (atlas.ripe.net)

® DNS chain for both

- hostnames & IP addresses

2a01:448:121:30a3::78:16

.
alias ripe.net

& \
178.63.78.18
vy

_

P
weiratias. ripe.net

— — —

7
r
Scave Howrawe P Acrens J —
- N —

source data embed code permalink Info
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Reverse DNS Consistency

IPv4 IPvE

Show entries

Reverse DNS
Prefix ~ domain

1033.27.0/24 27.3.103.n-
addr.arpa

193.0.0.0/21 0.0.193.In-addr.arpa
193.0.0.0/21 1.0.193.In-addr.arpa
193.0.0.0/21 2.0.193.In-addr.arpa
193.0.0.0/21 3.0.193.In-addr.arpa
193.0.0.0/21 4.0.193.In-addr.arpa
193.0.0.0/21 5.0.193.In-addr.arpa
193.0.0.0/21 6.0.193.in-addr.arpa

193.0.0.0/21 7.0.193.In-addr.arpa

193.0.10.0/23 10.0.193.in-
addr.arpa

Showing 1 to 10 of 19 entries

source data

In RIPE
Registry

A

No

Showing results for AS3333 as of 2017-08-29 09:03:00 UTC

Reverse DNS Consistency (AS3333)

Search:

DNS

>

Check “ Checked ¢

?
MISSING

embed code

2017-03-30
16:36:45

2017-08-28
14:45:40

2017-03-30
16:36:41

2017-03-30
16:36:41

2017-03-30
16:37:03

2017-03-30
16:37:04

2017-03-30
16:37:03

2017-03-30
16:37:07

2017-03-30
16:37:03

[+

permalink info
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Reverse DNS Consistency (2)

DNS Check (0.0.193.In-addr.arpa)
Reload this widget by entering a resource her

Choose a test result

2017-03-30 16:36:45 | INFO

V All tests are okay! For detalls see below.

i SYSTEM INFO x 3

i BASIC INFOx 31

i1 ADDRESS INFO x 3

i CONNECTIVITY INFO x 31

1 CONSISTENCY INFO x5

i DNSSEC INFOx 11

i DELEGATION INFOx 9

i NAMESERVER INFO x 33, NOTICEx 2
i SYNTAX INFOx 13

1 ZONE INFO x 6, NOTICEx 3

Request a new test

Start Test

source data embed code permalink info
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Reverse DNS

Consistency (3)

DNS Check (2.0.193.in-addr.arpa) @i

Reload this widget by entering a resource her

Choose a test result

2017-03-30 16:36:41 | error

’ Some tests show errors! Please take a look at the detalls below.

i SYSTEM INFOx 3
i BASIC INFOx 15
A ADDRESS INFO x 1, WARNING x 1

Level ¢ Message ¢

WARNING  Nameserver rom.singel.ripe.net has an IP address
(2001:67c:2€8:7::¢100:288) without PTR configured.

INFO All Nameserver addresses are In the routable public addressing space.

Showing 1 to 2 of 2 entries

A CONNECTIVITY INFO x 14, WARNING x 3

A CONSISTENCY INFO x 6, NOTICE x 1, WARNING x 1
i DNSSEC NOTICEx 2

i DELEGATION INFO x 9

% NAMESERVER INFO x 18, ERROR x 6

Level ¢ Message ¢

ERROR  Nameserver pike.singel.ripe.net/193.0.2.211 Is a recursor.

ERROR  Nameserver plke.singel.ripe.net/2001:67¢c:2e8:7::¢100:2d3 Is a recursor.
ERROR  Nameserver rom.singel.ripe.net/193.0.2.136 Is a recursor.

ERROR  Nameserver rom.singel.ripe.net/2001:67c:2e8:7::c100:288 Is a recursor.
ERROR  Nameserver sisko.singel.ripe.net/193.0.2.212 Is a recursor.

Showing 1 to 5 of 24 entries

-

«
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Personalising RIPEstat

Section 7



Create a RIPE NCC Access Account «

https://access.ripe.net

@ RIPE NCC

RIPE NETWORK COORDINATION CENTRE

Manage IPs and ASNs > Analyse

You are here: Home > Access

Email

Sign in using your RIPE
NCC Access account Password

If you don't have a RIPE NCC Access | sesesenen
account, click here to create one.

New: Two-step verification. Learn
more...

Participate

Home | Sitemap

RIPE Database (Whois)

Get Support

Forgot your password?

Contact us | Service Announcements | P|
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Why personalise RIPEstat? &

® Recurring lookup tasks with different widgets
over multiple tabs

e Building a “history” of your lookups
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Log into RIPE NCC Access Account

RIPE NETWORK COORDINATION CENTRE

ﬁ RI P E N c c RIPE Database (Whois)

Manage IPs and ASNs > Analyse Participate > Get Support
You are here: Home > Access

Email

Sign in using your RIPE
NCC Access account password

If you don't have a RIPE NCC Access | sesesenes { .
account, click here to create one. _
m Forgot your pas

New: Two-step verification. Learn
more...

¢} RIPE NC

RIPE NETWORK COORDINATION € site Q |
f ¥ in Vﬁ () Home ‘ Sitemap | Contact us ‘ Service Announcements ] Pi
Manage IPs and ASNs > Analyse > Participate > Get support Publications About Us >
You are here: Home > Analyse > Statistics > RIPEstat
RIPEstat Home « Search RIPEstat
About RIPEstat >
Documentation > Enter an IP address/prefix, ASN, country code or hostname Search
Use Cases > Your network: AS3333, 2001:67¢:2e8::/48 e.g.: IPv4 prefix/range, IPv6, ASN

Your IP address is:
2001:67¢:2e8:9::¢100:14e6

Lostin the

address space?

22,297 Find your way with the
Live requests to RIPEstat (per minute) Address Space Hlera rChy
widget.

1,301,056




MyView

e Create custom views
- Click the “MyView” button
- Drag and drop the widgets you want on the MyView tab

e Created under “ASN” or “IP”
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MyView &

& permalink

At a Glance (4)
Routing (1) This view is empty :(
DNS Add content by dragging a widget onto the tab of this view.
Anti Abuse '
Database

Geographic ‘ | o

o ® Resource Overview)
Activity I

Suggestions
st - MyViews are only visible to you.
MyView-Test1 _ (62 ~The option to share your views

3 W @
. will be available soon!
Newly created MyView

MyViewTab @

For more information on custom views, please go to custom views.
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- Rename

- Re-order
- Control visibility
- Remove

At a Glance (4)
Routing
DNS
Anti Abuse
Database
Geographic
Activity
Suggestions
+ MyView

MyView-Test1 #(2)

Customise MyView

-rder widget
as you like

Monitor-2 # (2

e ~ "]

b

AS Overview (AS1205) ’{_’

Holder of this ASN:
JKU-LINZ-AS University Linz,AT

This ASN is part of 1-65535, the 16-bit ASN Block. This block contains all 16-bit ASNs, which are allocated
to the RIRs according to http:/www.iana.org/assignments/as-numbers/as-numbers.xml . See RFC 1930
i

Showing results for AS1205 as of 2014-08-14 08:00:00 UTC

source data embed code permalink

L
¥ %

info

Routing Status (AS1205) + .

At 2014-08-14 08:00:00 UTC, AS1205 was visible to 100% of 97 IPv4 and 2% of 95 IPv6 RIS full
peers.

@ First ever seen as origin announcing 193.186.172.0/22, on 2004-01-03 00:00:00 UTC.

Originated IPv4 prefixes: 3

Originated IPv6 prefixes: 0

Observed BGP neighbours: 2

Address space announced (IPv4): 67584 IPs
Address space announced (IPv6): equiv. to 0 /48s

» £ Advanced Settings

Showing results for AS1205 as of 2014-08-14 08:00:00 UTC

L
¥ N

6 Results exclude routes with very low visibility (less than 3 RIS peers seeing).
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Visibility of MyView &

* MyView is only accessible after you have
queried an ASN or IP

e A MyView created after an ASN query is only
visible for other ASN queries

e A MyView created after IP query is only visible
for other IP queries

® This can be changed via settings
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Controlling Visibility

At a Glance (4)
Routing

DNS

Anti Abuse

Database

Geographic

Activity

Suggestions

+ MyView
MyView-Test1 £
Monitor-2 #

| Monitor-2 was created
after an ASN query
Monitor-2's Settings \/ x T
Resource Properties
\‘ Simplified Advanced hich are allocated
———— nl. See RFC _1,930
For what resource type should this view be visible:
(Change by clicking on property) YOU can change

visibility, to make
Monitor-2 available
for IP range queries

© ASN o IP

o Hostname O Country

® view will be shown for resource type (e.g. 'ASN')
O view will not be shown for resource type (e.g. 'ASN')

Ok 1% of 95 IPv6 RIS
Vi

(© First ever seen as origin announcing 193.0.0.0/21, on 2004-01-03 00:00:00 UTC.

Originated IPv4 prefixes: 6
Originated IPv6 prefixes: 1
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MyView Summary &

e RIPE NCC Access login required

e Customised selection of widgets

* |t's like an extra tab, specifically for your
queries

e By default, available for one type of resource
(ASN or IP)

e Can’t be shared

68



%

Comparing Networks

Section 8



Why compare networks? &

e \WWant to peer with AS-X"?
- Learn by opening multiple widgets about AS-X

e Choosing upstream ?

- Compare AS-X with AS-Y by opening same widget loaded
with two different ASNs

* |[nternet outage in a country?

- Open multiple country-related widgets in same view
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How to compare

e Compare results in different widgets

. RIPE NCC

RIPE NETWORK COORDINATION CENTRE

Logn

Website

Q

Manage IPs and ASNs > Analyse Participate > Get Support

l- You are here: Home > Analy
RIPEstat

Enter an IP address/prefix, ASN, country code or hostname

Statistics > RIPEStat

Your network: AS3333, 2001:67c:2e8:/48

Twitter Feed RIPE Labs Feed

Tweets vy ence_Aipestat °

Prefix
), Christian (RIPEstat) Sep 25,2018
W o
The Announced Prefces widget now shows the HistericalWnes
full #RIS history by default, using progressive Apr 05, 2018
loading which significantly improves the
rendering reiabity for big data (aka large Using RIPEtat to Analyse Cable Cuts in Chile
ASes)! #RIPEstatstat ripe.netwidgetiannounc

Jan 05, 2018

= nma and in the Gear

Jun 08,2017

2019-02-19T10:04:53 UTC — server ver:
Feb 15, 2 201921549

A7) Christian (RIPEstat)

Y on

Unfortunately we overiooked an interruption with
R OB RR AR SR SHIRR SYERIRIAS

Jer 3ppO0G — widget APl version

Publications About Us >

Try one of these: 1Py

RIPEstat Links

About RIPEstat

Get general information about RY

Documentation

Go to “Use Cases” >
“Compare Results”

Use Cases

Read about use cases fd

Country Reports

Find Internet data based stat

RIPEstat Training Course

Attend a training course for RIPEstat

Compare Results

Select up to six different widgets from the list to compare at one time. Different resources can be queried for

Select a widget |;.-'« ocation History

o
(—

and a resource AS3333

+ Add # Permalink
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ompare results

Compare Results

Select up to six different widgets from the list to compare at one time. Diffeggge®

== IIC"I"‘IEIO! /

205

\
and a resours
N\

+ Add | 2

o

Allocation History (as1205)

NEC
ar May Jul Sep Nov Jan
| —
2005 2010 2015
Showing results for AS3333 from 2000-01-01
80:00:06 UT¢ to 2019-02-18 00:00:00 UTC

Prefix Size Distribution (as3333)
number of

o Prefixes Addresses

(48 tvéx1 121 (va)1

¢

|
T 123 (vans

»0

Showing results for AS3333 as of 2019-02-19
00:00:00 UTC

) Results exclude routes with very low visibility
(less than 3 RIS full-feed peers seeing).




Compare results

Compare Results

Select up to six different widgets from the list to compare at one time. Different resources can be queried for each widget.

“o
| —

Selecta widget[AJlocation History

and a resource as1205 — emmee
- A < Permalink > .
Share via
Use the permalink to share this page “ . ”
https://stat.ripe.net/special/compare-results#widget-containter-0.resource=as33338&widget-containter-0.widgetType=prefix-size-distributi __- Permallnk

%) O :

Allocation History (as1205) - Allocation History (as3333)

[T 5 ———————————————— 4

RIPE NEY

n RirE TEEEE
NG N
Mar May Jul Sep Nowv Jan Mar May Jul Sep Nowv Jan
- — - - —
2005 2010 2015 2005 2010 2015

8638:86 (re'ts 2613°02%3 B0 LR ™" 8638:88 7e'ts 561823 G888 LA™
(%)

Prefix Size Distribution (as3333)

number of
o Pr Addresses

(48 (véx1 /28 (vé)1

- .A



Compare resources summary 3
* No login required

e Add widgets AND input query for each widget
(ASN, IP, etc.)

e |t is a result page with widgets and query
results

e Share it via a permalink
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Comparing countries in one widget ¢

e Compare growth of ASNs in DE and NL

e See |IPv6 adoption rate in four countries at the
same time

e Analyse IP hijacking with ‘BGP Update Activity
Widget’

e Use “multi-resource” button in “Country
Routing” widget
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In-widget comparison

e Country Routing Statistics

# of prefixes

Country Routing Statistics (de) 30

® multi-resource

L
TS

Select a country + Add
at - Austria
bo - Bolivia, Plurinational State of
bq - Bonaire, Sint Eustatius and Saba

|cd - Congo, the Democratic Republic of the |t resolution in graph: per 1 week

hr - Croatia
gq - Equatorial Guinea
8000 gt - Guatemala
va - Holy See (Vatican City State)
ki - Kiribati
6000 kp - Korea, Democratic People's Republic of
la - Lao People's Democratic Republic
v - Latvia
fm - Micronesia, Federated States of

H
f=}
[=]
o

ms - Montserrat

SNSY JO #

] ga - Qatar
%‘ ru - Russian Federation

2800 ae - United Arab Emirates

——

us - United States —
—_
um - United States Minor Outlying Islands _,_,..——————""”—"

%2004 2 Vu - Vanuatu 2012

ASN IPv4 IPv6

Germany (de) ASN (de) — IPv4 (de) — IPv6 (de)

( Click legend item to toggle visibility of a series )
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RIPE Atlas




Overview 2 - RIPE Atlas &

RIPE Atlas

e Introduction to RIPE Atlas
* Using RIPE Atlas as a Visitor

e Looking up Public Probes
 Finding Results of Public Measurements
* Creating a Measurement
e Demo and Exercise D
* Network Monitoring
e Exercise E: Using Streaming API
e Command-line Interface Toolset
e Exercise F: Using RIPE Atlas CLI
e Use Cases
* More RIPE Atlas Features
e Take Part in the Atlas Community 80



RIPE Atlas Global Coverage
;, : :' v

Leaflet | Tiles @ Esri — Source: Esri, i-cubed, USDA, USGS, AEX, GeoEye, Getmapping, Aerogrid, IGN, IGP, UPR-EGP, and the GIS User Community
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Introduction to RIPE Atlas

Section 9



Goals &

* Monitoring and troubleshooting your network
using RIPE Atlas

e Create specific tailor-made measurements
using API calls or the command line interface
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Prerequisites &

* \We assume you have already used RIPE Atlas

e Do you have a RIPE NCC Access account?

* If not - quickly create one: access.ripe.net

* Do you have credits to spend?

® You get a voucher from us
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An Introduction

e RIPE Atlas is a global active measurements
platform

e Goal: view Internet reachability
* Probes hosted by volunteers

e Data publicly available

atlas.ripe.net

&
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RIPE Atlas measurements &

* Built-in global measurements towards root
nameservers

- Visualised as Internet traffic maps

e Built-in regional measurements towards
“anchors”

e Users can run customised measurements
- ping, traceroute, DNS, SSL/TLS, NTP and HTTP
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Probes and Anchors &

e 10,300+ probes connected (427 RIPE Atlas
Anchors)

e 7,900+ results collected per second

e 21,000+ measurements currently running
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RIPE Atlas Overview (1) &

= e e s s s s s s s s s -

. \
&

Web Interfa
@. B B Probes
Control

%. Anchor
Data Repository
N . . . Probes

-0

Streaming
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RIPE Atlas Overview (2)

RIPE Atlas Controllers

User Server
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RIPE Atlas Global Coverage

@ Esni — Esni, DelLorme, NAVTEQ

Leafle
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Most Popular Features &

* Six types of measurements: ping, traceroute,
DNS, SSL/TLS, NTP and HTTP (to anchors)

e APIs and CLI tools to start measurements
and get results

e Streaming data for real-time results

e New: “Time Travel”, LatencyMON,
DomainMON, Tracemon

e Status checks (Icinga & Nagios)
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Using
RIPE Atlas As a Visitor

Section 10



Internet Traffic Maps

RIPE Atlas «

About RIPE Atlas >

Get Involived >

Probes and Anchors >
Measurements

Internet Maps

Tools
Resources >
RIPE NCC Members
My Atlas >

Staff Pages >

Internet Maps

DNS Root Instances

Shows, for each probe, which root DNS
server instance the probe ends up
querying, when they ask a particular
root server. In other words, it shows the
"gravitational radius" for root DNS
server instances.

RTT to Fixed Destinations

gt

Shows the colour coding for the RTT
value for the particular destination for
each probe. The minimum / average /
maximum values are based on standard
"ping” measurements.

Comparative DNS Root RTT

Shows a comparison of response time
for DNS SOA queries to all the root DNS
servers. For each probe, a marker
shows the "best" root server with colour
identifying the related minimum
response time.

Reachability of Fixed
Destinations

Shows if the particular fixed destination
is reachable or not from each probe.
Red markers indicate that the specific
destination for these probes are
unreachable and green reachable.

Root Server Performance

This map shows the reply time to the
SOA query of a particular root DNS
server, over the selected transport
protocol (UDP, TCP or comparison of
the two) for each probe.
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Where is B-root?

We display measurement results from the last hour only.

Leaflet | Tiles ® Esri — Esri, DeLorme, NAVTEQ

L ——————

i ———_]
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Probes per ASN (in RIPEstat)

RIPE Atlas Probes (AS47524)

Switch to table view
Found 5 RIPE Atlas probes in this network:

WV Abandoned (1) W Connected (4)
PaP
i q) Satellltel

B0 R =

rn
"Bll
l‘ 2
.
e~

-
™ ™

Le 4‘ Mapom Terms of Use | Remmm

Showing results for AS47524

 source data

&
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Where we want to place probes
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Looking Up Public Probes

Section 11



Searching for probes

Manage IPs and ASNs >

. RIPE NCC

RIPE NETWORK COORDINATION CENTRE

Analyse

Participate

You are here: Home > Analyse > Internet Measurements > RIPE Atlas > Probes

Probes

® Learn more about probes
e See the probes map
® Apply for your own probe

Public

Id
6175

6146

6152

6137

6147

6112

6161

6142

6008

6001

Login to see more

ASN v4 ASN v6
1103 1103
60781 60781
28753 28753
3333 3333
33280 33280
197216 197216
27843 27843
63403 63403
2607 2607
3333 3333

Country

-
-
-

IHE P

Filter by id/asn/country/description

Description

SURFnet bv

Leaseweb Network B.V.
Leaseweb Network B.V.
nl-ams-as3333-preprod
Afilias

Delta Softmedia Ltd
Optical Technologies
Afilias

AA sk-bts-as2607

AA nl-ams-as3333

>

RIPE Database (Whois

Search IP Address or ASN

Website

Filter based on

Get Support

Any Status

>

ASN, country,

Publications A

<[ wane <[ anycounty M| | |
Connection Status -
& 4 weeks o
& 4 weeks o
& 4weeks o
& 4 weeks o
& 4 weeks o
& 4 weeks o
& 4 weeks o
& 4 weeks o
& 4 weeks o
& 4 weeks o
m——
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Probe page

» Youare here: Home > Analyse > Internet Measurements > RIPE Atlas > Probes > Probe #10010

Probe #10010 (Register)

Network Built-in Measurements User-defined Measurements

General

General Information
Id 10010

MAC F8:D1:11:A9:F3:2C

Address

Architecture tl-mr3020

Firmware
Version

Router Type
Bandwidth
Limit

DNS Entry

Shared
Publicly

User Tags

System
Tags

4680 (1070)

Not set

Off

Yes

[ NAT | Chello 200MB |

V2 ] mesovs A Comecty |
o Eow oy T e covee]

IPv4 RFC1918

Management Sharing

Only the probe

host is permitted to administer this probe.

Connection & Traffic

Connected Time

(@Bits/s_Packets/s

& 3 days, 9 hours

& 3 days, 9 hours
Firmware #10010
4680

Architecture
tl-mr3020

MAC Address
F8:D1:11:A9:F3:2C

The displayed location is an
automatic best guess of the
city based on IP address.

By manually setting a more
accurate location you can help
to improve the usefulness and
correctness of RIPE Atlas.

Update Location [?

Het I] \

\,\\

L ee— e —
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Zoomable Ping Graph

&

» Replace multiple RRD graphs: zoom in/out in time,

In the same graph

 Easier visualisation of an event’s details

« Selection of RTT class (max, min, average)

Current data point resolution: no aggregation applied

2

15

1

RTT [ms]

0.5

0 07:00 08:00 09:00 10:00 11:00

A2 zoom out B download

At 2015-05-22 13:25 UTC
RTT Min  0.611 ms
RTT Max 0.761ms
RTT Med 0.629 ms

seen for Probe/Measurement

o032 ' peemnenll
(Y=-Voa- o)

12:00 13:00 14:00

Minimum  Average Maximum  95th percentile

— RTT Min 0.582ms  0.62ms 0.65ms
— RTT Med 0.613ms  0.65ms  0.791ms
— RTT Max 0.673ms  0.77ms 1.63ms

0.64ms
0.698ms
0.862ms

o No data o =0% o >0% s >30% s >60% = 100% Pkt Loss o 0 Pkts sent

Showing results for 10010/2 from 2015-05-22 06:21:40 UTC to 2015-05-22 14:17:42 UTC

See this on RIPEstat
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Finding Results of
Public Measurements

Section 12



Looking up Measurements Results

* https://atlas.ripe.net/measurements/

Manage IPs and ASNs >

Analyse

Participate > Get Support

You are here: Home > Analyse > Internet Measurements > RIPE Atlas > Measurements

Measurements

ID
9278562

9278557

9278556

9278555

9278554

9278553

9278550

Search by target ¥ Search...

Traceroute DNS HTTP

Type
Ping

Ping

Ping

Ping

Ping

Ping

Ping

Target

www.ripe.net

185.15.245.163

123.126.20.54

r1.d1.de.recast-it.net

r1.al.nl.recast-it.net

2001:6a8:28¢0:2017::00:00:FF

2001:6a8:28¢0:2017::00:00:FF

Any Status ¥ | IPv4/v6

SSL NTP WiFi Built-in Anchoring

Description

Ping measurement to www.ripe.net

From script for latency checks for Monitoring

check unicom

From script for latency checks for Monitoring

From script for latency checks for Monitoring

Ping 6 BLUE measurement to 2001:6a8:28¢0:2017::00:00:FF

Ping6 measurement to 2001:6a8:28c0:2017::00:00:FF

Publications

A
v

Alltypes  +

Probes Interval

8

35

10

35

35

956

484

one-off

one-off

one-off

one-off

one-off

one-off

one-off

About Us

Time (UTC)

08-09-2017 14:02
Never

08-09-2017 13:58
Never

08-09-2017 13:51
08-09-2017 14:00

08-09-2017 13:50
08-09-2017 14:00

08-09-2017 13:50
08-09-2017 14:00

08-09-2017 13:49
08-09-2017 13:55

08-09-2017 13:42
08-09-2017 13:50

+ Status

O

0]
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Available visualisations: ping

Probe ¢ ASN (v4) 4 ASN (v6) ¢ ¢ 4 Time 4 RTT
" 6019 3333 3333 = & 201505-1909:23 ]
‘ L I St Of p ro b e S - 6069 59469 59469 5 @ 201505-1909:23 G
" 6111 198068 198068 = & 201505-1909:23 [
6112 197216 197216 = & 2015-05-1909:23
SO rta b I e by RTT 10008 3851 E &  2015-05-1909:23 C )
10218 6876 = & 2015-05-1909:23
10246 39608 = & 2015-05-1909:23 ( )
10252 50288 = & 2015-05-1909:23 G
10267 12322 il & 201505-1909:23 ]
10296 51214 = & 2015-05-1909:23 % Unreachable
i3 G20
Al

QNGROM 5 Q )
POLAND.
Y

KAZAKHSTAN

e Map: colour-coded ,
by RTT QBB

72
“ig,
Crr,
Tancay Seq

7
s

IRAN
ALGERIA LIBYA

EGYPT o
S AVEHTDAR A & SAUDI

ARABIA

MALL

<300ms 9  <500ms

<100ms @ <200ms

<10ms <30ms @) <4oms

Lake

Baikal

AL T4y ¥ MONGOLIA
Y,

GOBI

No Data

Q=5 Streaming on @

hors.atl ¢ From 2015-09-16 07:51 10 2015-08-16 13:11

¥

FIPE Atas png o nhans-ast o1
. " A " A A A - s s
‘ u o o A A A A A 2 23
w0
o)
n a0%|

10%)

compare multiple

8. [ohog?e%s Aopen od
& B8 AT S A S EE2EE 50808

latency trends

o s
oo AR
50% o ]
e ¥ Y Yoooodiy 04
o) [ ¥ 6085000 0000,800%d 00050000
2% oo
s
T w0 oo wx Tonn 1030 1 [IE) 2o 220 orew

aaanru

SE (6 probes) (K3
Probes: 138,395, 6037, 6049, 6063,
o0z

Target: nams-
as1101.anchors atas rpe.not

DE (6 probes) L
Probes 7,67 35,77, 812,804
Tage nams:

251701 anchors atas po.net

GB (6 probes) &
Probes: 48, 32, 808, 867, 76, 880
Target nans:
as1101.anchorsatas e et

NL (6 probes) LK
Proves: 157,196,246, 39, 999,
T

Targot

as1101.anchors atas rpe et

{ i

&£

103



Available visualisations: traceroute

e TraceMON: network T —— R
topology, latency
and nodes
iInformation

lls.w 15:30 16:00 16:30 17:00 17:30 18:00 18:30
Latency | | Some traceroutes don't reach the target | | | Al the traceroutes don't reach the target

16th Augst, 21:41 10th March, 14:57 — 10th March, 18:47

August, 21:41 15th October, 14:08 14th December, 063 11th February, 22:66 i 2th Apei, 1521
D ion Embed in your page  About TraceMON
General Information Probes Map LatencyMON TraceMON IPmap (beta) Results

e |PMap(beta): hops
geolocation on map
prototype)

Bostondge;
Washington, D.C.

San Jose.
Los Angeles @Dallas



Available visualisations: DNS

e Map,

e List of probes, sortable by response time

colour-coded response time or diversity

o MRty A\
4 b -
North'e = o

Sea

ANITED

i ¥ o l..‘/;,'
KINGDOM ¢ O ¥

POLAND o 1
FRMANY
/»,,@ UKRALNE o
Q«\r

< (o
Black Sea @

SPAIN =

URAL MOy

KAZAKHSTAN

< I
GRELCE TURKEY 2
oy
Ttery,
A Meay Sp,
an G i IRAN
ALGERIA LIBYA i
G
S RN R AR R « SAUDI
) ARABIA

MALI

Niges NICTR Avabrine e e
i — Esri, DeLorme, NAVTEQ, TomTom, Intermap, iPC, USGS, FAQ, NPS, NRCAN, GeoBase, Kadaster NL, Ordnance Survey, Esri Japan, METI, Esri China (Hong Kong), a

<10ms M <20ms. <30ms. <40ms. <50ms. <100ms. <200ms M <300ms @ <s00ms M NoData.

DNS measurement to ns1.opteamax.de

General Information Probes Map Download Results Modification Log

Probe 4+ ASN (v4) 4 ASN (v6) ¢ $ 4+ Time 4 Name 4 Response Time

17840 6327 M @ 201505-1909:38 null ]
18035 43030 = &  201505-1909:50 null ]
18129 327805 B & 2015-05-1909:49 null [

15844 32098 Bl & 2015-05-1909:48 null

17857 852 M &  2015-05-1909:37 null

19894 6327 il @  2015-05-1909:36 null

19204 21513 il &  2015-05-1909:50 null (

15922 30036 E & 20150519 09:47 null [
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Downloading Measurements Results &

¥ Calibration for anchoring measurement: IPv6 Traceroute for

® C||Ck on “ReSUItS”, ke-nbo-as37578.anchors.atlas.ripe.net

General Information Probes Map OpenlPMap Prototype

(1 b}
th e n D OW n I Oa d Download the raw measurement result data here.

You can use this form to download the data through your browser, or use the preview on the right to help you query the REST

API directly.
® O r U I { L Select Your Timeframe URL Preview
Start 2017-09-13 (start time of this measuremer 3 https://atlas.ripe.net/api/v2/measurements/9304
Date*: @64/results/?start=1505260800&stop=1505347199&F
All dates are start-of-day (e CLRIETT
. r Stop 2017-09-13 (start time of this measuremer 4
Date*:

All dates are end-of-day

* Results in JSON —

e Libraries for parsing
on GitHub
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Search for Measurements by Target in RIPEstat ({,

RIPEstat — Internet Measurements and Analysis

(6}
g -+ | o75 | https @ | stat.ripe.net/widget/atlas-targets#w.resource=8.8.8.8

You are here: Home > Data & Tools > RIPEstat > atlas-targets

! Go to “RIPEstat >

RIPE Atlas Measurement Targets (8.8.8.8)

13 TR TR o -
RIPE Atlas Activity | 8888
Show targets/page Search:
:\geasurement ~ Stopped + Type ¢ :;rget ¢ Target Hostname
1040720 @ ongoing ping gsgg  900gle-public-dns-
a.google.com
1006491 @& ongoing traceroute 8.8.8.8 not specified
1006192 & ongoing ping 8.8.8.8 not specified
1004827 (& ongoing traceroute 8.8.8.8 not specified
1002630 (& ongoing ping 8.8.8.8  not specified
P 2014-02-24 -
1478085 @& I dns 8.8.8.5  not specified
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Finding one specific measurement &

e If you know the measurement ID:

- https://atlas.ripe.net/measurements/ID

- https://atlas.ripe.net/measurements/2340408/

108



Use Existing Measurements %

* Many measurements already running!

e Search for existing public measurements
first...

® Only then schedule your own measurement

109
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Creating a Measurement

Section 13



Benefits of your own measurements

e Customer problem: cannot reach your server

- Schedule measurements (pings or traceroutes) from up to
1,000 RIPE Atlas probes worldwide to check where the
problem is

* Measuring packet loss on suspected "bad” link

e Testing anycast deployment
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Prerequisites &

e RIPE NCC Access account ?

- If not, create one: ripe.net/reqister

e Do you have credits to spend?

- Redeem voucher

* Redeem LIR credits monthly

112



Logging In

® Log in to atlas.ripe.net

- Use your RIPE NCC Access account

- Same account for LIR Portal, RIPE Atlas, RIPEstat,

RIPE Labs...

- Create an account if you don'’t already have one

Login
RI PE Ncc RIPE Database (Whois)
. |_RIPE NCC
RIPE NETWORK COORDINATION CENTRE
Manage IPs and ASNs > Analyse Participate > Get Support > Publications About Us >
You are here: Home > Analyse > Internet Measurements > RIPE Atlas ‘ Manage IPs and ASNs > Analyse
About RIPE Atlas R You are here: Home > Access
With your help, the RIPE NCC is building :;I"“S connected toRIPE 9397
Get Involved > the largest Internet measurement as
network ever made. RIPE Atlas employs a
Probes and Anchors > L Measurements currently 11986 " . .
global network of probes that measure running Slgn in us'ng your RIPE
Measurements, Maps and Tools > Internet connectivity and reachability,
Resources > providing an unprecedented

Results collected per second 3737

urrent Sponsor:

Q

NCC Access account

understanding of the state of the Internet

Get Involved
in real time.

Already a RIPE Atlas user? Log

RIPE NCC Members

If you don't have a RIPE NCC Access
account, click here to create one.

Find out how RIPE Atlas can

in with your RIPE NCC Access help you monitor your ICANN e
account. network, troubleshoot issues, New: Two-step verification. Learn
analyse DNS infrastructure, Become a Sponsor > more...

test IPv6 connectivity and

RIPE Database (Whois)

Participate Get Support > Pu
Email
“v'm email address
Password
rd
Forgot your password?
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Credits system &

e Measurements cost credits

- ping = 10 credits, traceroute = 20, efc.

e Why? Fairness and to avoid overload

e Spending limit and max number of
measurements

114



How can you earn credits?

* Hosting a RIPE Atlas probe
e Being a RIPE NCC member
® Hosting an anchor

e Sponsoring probes

* Being an ambassador

e Redeeming a voucher
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Credits overview

RIPE NCC

RIPE NETWORK COORDINATION CENTRE

Manage IPs and ASNs >

Analyse

Participate

RIPE Database (Whois) Website

the

PEEIL LI LT I

i

> Get Support >

You are here: Home > Analyse > Internet Measurements > RIPE Atlas > My Atlas > My Credits

RIPE Atlas «
About RIPE Atlas >
Get Involved >
Probes and Anchors >
Measurements, Maps and Tools >
Resources >

RIPE NCC Members
Credits
APl Keys
Messages
Anchors
Settings

Staff Pages >

Credits

Here you can see the history of your credit use and current

consumption, transfer credits to someone else, and redeem a
voucher for credits if you have one.

(3] History

My Atlas > Credits

c

2016-02-02 01:02 UTC
2016-02-02 01:02 UTC
2016-02-01 01:02 UTC
2016-02-01 01:02 UTC

[l Charts & Archives

= Transfer = Standing Order

Give credits
to someone

Commy;
Prob
Probe I
Probe ID:6019 Ancno extra credit
Probe ID:6019 Anchor host 5x extra credit

Probe ID:6019 Anchor uptime 5x extra credit
Probe ID:6019 Anchor host 5x extra credit

Probe ID:6019 Anchor uptime 5x extra credit

Probe ID:6019 Anchor host 5x extra credit

Publications

4 Redeem voucher

Change

+ 108,000
+ 108,000
+108,000
+ 108,000
+ 108,000
+ 108,000
+108,000
+ 108,000

About Us

153,033,561

9,000.00 credits / hour

Balance

153,033,561
152,925,561
152,817,561
152,709,561
152,601,561
152,493,561
152,385,561
152,277,561
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Scheduling a measurement %

® Log Iin to atlas.ripe.net

e Four methods:

1.Quick and easy
2.Advanced GUI usage
3. API (curl and JSON code)

4. CLI

117



1. Quick and easy

Create a New Measurement

Step 1| Definitions

v ng measu

Costs summary
ent to bbc.co.uk
f% Description:
@ bbc.co.uk )

x Daily cost: 10800 credits
. You will run out of credits
Ping measurement to bbc.co.uk in about 124 days
An'IP address or hostname -— a4
Interval: .
Address Family*: 240 s -
e
. How often this should be done (s ds 3 2 ® S
bet sam A that this value Is 2 El 3 2
bet sample NO at this value Is ?}‘ £ g 2
Packets: ored for one-off urements ®  MBalance
3 v
Resolve on Probe I Total Expenses
Size: Force the probe to do DNS resolution
48 2 Users who will supply
credits for this
measurement:
> Advanced Options
ferenc@ripe.net 4
Step2| Probe Selection

Worldwide 10 x

]
Step3| Timing

This is a One-off:

Start time (UTC):

Stop time (UTC):

> Measurement APl Compatible Specification

Create My Measurement(s)
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2. Use GUI to schedule a measurement ¢

* Mostly used for a periodic, long-term
measurement

- Or “One-off”

e Choose type, target, frequency, start/end time,
# of probes, region...

e Each measurement will have unique ID

* “API Compatible Specification” is generated
too
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vanced GUI

Create a New Measurement
sStep1) Definitions

Costs summary

< v Piné megaement to bbc.co.uk x Daily cost: 10800 credits

Target: Description: . . .
= = = You will run out of credits

bbc.co.uk 4) Ping measurement to bbc.co.uk
| WITTP acdress or h
Interval:
iy
Address Family*: 240

Pvd ¢

Packets:

in about 124 days

v

How often this should be done (seconds

0
N
]
b

{.’

2 % B %
2 3 3 3
3 37 2
“ M Balance
Resolve on Probe: I Total Expenses
Force the probe to do DNS resolution
48 4 Users who will supply
credits for this
> Advanced Options

ferenc@ripe.net

measurement:

step2| Probe Selection
Worldwide

10

e
Step3| Timing

This is a One-off:

Start time (UTC):

Stop time (UTC):

> Measurement API Compatible Specification

Create My Measurement(s)

D
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3: Use API to schedule a measurement ¢

* Using command-line and scripting:
Application Programming Interface (API)

- https://atlas.ripe.net/docs/api/v2/manual/measurements/
types/

- https://atlas.ripe.net/keys/

e You will need API keys

- To create measurements without logging in

- To securely share your measurement data
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Pl Compatible

Create a New Measurement

sStep1) Definitions
v Ping measurement to bbc.co.uk
Target:

Costs summary
x Daily cost: 10800 credits
Description:
P You will run out of credits
bbc.co.uk Ping measurement to bbc.co.uk in about 124 days
An |P add - - - -
Interval: .
o )
Address Family 240 s
e
- ' H L U
2 = ~ B
<, a = k-1
Packets g 3 3 ¢
ackets: ?  moaance
3 v
Resolve on Probe: I Total Expenses
Size: Force the probe to do DNS resolution
48 a
> Advanced Options

Users who will supply
credits for this

measurement:
ferenc@ripe.net s
step2 Probe Selection
Worldwide 10 x
Step3) Timing
This is a One-off:
Start time (UTC):

Stop time (UTC):

Measurement API| Compatible Specification >

Create My Measurement(s)
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[cont...] 3. APl Compatible )

application/json" -X PO
"definitions": [
{
"target": "nrc.nl",
"af": 4,
"packets": 3,
"size": 48,
"description": "Ping measurement to nrc.nl",
"interval": 240,
"resolve_on_probe": false,
"skip_dns_check": false,

Trvunalls "'\inﬂ"

Copy to clipboard
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Create API Key

e Go to MyAtlas
e Click on “Create an API| Key”

®* Choose “permission”. “schedule new
measurement”

e Carefull Time is UTC!

e Give it a label



%

DEMO

Create a Measurement (GUI)
Explore advanced parameters



%

Create a Measurement

Exercise D



Exercise %
e Create a ping measurement:

- Involving ten probes
- To a target of your choice
- Source is your country

- Duration of two days
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Tasks &

e 1. Warm-up: Create a measurement using the
GUI

e 2. Create API Key

e 3. Schedule a measurement using the API

128



Task 1: Use web interface

e Useful hint: once you generate a
measurement, copy “APl Compatible

Specification” to text file

e Take note of the measurement |ID!

1 RIPE NCC

RIPE NETWORK COORDINATION CENTRE

Manage IPs and ASNs > Analyse Participate
RIPE Atlas » [Measurements > RIPE Atlas > Measurements
About RIPE Atlas >
Get Involved >
Probes and Anchors >
Measurements, Maps and Tools v

Measurements Filter by target and/or description
Internet Maps
Public Built-ins
Tools
Resources > | Description
RIPE NCC Members )
Ping measurement to nu.nl
My Atlas > Specific Probes » nu.nl
2 months ago - 2 months ago
*4 3057002 Ping measurement to nu.nl

Specific Probes » nu.nl
2 months ago - 2 months ago

ital Website
Q
Get Support > Publications About Us
+ Create a Measurement
AnyStatus & | IPvAN6 4  Allpes 4 | Ofalltime 4 n

Probes Status
100 [ ] @K
100 [ | @K

Create a New Measurement

Step 1] Definitions

Please select the type of measurement you want to create

[SiEp2) Probe Selection

> Measurement APl Compatible Specification

Create My Measurement(s)

: 129




Task 2: Create API key
1.Click on “Create an API Key”

2. Permission: “schedule a new measurement”

3."Target” is not applicable (N/A) for this type

You are here: Home > Analyse > Internet Measurements > RIPE Atlas

RIPE Atlas «
About RIPE Atlas > AP I K
eys
Get Involved y
Probes and Anchors >
Measurements, Maps and Tools > 7 Key Created
Resources >
RIPE NCC Members ~) 1967424c-0947-48ab-a990- 2016-02-04
b35b42b3e921 15:56 UTC
My Atlas v B
1b2fd786-4059-4505-876d- 2015-08-27
Credits ¢11880106¢cc7 11:53 UTC
API Keys
Messages

~ Permission

Create a new user defined
measurement

Create a new user defined
measurement

Showing 2 keys

+ Create an API key

Object Label Valid

From
(N/A)  ciao
(N/A)  Michy
Test

Valid Enabled
To

v

v
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[cont...] Task 2: Create API key &
1.Give it a label

2. Give it a duration of validity (leave empty for
defaults)

3. “Key” value to be passed on to the API call
(next step)
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Task 3: Use API &

e Schedule a measurement using AP

- Use the “key” you just generated

- Hint: copy and past API call syntax from the measurement
generated by the GUI

e Example:
curl -H "Content-Type: application/json" -H "Accept: application/json" -X
POST -d '{ "definitions": [ { "target": "ping.xs4all.nl", "description":
"My First API Measurement", "type": "ping", "af": 4 } ], "probes':

[ { "requested": 10, "type": "country", "value": "RS" } ] }' https://
atlas.ripe.net/api/vl/measurement/?key=YOUR API KEY
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Copy &

curl --dump-header - -H "Content-Type: application/json" -H "Accept:
application/json" -X POST -d '{
"definitions": [
{
"target": "nrc.nl",
"af": 4,
"packets": 3,
"size": 48,
"description": "Ping measurement to nrc.nl",
"interval": 240,
"resolve_on_probe": false,
"skip_dns_check": false,

"h lno“' “ninn'l

Copy to clipboard
v Measurement API Compatible Specification

ype . ping
}

1
"probes": [
{
"type": "area",
"value": "WW",
"requested": 10
}
1
"is_oneoff": false,
"bill_to": "ferenc@ripe.net"
}' https://atlas.ripe.net/api/v2/measurements//?key=YOUR_KEY_HERE

Copy to clipboard
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Terminal Shell Edit View Window Help

gg:.,;« ® Q = O P 4 [+] 100% (= wo 12:
® O O

¢ becha — bash — 72x24 %
air-becha:~ becha$ curl -H "Content-Type: application/json" -H
application/json" -X POST -d '{ "definitions": [ {

"Accept:
"target": "ping.xsdal

1L.nl", "description": "My First Measurement", "type": "ping", "af": 4 }
| e PR G D e iSiwil i ipavRE gL ESHEE cleiilCl st in G E AR Va LUE™: "RS" .1} | B

' https://atlas.ripe.net/api/vl/measurement/?key=/b4c3441-4504-4d83-9ed/
-fbfla®0/7do60o

{"measurements":[2421551] }air-becha:~ becha$ I
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Network Monitoring

Section 14



Network Monitoring &

* |ntegrate “status checks” with existing
monitoring tools (lcinga, Nagios)

e Using real-time data streaming

- Server monitoring

- Detecting and visualising outages
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Steps for integration &h

1. Create a RIPE Atlas ping measurement

2. Go to “status checks” URL (RESTful API call)

* https://atlas.ripe.net/api/v2/measurements/2340408/
status-check”?max_packet loss=20

3. Documentation:

* https://atlas.ripe.net/docs/api/v2/manual/measurements/
status-checks.html

4. Add your alerts in Nagios or Icinga
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RIPE Atlas streaming &)

e Allows users to receive the measurement
results as soon as they are sent by the probes
In real time

- Publish/subscribe through web sockets

e There are three types of data:

- Measurement results
- Probe connection status events

- Measurements metadata
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RIPE Atlas streaming &2
e Visualising network outages

- http://sg-pub.ripe.net/demo-area/atlas-stream/conn/
* Real-time server and performance monitoring
e Filtering and reusing measurement results

e Documentation:

- https://atlas.ripe.net/docs/result-streaming/
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Using streaming API

Exercise E



Preparation for the exercise %

* Preconfigure web browser

e |n Safari

- Preferences > Advanced>Show Develop menu

e Chrome or Firefox needs no reconfiguration
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EX1: Monitoring server reachability <&

e Scenario: customers complain it takes a long
time to reach your server

* Action: ping your server from 50 probes

- Choose acceptable latency threshold

- Notice and react when you start receiving samples

e Task: Use the ping measurement ID 19230504

- Choose which threshold (e.g. greater than 30ms)

- Impose threshold on “min” (the minimum result of the three
ping attempts)
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Steps &

1. http://atlas.ripe.net/webinar/streaming01.html
2. Open the development console

3. Wait for results to arrive

4. Save the HTML file locally and edit the code

5.0pen the edited html file in a browser and
view results
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Page Source %

ﬁ Elements @ Network @ Timelines fﬂ Debugger S Storage [aa] Canvas
(=) html ) [Z) head ) [Z]) script ) [i]] " // Create a connection ..."
<!—— The following file is needed for the streaming -—>
v <html>
¥ <head>

<script src="https://atlas-stream.ripe.net/socket.io.js"></script>
V¥ <script>
// Create a connection
var socket = io("https://atlas-stream.ripe.net", { path : "/stream/socket.io" });

// Declare a callback to be executed when a measurement result is received
socket.on("atlas_result", function(result){

console. log("I received ", result); // Print the result in the console

})s;

// Subscribe to results coming from all the probes involved in the measurement 19230504
socket.emit ("atlas_subscribe", { stream_type: "result", msm: 19230504 });
</SCript>
</head>
<body></body>
</html>
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Streaming results before editing &

ﬁ Elements @ Network @ Timelines m Debugger S Storage [aa] Canvas
Q Preserve Log

» lreceived — {af: prb_id: 19767, result: [{rtt: 89.11834}, {rtt: 86.919135}, {rtt: 85.250185}], ..}
prb_id: 50080, result: [{rtt: 171.035625}, {rtt: 170.931583}, {rtt: 170.712583}], ..}
prb_id: 11270, result: [{rtt: 56.730195}, {rtt: 56.99866}, {rtt: 57.10254}], ..}
prb_id: 11819, result: [{r | .583\v}, {rtt: 26.48163}, {rtt: 26.31239}], ..}
prb_id: 11254, result: [{ftt: . , {rtt: 25.951535}, {rtt: 25.85539}], ..}
prb_id: 11254, result: [{¢tt: .878045}, {rtt: 25.884435}, {rtt: 25.899845}], ..}
prb_id: 11254, result: [{ 17664}, {rtt: 25.92677}, {rtt: 25.80457}], ..}
prb_id: 34379, result: [{rtt: 46.6846}, {rtt: 46.188255}, {rtt: 46.266295}], ..}
prb_id: 34379, result: [{rtt: 46.639365}, {rtt: 46.337135}, {rtt: 46.329865}], ..}
prb_id: 32537, result: [{rtt: 31.569225}, {rtt: 31.04494}, {rtt: 31.345645}], ..}
prb_id: 32537, result: [{rtt: 31.36033}, {rtt: 31.311695}, {rtt: 31.08219}], ..}
prb_id: 50139, result: [{rtt: 174.899542}, {rtt: 175.433042}, {rtt: 176.889375}], ..}
prb_id: 50139, result: [{rtt: %135042}, {rtt: 179.360667}, {rtt: 174.592625}], ..}

prb id: 50049, result: [{rttf: 19.52%792}, {rtt: 18.990375}, {rtt: 18.938875}1, ..}

~

» |l received — {af:

~

» |received — {af:

~-

» | received — {af:

~

» lreceived — {af:

~

» | received — {af:

~

» | received — {af:

~

» |received — {af:

~

» lreceived — {af:

~

» lreceived — {af:

~

» |l received — {af:

~

» | received - {af:

~-

» | received — {af:

~

A A A AN AN A AN AN AN DN AN AN N N

» |received — {faf:
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From the doc

Common parameters (in addition to stream_type)

Name
prb

acceptedFields

enrichProbes

equalsTo

lessThan

greaterThan

Description
A specific probe ID. If you don't set this parameter, you will receive results from all the probes

A list of accepted fields name, the messages will be pruned server side. If you don't set this
parameter you will receive all the fields

If you want to enrich the information received with the "probestatus" stream about the probes
(e.g. lat, long), set this option to true

Allows to filter by values. E.g. with {status: "connected", asn: 3333 |4444"} you will receive all the
messages with a connected status and ASn equals to 3333 or 4444

Allows to filter by values. E.g. with {valueX: 15} you will receive all the messages with a valueX less
than 15

Allows to filter by values. E.g. with {valueX: 15} you will receive all the messages with a valueX
greater than 15

Parameters for "result" stream_type

Name

msm

type
sourceAddress
sourcePrefix
destinationAddress
destinationPrefix
passThroughHost

passThroughPrefix

sendBacklog

buffering

Description

A specific measurement ID

Streams all the results of the specified type, i.g. ping, traceroute, ntp, http, dns, ssl
Streams all the results coming from a probe having the specified address

Streams all the results coming from a probe having an address in the specified prefix
Streams all the results measuring the specified address

Streams all the results measuring an address in the specified prefix

Streams all the traceroutes passing through the specified host. Only for traceroute measurements.

Streams all the traceroutes passing through a host in the specified prefix. Only for traceroute
measurements.

Immediately fetch the last few minutes of results for a specific measurement ID. Mostly intended
to cover the gap between the last available data in the REST API and the currently streamed
results, and to recover results that might have been missed during brief disconnections.

If set to true, the samples will be sent in bundles in order to reduce the network overhead. When
this option is true, the socket is not volatile. False by default.
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EX2: Monitoring server reachability

e Same situation as in the exercise before, but
you didn’t schedule a measurement in
advance

- You don’t have a measurement ID

* You want to get all the measurements
reaching 216.58.212.227

* Now restrict the results to just include ping
measurements
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Command-line Interface
(CLI) Toolset

Section 15



RIPE Atlas CLI &h

e Familiar output (ping, dig, traceroute)
* Linux/OSX

- http://ripe-atlas-tools.readthedocs.org/en/latest/
installation.html#requirements-and-installation

* \Windows [experimental]

- https://github.com/chrisamin/ripe-atlas-tools-win32
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RIPE Atlas CLI &h

e Open source

- RIPE NCC led community contribution

e Documentation

- https://ripe-atlas-tools.readthedocs.org/

e Source:
- https://github.com/RIPE-NCC/ripe-atlas-tools/
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Install RIPE Atlas tools &
e OSX:

- sudo easy _Install pip

- sudo pip install ripe-atlas-tools

® Linux:
- Available from many package repositories

- ...or same as in OSX
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Configure RIPE Atlas CLI &

e Reuse the API key of the first exercise

- Or create a new one at https://atlas.ripe.net/keys/

* Configure your CLI

- ripe-atlas configure --set authorisation.create=MY_API_KEY
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Fetch an existing measurement &

* Fetch the ping measurement 2340408
- ripe-atlas report 2340408
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Search probes &2
e Search all probes in AS 3333

- ripe-atlas probe-search --asn 3333

e Show specific fields

- ripe-atlas probe-search --asn 3333 --field asn_Vv6 --
field country --field description --field status
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Create a measurement

&

e Create a ping measurement to wikipedia.org

- One-off, default parameters

- ripe-atlas measure ping --target wikipedia.org

Looking good! Your measurement was created and details about it

https://atlas.ripe.net/measurements/3499718/

Connecting to stream...

48 bytes from probe #18433 94.112.176.45 to 91.198.174.192 (91.
48 bytes from probe #20111 37.151.230.180 to 91.198.174.192 (91.
48 bytes from probe #25003 176.193.48.211 to 91.198.174.192 (91.
48 bytes from probe #20313 5.199.160.9 to 91.198.174.192 (91.
48 bytes from probe #22573 89.176.43.44 to 91.198.174.192 (91.
48 bytes from probe #19413 89.71.47.56 to 91.198.174.192 (91.
48 bytes from probe #18635 78.52.132.137 to 91.198.174.192 (91.
48 bytes from probe #23223 62.65.126.46 to 91.198.174.192 (91.
48 bytes from probe #17511 87.81.148.2 to 91.198.174.192 (91.
'48 bytes from probe #12584 46.175.22.202 to 91.198.174.192 (91.

can

198.
198.
198.
198.
198.
198.
198.
198.
198.
198.

be found

174.

174
174

174.
174.
174.
174.
174.

174
174

192):
.192):
.192):
192):
192):
192):
192):
192):
.192):
.192):

here:

ttl=50
ttl=57
tt1=59
tt1=58
tt1=52
ttl=51
ttl=57
tt1=53
tt1=56
tt1=59

times:
times:
times:
times:
times:
times:
times:
times:
times:
times:

41.

100.511,

47.
36.
28.
49,
37.
23.
13
36

979,

967,
501,
747,
89,

462,
169,

-281'
073,

41.

100.136,

47.
36.
27.
49.
38.
23.
12.
35.

492,

476,
245,
712,
779,
095,
412,
885,
788,

40-

100.325,

47.
36.
28.
50.
37.
33.
13
35

769,

403,
285,
446,
277,
73,

067,

-039’
. 883,

155



Other examples of ping &2

® Geo-specific from 20 probes from Canada:

- ripe-atlas measure ping --target example.com --probes 20
--from-country ca

e 20 Canadian probes that definitely support
IPVOG:

- ripe-atlas measure ping --target example.com --probes 20
--from-country ca --include-tag system-ipv6-works

e Create a recurring measurement:

- ripe-atlas measure ping --target example.com --interval
3600
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Using RIPE Atlas CLI

Exercise F



Preparation for the exercise 3
o UNIX/LINUX/OSX:

e Terminal:
- sudo easy Install pip
- sudo pip install ripe-atlas-tools
- choose “Install” in pop-up

- ripe-atlas configure --set authorisation.create=MY_API_KEY
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Create measurement to test reachability

e Use the traceroute command to test the
reachability of:

- wikipedia.org
- on TCP port 443
- from 20 probes

- In France
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Use Cases

Section 16



Use cases (1) &

Using RIPE Atlas to Validate International Routing
Detours

Anant Shah — 30 Jan 2017

A Quick Look at the Attack on Dyn

Massimo Candela & — 24 Oct 2016
Contributors: Emile Aben

Using RIPE Atlas to Monitor Game Service
Connectivity

Annika Wickert — 14 Sep 2016

| ee——

Using RIPE Atlas to Measure Cloud Connectivity

Jason Read — 06 Sep 2016

Using RIPE Atlas to Debug Network Connectivity
Problems

Stéphane Bortzmeyer — 10 May 2016
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RIPE Atlas IXP Country Jedi (1)

e Do paths between ASes stay in country?
e Any difference between |IPv4 and IPv6?
e How many paths go via local IXP?

e Could adding peers improve reachability?

https://www.ripe.net/ixp-country-jedi

e Experimental tool

- Feature requests welcome!

- Depends on probe distribution in country
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RIPE Atlas IXP Country Jedi (2) &
* Methodology

- Trace route mesh between RIPE Atlas probes
- Identifying ASNs in country using RIPEstat
- Identifying IXP and IXP LANs in PeerlngDB
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Use Cases (2) &
* DDoS Attack on Dyn DNS Servers (Oct. 2016)

- 10s millions devices - Mirai botnet

- Legitimate requests

o~ B Streaming on @) @B 4AR D N

ASd & measurement 10 stan Feom 2016-10-20 0838 10 2016-10-23 1438

Proses 13068, 14383, 43532,

Sy553 Fs553 Jsg53 353553 §353838
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Use Cases (3) &
* Monitor Game Service Connectivity (Sept. 2016)

¢ Requirements:

- Check General Reachability, Latency, Historical data
- Supported by an active and helpful community

- Integrate with their existing logging system
* Track down an outage in one upstream

e Became sponsors

‘mean ripe_atias_min_1, rpe_tls_countryNO"
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Use Cases (4) &
e Amsterdam Power Outage (March 2015)

e \When and where the outage was happening
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More RIPE Atlas Features

Section 17



Secure Measurement creation and sharing

e Use API keys to:

- Create measurements without logging in

- Securely share your measurement data with others

e [o create, manage and delete API keys:

- https://atlas.ripe.net/keys/

- https://atlas.ripe.net/docs/keys2/

e Examples:

- https://atlas.ripe.net/docs/rest/
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Security Aspects &

* Probes:
- Hardware trust material (regular server address, keys)
- No open ports; initiate connection; NAT is okay
- Don't listen to local traffic

- No passive measurements

e Measurements triggered by “"command servers”

- SSH connections from probe to server

- Initiated by probe

e Measurement code published
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Additional Membership Benefits &

e RIPE Atlas:

- Guaranteed to host a probe

Do NOT have to host probe to perform customised
measurements

1,000,000 extra credits monthly via LIR Portal

“Quick Look” measurements via LIR Portal

IPv6 reachability testing (free)

Share probe management with LIR colleagues

e RIPEstat:

- Historical view of RIPE Database objects
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Take Part in the
RIPE Atlas Community

Section 18



RIPE Atlas community (part 1) &

e Volunteers host probes in homes or offices
* Organisations host RIPE Atlas anchors

e Sponsor organisations give financial support
or host multiple probes in their own networks

172



RIPE Atlas community (part 2) &

e Ambassadors help distribute probes at
conferences, give presentations, etc.

e Developers contribute free and open software

e Network operators create measurements to
monitor and troubleshoot

e Researchers and students write papers
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Hosting a probe &2

* Create a RIPE NCC Access account
* Go to https://atlas.ripe.net/apply

* You will receive a probe by post

e Register your probe

* Plug in your probe

* |f you receive a probe from an ambassador

(trainer, sponsor, someone at a conference),
just register it and plug it in!
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Road map &

* What we are planning to do:
e To involve the community

* To gather feedback

https://atlas.ripe.net/docs/roadmap/
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Contact us &
e hitps://atlas.ripe.net

® http://roadmap.ripe.net/ripe-atlas/

e Users’ mailing list: ripe-atlas@ripe.net

e Articles and updates: https://labs.ripe.net/atlas

* Questions and bugs: atlas@ripe.net
e Twitter: @RIPE_Atlas and #RIPEAtlas
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&

kahoot



&

RIPE NCC

Academy

Graduate to the next level!

http://academy.ripe.net
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@TrainingRIPENCC



Feedback!

https://www.ripe.net/training/mat/survey
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