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Projects at Cambridge on b
Monitoring

Nprobe/GRIDprobe/Xenoprobe
Computer Laboratory
(Collectively known as *probe or (star)probe)

CoMo

Intel Research Cambridge + friends

Planning for convergence, also taking in Hyperion
(U.Mass)
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GRIDprobe Objective

. (Nprobe prototyped/grew-into GRIDprobe)

. Scalable Monitoring Architecture (tool building)
1 & 10Gbps and viable strategy for 40Gbps

» Multi-protocol monitoring

Understand network and application behaviour
At the same time.

. Originally University of Cambridge & Marconi (RIP)
> Now Cambridge with association from Intel

» Duration Oct. 2002 — Sep. 2005
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Status ®-

. Several working test deployments (1Gbps)
. Prototype for 10 Gbps

» Code base is planned for a public release
A

Experience with the
dataset/database/dataware-house issues

. Adding new protocol modules
. Using Experience to drive next architecture
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Where does this tool fit in? ®-

“When you have a hammer, every problem looks like a nail.”

» We want current network data
High-resolution timer
High-speed (current deployment: 1 Gbps)
. We want to collect enough information to see
the interaction between layers

» We want to use commodity (no custom)
hardware to maximize deployment and
minimize cost
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Nprobe: our current
implementation

» Current Nprobe system performs full line-rate
capture on commodity hardware

» Nprobe is a multi-protocol monitor: collecting
network, transport & application data

» Nprobe processes network, transport &
application layers to provide compression as
well as extracting useful information (e.g.,
application features)
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What we are NOT ®-

> We are not just some IDS — they do a few things
that superficially look the same — ultimately these
things are not the same.

» We want to collect as much as possible — they want
to collect the minimum and to compare as quick as
possible.

> we want to interpret the full application — they want
to string-match then move on.
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What is the problem?

In a perfect world:
Cheaply (using commodity PCs)
Record 1, 10, (MAXINT) Gbps
Full duplex
Onto disk
With minimal loss
Ouch!

Not as bad as all that: its not a
perfect world
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How do we do it? ®

“Discard is the most effective compression.”

Be selective (for an http example)

1. Remove redundant header information
Temporally compress header information
Extract http transactions from data stream

Remove (or summarise) uninteresting
information (consider the use)

> W
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How else?

"A problem shared is a problem halved.”

Split the workload
»among CPUs
> among machines

Problems?

» Complex filter
design made
easier using
ongoing
measurements

Limitations?

May 19, 04
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Nprobe Monitor 1
RAID File System
Log Buffer Log Buffer
CPU 1 CPU N
Nprobe ®*®*®**®® Nprobe
Process Process

Nprobe Monitor 7
RAID File System
Log Buffer Log Buffer
CPU 1 CPU N
Nprobe ©®[*®**® Nprobe
Process Process
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Limitations Abilities ®-

» Host-host data must be less than or equal to the
capacity of a single monitor (CPU)

. No monitoring DataTAG 10 Gbps host-host
experiments

» For ISP and dial-up or cable modem last-miles, as
well as with (UK) academics with 100 Mbps to the
desktop, this approach works

. Target deployment has nx10,000 of flows and the
monitor is close to the server or close to the client
(on access/choke-points).
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Example 1: Modelling TCP .
g s
Connections

. Dynamic model of TCP connection activity

Input from probe-collected data
Packet timings
Packet header data
Higher level protocol activity

Output — identified, differentiated and quantified

Network times
TCP Artefacts
Application delays
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Causative Associations ®-

. Probe sees TCP packets traveling to host
and those returning
Arriving packets
Modify host TCP state

Cause work to be done
Trigger transmissions — causative associations

Departing packets
Verify/modify model
Are arrivals at peer
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Example 1: ©-

. ACK packet arrives during slow start
\ sender’s congestion window expands
\ releases flight of data segment packet(s)

» Data segment N arrives {N mod 2 = 0}
. ACK released

» Data segment N transmitted
\ data segment N+1 released

» HTTP request arrives
\ First packet of response released (after delay)
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Partial Round Trip Times ®-

» Probe can be anywhere
. Hence deal in pRTTSs)
). Can glue them together

o)

Server pRTT

<—— Client pRTT
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Lags, Delays and pRTTs ®-

» For causative
associations
. lag = pRTT + delay
. If no delay:

pRTT = lag PRIt
). If delay:
interpolate pRTT
Calculate delay
. Model informs
May 19, 04 RIPE 48
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PRTT Drawbacks/Restrictions

. Only works in slow-start, thus relies on longer
data flows

. relies on implementation “inside knowledge”
fortunately only a few implementations (BSD
derivative, Linux derivative, Microsoft
derivative)
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Results — Live Traffic ®-

» All HTTP traffic to BBC news server from
University site
24 Hour trace

Results for period 1130 — 1350

Expect load increase as users browse during lunch
break

» Independent of local load
» Look at SYN re-transmissions
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Local Load — Live Traffic ®-
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Server Delays and pRTTs ©-
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Server pRTTs — Live Traffic ®-
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Behaviour Summary ®-

B UNIVERSITY OF

rrrrrrrrrrrrrrrrr

. By observing a combination of TCP and
HTTP protocols simultaneously, we:

May 19, 04

determine the type of load-shedding this website
uses.

understand diminished performance in the face of
no local network effects.

Draw conclusions on the impact this approach (to
load-shedding) has on persistent vs. non-
persistent (compared with a nominal 25%, this
site had less than 5% persistent)

RIPE 48 25
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». Reads the stored format — the stored format
Is already partially processed

. Extracts features of interest (timing, packet
headers,...)

. Constructs relationship trees for (web) pages

. provides:
interactive data plotter (ala gnuplot++)
tcp connection plotter
web transaction plotter

May 19, 04 RIPE 48 26
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Why? ®-

» Alds understanding

of observed behaviour,
and trends

» Teaching tool
» Debugging tool

» Maintains relationship between layers
tcp/ip ... http/html ... coarse statistics

May 19, 04 RIPE 48 27
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b 4 Analysis log

Quit By Id Expand Drawy

13 User_Agents seen

31 Pages seen (S » Sobjects)y 11 with delays (3 » 5 obijects) 0 persistent
24 clients

5 Servers

152 connections 129 objects, 0 on persistent connections 22 URLs
24 no request connections - 9 incarporated

14 ohjects - 28 conns 2 servers not in trees

Total connections: 199

Fejected:

Fejected by tfilter: 2

SWNs not seen 2

Total transactions 0

hialicd 0

Fiejected:

Uszer Agents and inferred TCF implementations:

Servers and inferred TCF implermentations:

Log saved 1o homedhallinprobelogsidrep 01120200 NOBTS_treelog

Fianks

Client-by-#obijects

Client-by-#oytes

Client-by-#conns

Client-by-#pages

Server-by-#objects

Server-by-#artes

Server-by-#Lonns

Server-by-#anes

Server-by-pdt-per-object-{ > S0P )
Server-by-pdt-per-obiect-{ > S0RIP Fless-delays
Server-by-pdt-per-object-{ > S0kJF F85%
Server-by-pdt-per-obiect-( > S0bIP F85% -less-delays
FPages-{» Sob -by-frequency

FPaces-{: Sob -by-download-tirme-per-object
Pages-{> Dok Foy-download-time-per-object-less-delays

rtmr, 0 fin-delay
rtmr, 3 fin-delay

ects) 0 persistent

1= 22 URLs

PP o LT PO (o SRS PPNy PP [ SRy




Quit By _Id

shrnk  Clear

Delaysiobject aver time (13

Delaysiconnection aver time {17

Mo, attemptsficonnection {13

Fetransmitsiconnection owver time 1)

All Fage Downloads €30
ownl MR

&)l page downloads - pages <= 5 (26) (1)
Al page downloads - pages > S(5{1)

DUF SY¥M (2073

HIGH ACHK {193

0A Uconns incorporated (13

0/4 Uconns incorporated (1)

172 Uconns incorporated (13

113 Uconns incorporated (13

N4 Uconns incorporated (1)

C Retransmit (1)

Client dup syns - clients {7

Client dup syhs - conns {243

Client dup syhs - no reg - clients 1)
Client dup syhs - no reg - conns (1)
Client dup syns - not connected - clients (23
Client dup zyns - not connected - conns (50
Client early loss - clients {17

Client early loss - conns £1)

Client rtrmts {13

Client transaction invalicdferrar {173
DUP FIN 33

Durnrmy Transaction (23

Fail registered (13

Large simpage first resp {43

Link niot found in referring obiject {37

AT A s ram

Page Times

nr, 0 fin-delay
r, 3 fin-delay

ts) 0 persistent

9% Page Times
Page Times less delays
5% Page Times less delays

Page Times per-ohject

3% Page Times per-object

Page Times less delays per-object
3% Page Times less delays per-object

Page-delays
Page-delays-per-object

22 URLs

bads - pages <= 5 (26)°'
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Quit  Style T3 HIST PDF CDF Smooth Prnt Data  Add

Page
download
3

T
150
elapsed fime 5

All page times




k’d Reference Tree for WebClient . x.xx.xx B x
Quit Detall Conns Grab Redo Reload
WebClient wx.mx.xx. xx I a0 1o 150 200
Fef Tres root
btto: s fwnw bbc, oo, uk 180/ weather Uk weat
rfeasty indes,shtml conn 151287
ﬂ}l http A, bbe ,co  uk t50/weather £
Start 11:59:11,707324 17/5/2001
Durat ion 1802 ,02%ms
E {{——1} i} |GET http:/Awup, bbc,co,uk 80/ veather /ukwebther /es
22 EDHHECtiDnS I] (15123?) PI]. [I‘ﬂ]‘ﬂ] 212 +58 +224 +3El I. 7 .::b} I: {200}
fmax, 5/479 concurrent/eff, concurrent . 1,0/1,1 0 :
. 5 +182 |
22 transact ions
(0 invalid O failed? . 212,558,224 36
1|(151292) PO:|1/1/1 1.0/1]1 o7

ohjects linked: 22 unlinked: O

Object tupes:-

imageszif 0,19

image/ joeg QO/2

text/html 041
N type unknown 2270

Link typesi-

Claimed followed link O
Claimed inline link 2
In-line link 19

Serwver return codes:-
200 0K 22

lzer agentsi-
{a) Mozillasd, 77 [en] (¥11l: U Linux
22 19-R 2 e iRBRY 92




K'd Reference Tree for WebClient . xx.xx.xx 0%
Quit. Detall Conns Grab Redo Reload
WebClient xx.xx.Xx.Xx I 450 G500 550 =00 =50 F00 7RO
Ref Tree root
bt/ fwnw bbc, oo, uk $80 4 weather fuk neat
rfeasty index,shtml conn 151287
Start 11:59:11,707324 17/5/2001
Durat.ion 1802 ,02%9ms
o ; o L (+5263| 01 553/18 St |35661/32
22 Connections : P ppedd ) N S S
tmax, 57474 concurrentseff, concurrent E”l?ﬁief %}))63-:%- e ég}g:tf?‘ P : :
22 transactions e 2oade 51 3785 : : :
‘0 invalid O fallsdy +180 & (<-1) (a) GET EI'ttp:N’www,bbcm:u+uk:80f’weatherﬁim%%%sf if’dut&u FFFPed. gif
ohjects linked: 22 unlinked: O L figﬁe 224, 36 = ; b L L 5 5?5;5 S: 295/5
, ) T ® W1 @ Https /7w bbc oo .uk 180/ usatier / indess feu b /dot éh_FRFFed.zif
Object tupes: - g 212,58)224.36 Ly L : 2 F PR SRR 6 5 201/p
- - 1.041.1 : E o
}magef’g.l{-" 0719 4?9{(—1} ta) GET hktp:dAwww, bbb n:u:u,uk:80fueaiﬁ:]"ée%fma?gﬁeasttgmpﬂﬂ Jpe
image/ joeg 0/2 219 &al 294 .36 L : by C . . o
text html 041 1 10010 dso ; T {1231} C: beB/A2 S 9
P type unknown 2240 458 ﬁ. {<{-1¥ {a» GET http:fﬁ'wwar,%EE,co %k BO.H'NE athe Simagesgzuidbutton
Lirk tupes:- 199) PO: /373 212,581224.36 4—0 +fﬁ£9 cHEfese o 399/5
Claimed followsd lirk O o 248 1? S FCY BET httpd/ fwww.bbc.
Claimed inline link 2 . 212,528,224, 36 - :
------------- In-line link 19 6 (151800) PO: 3/1AL 3551717 |'ees | — P
g t 4 P (< 1} {a? GET bttt/ Awuw, b
erver return codes:- ] ) 292 58,924, 36
000 0K 29 T (151301) PO: 3f1/1 1.001.1 681
1 foio (<= 1} (a) GET httpi/s
S agenls. s 212,523,224, 35
(@) Mozillasd,77 [en] (H1l: Up Linux i g (151303) POy 37272 1.0M.1
2.2 1952 lame iRBRY 97 ) i“] {<-1} |{ay GET ht
. 212,558,224 26
. 9 {151309) PO: 3/3/3 1.0/ ?12?18
10 (151306) PO: 3272 =12
11 {151307) PO; 37272 f
: 12 {151308) P0: 3/3/3
M 13 (151309 P
L I' -




=l

545
6 (151300} PO: 3/141

T (]

151301) PO: 3,

§ (151303) PO

9 (1513

212.58,2

1,041,1

212 58,1
L

212

s 3

05) PO: 37373

K'd Reference Tree for WebClient o000 xx B
Quit Detail Conns Grab Redo Reload
w291 xx.xx.xx.xx<>wwa.thdu.hh-::.-::u.ukTCF11'S 450 500 550 GO0 G50 700 700 a0
1333 <= hitp HTTP-HP full close
clisyn 0
Open Thu 17 May 11:539:12.185 close Thu 1
Client mss 1460 Server mss 1460
client: 575/6 octetsipkts. (5 empty) (seq 577 r L. +526)| Oy 553/18 53 [35661/32
. C
server: 295/ octetsfpkts. (4 empty) (seq 25 @Ef: I — T B e T
1 transactions (0/2 dummy) a0 T 51 37875 :
<-1} ¢a) GET fttp:ffwww,bbc,cu,uk:BOKueatEﬁrfi%%%%Ef %iq§ut$u ffffog,gif
Transaction #0 1&? - ; 150 &5@&5 295 /5
L0/1.,] H e @ e Http s/ fuw bbc oo uk 180/ wedtFibr / Lndess /zuli/dot sh_fRFfod.gif
- End — 1258|224 .36 L1, E M +3§§¥3%, /6 51 32175
? (-1} (a} GET™h tp:ffwuw+bbc,cn,uk:80#weéﬂi%?ﬁ?aﬁgge?séggmpOIE Jeg
12,58 224 36 s ; T — {1231} C: BREA3 S5; 9831
LA 4ea i +%EE _
ﬁ {<-1} {a I bttt co, %k BOKMEathe Fimageseuidoutton_12]
. - 212,58 224,36 [y
PO: 3/3/3 1.001.1 Bog | +f&‘§? Ci 5%%#6 Sy 2995

{< 1] Ca :GET http

Afwuw  bbo oo,

*353415?591m'

5 f
1) {al GET htH

o S blbc o

? (<~
p24.36 ,
651

T http:/fuww,

8 (<1} ¢z} GE
V53,224,376 : j
Ea7

.1 7

212,558,224,

o1

- i‘lﬂ ({13

ta) GET http:

1.0/1,1 ?12

10 (151306) PO: 3
11 (151307) PO
12 (151308)

13 {

|

212 58,
/212 1 0
2124
1,04

3/272

21¢

b0: 37373 1

151309) PO: 3,

-




E'd Reference Tree for WebClient xx. . xx.xx

Quit Time ©Conns Grab Redo Reload

HebClient xx.xx.xx.=x I 0d 188 188 254 308 430 il il
[l 45z dhd dhE 453 diad
RFef Tree root 4.5 193 232 a08 309 430 430 dhd 454 458 de3
bttp:/ Swnw, bbe,co,uk 180 weather fulneat 59 232 2049 430 438
rfeast/ index,shtnl conn 151287 187 230 237 . 438 44 1: = & <
+ 187 187 2EV 250 210 23E dd2 daz qa5 45F dB3 diBz 476 477 483
3 30 402 45z 455 4ihE dR3 dnz 477
Start 11:559:11,707324 17/5/2001
Durat ion 1802 ,029ns U >1 http:sAwnw,bbc, oo,k H0 Aveather

22 Connections

tmax, 57474 concurrent/eff, concurrent

22 transact ions H ({1} {a} GET htt *f'.f'www hbho ,co,uk 180/ weather /ukweather /feast / index . shtml
(0 invalid O Failed) 112 ,58,204,36 1 {200} 35531,28

1_|J_|_|_|.| _____ e e - -y el ey ey ey oy e e oy ey e e e o ey e e
04,1 i I :
s +

objects linked: 22 unlinked: O 5418 P (<12 (a) GET httpssfuun leubf.éu‘i‘tﬂ%‘:aiﬁ}“miéa:thé:w“imag‘:eg?gui?‘bg:F‘P‘FFcc
2y PO: 1/1/1 =12.98.22d.36 14 T SBLE AU o e o 7ass
: 1.0/1.1 232
041, 250 +1ELR0

image/gif 0712 . 212 58,224, 36 1= = - -

texthtml 041

N type unknown 2250 3 (151297) PO: 2/2/1 flgP?BiEEﬁlE@ml =l

Object tupes:-

Link typesi-
Claimed followed link O 4 (151298) PO: 3/3/1 212,528,224 26 1 - -
Claimed inline link 2 ( ) £3/ 1,0/1,1 480

------------- In-line link 19

Server return codes:- 5 (1M

200 0K 22

lzer agentsi-
{a) Mozillasd, 77 [en] (¥11l: Uz Linux i
22 19-R L2 lamen iRBRY 2P

—

-1—""—" B




K'd Reference Tree for WebClient xc.x00x00xx 4
Quit Detail Conns Grab Redo Reload
WebClient xx.xx.Xx.Xx IOO 450 500 5&0 R0 =t 700 7a0
Ref Tres root
bt/ fwnw bbc, oo, uk $80 4 weather fuk neat
rfeasty index,shtml conn 151287
Start 11:59:11,707324 17552001
Durat ion 1802 ,029m=
[] + +
99 Connect ions i i +02E 0 Cr 553718 5 |30e6l /32
tmax, 57474 concurrentdeft, concurrent) | keather s imaces .r‘b’g’ £ ég}g-ip ---------------- R B A T TR ettt et
22 transactions 1 {big%@%i el 2705 : : E : ;
(0 inwalid O Failed? 150 B * : * : P : '
+ : ' . . i
objects linked: 22 unlinked: O %5 {<-1} (a) GET E:'ttp,.-".f'www,bbc,cn,uk,BOﬁweatPﬁrhm s.f' i,fj'_du:utfﬁu ffffog,zif
{1 2125812248 o ; LdsT kT 575/6 50 295/5
b ot tupes:- L071,1 4;&‘[3«_1} {a) GET Http://uuw.bbc|co uks BOfweétf‘?%r.fimEé%ﬁg% gfdutgh_FFFFc-:,giF
inageszif 0/19 paj1 TRS.ErEEd R i Y T 76 s 31/
image/ jpeg 0/2 4?9{(—1} fay GET I’::Ltp:.r".r"www,bbc,n:D,uk:80Hwea*ﬁ:l‘%%‘r’mafs.f:easttgmpE)lE Jre
text/htnl 0/1 brgy1  212.58eed 30 Ll ; b C 20Dy 95 {*231} C: begss
PN type unknown 2240 1,041,100 430 400 : + g
Lirk + ][]; {{-1} {ay GET http:/ uww %EE.CD 'ék BOf'wgéﬂéhe %Eges e iAo
1n ypesi- . 212,58 1224 36— . C: SB Sl 3994
Clained Followsd lirk O (151299) PO: 97373 s BT o
Claimed inline link 2 il Zf €<= 11 ial FET http s
""""""" In-line link 19 6 (151800) PO: 3/1/1 1535 Eac ;
Server return codes:- E'?E'P {4 1} {aE} GET httlp:s Al
200 Ok 22 T (151301) PO: 3y1/1 5T EE ;
User agents:- o B81 g (<-1) tay GET htty
(e} Mozilla/4,77 [en] (H11l: U: Linux 212,558,224 36 :
5.0 19-.7 1=me iREARY 27 £ B (151303) POy 3/2/2 TG00 .
Pl #0 <13 |ta? GE
. 212,558,224 3
9 (151309 PO: 37373 10011 ?12?18
10 (151306 PO: 37272
11 {151307) P03 372/
12 ({151308) poO: 3/
13 (15130¢




[+ Reference Tree for WebClient xx.xx.xx.xx = B 31
il
vl d Packet list for connection #151296 - | M |%|% James pretty picture of connection #151296 - O

#2

cli

Cliy

11

|71

Quit

Show Server-lmp Cient-lmp Print  Grab

Re-draw  Sim

#151296 Client om0,
Hon-perziztent

Server 212,058,224 .36 port 80

User agent Mozillasd,77 [en] (H11: Up Linux 2,2,.19-5,2.1lsmp 1686}

Server Apaches1.2.1d {Unix

Start 11:59:12,185893 17/5/2001 duration 195,000m= C3 575/6

29575 mss 1460

ms= 1460 S

Server imp Imp=Gen IWF=0 S5TGT=1 Client imp Imp=Gen IWF=0 S5TGT=1

sehter

SRgUence
prre
550
525
50
e
450
425
400
el
350
325
22 zeadam
250
220
200
17
150
125
100
75
5

r u

client

Fequel
= e LT
- B50
525
500
475
450
425
400
375
350
325

62 f————a 300

fl 3 L27s
250
Laze
200
L17s

Sd el 0 150

F125
100
75
50
25

P
040 =

¥ Lo

flight 0 &2 3 4

pkts in 500

575

600

625

650 ms
53 910
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Reference Tree for WebClient 2000 xx = O --1
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B UNIVERSITY OF
P CAMBRIDGE

Example 2: Experiences at a
GRID Access Point

. Research community of 1,000 on their own
campus

. Significant (unique) data provided by this site
to the world community

. One of three sites where data is continuously
updated — so data is continuously transferred

between partners and downloaded by
collaborators

May 19, 04 RIPE 48 41



Traffic to/from access point

B UNIVERSITY OF
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Computer Laboratory

®-
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Contrasting port and content

®-
based classification

Port-based Content-based

Packets Bytes Packets Bytes
BULK 4997 45.00 65.06 64.94
DATABASE 0.03 0.03 0.84 0.96
GRID 0.03 0.07 0.00 0.00
INTERACTIVE 1.19 0.43 0.75 0.39
MAIL 3.37 3.62 3.37 3.62
SERVICES 0.07 0.02 0.29 0.28
WWW 19.98 20.40 26.50 27.60
UNKNOWN 28.36 30.44 - -

OTHER - - 3.20 3.11

May 19, 04 RIPE 48 4a
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Overheads vs. Accuracy ®-

From Moore, Papagiannaki submission to IMC

(measures in packets)

Method UNKNOWN Correctly Identified
Port 29% 71%

1KB Signature 24% 4%

1KB Protocol Parse 19% 81%
Important flow 1% 98%
Assembly/Parse

Full Assemble/Parse 0% 100%

May 19, 04 RIPE 48 44
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Classification Surprises

» Significant asymmetry to/from site
. Port-based classification was so wrong

. Considered the most important node for it's
work yet,

» No GRID-application traffic!
It was all GRID web services or FTP traffic

(For the GRID community this was surprising,
for the rest of us — less so.)

May 19, 04 RIPE 48 45
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Conclusions ®-

» Our approach is sound: the implementation works
and has been perfectly satisfactory for the
environments into which we have deployed

» Clear avenues of development are available to us

. Further work with deployments will provide input to
this work and provide data for other projects too

May 19, 04 RIPE 48 46
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What have we learnt? ®-

» Always things to improve:
hardware
optimization

» Important to remember:

compression of between 1:12 and 1:50 is
achieved

output data is all ready for off-line processing

May 19, 04 RIPE 48 47



Next...

. Continue work to identify and quantify GRID
and Internet applications:

e.g., Access GRID

. Evaluating 10 Gbps scheme
using test environments

considering deployment (10Gbps surprisingly
uncommon)

May 19, 04 RIPE 48 48
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Enabling... -

. Using of 10Gbps for the new UKLIGHT
testbed — following the growth from
implementation to deployment into full use.

» Current work enables us to assess suitability
of Peer-2-peer algorithms for distributing data
currently shared using FTP...

May 19, 04 RIPE 48 49
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Backup slides -
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Architecture ®-

»Data driven model

rSingle-thread model to
maximize efficiency

»Avoid memory copy
when practical

May 19, 04 RIPE 48 51



B UNIVERSITY OF

rrrrrrrrrrrrrrrrr

Monitor / Hardware ®-

Obijective: use commodity hardware even the NIC
. modify the firmware rather than building hardware

). add/use time-stamping — currently 1 S
) perform filtering on card with minimal overhead

» Current 1Gbps cards supported:
Alteon / 3Com 3c985B
SysKonnect sk98xx

May 19, 04 RIPE 48 52
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Monitor / Hardware Filtering ®-

. Using hash of XOR of SRC/DEST as a selection
criterion:

our approach works best when both directions of traffic are
kept together.

» Work in progress
how often do we need to update filters?
what can we optimize filters for:
filter size”?
packet distribution?
equalizing flows? packets? bytes?

This problem is common to the load-sharing
community
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Receive FIFO Implementation ©-

Receive Buffer is not a FIFO

*This means that data-
processing mechanisms can
return data buffers when they
are finished

*Out-of-order return allows
easier handling of packet loss
and packet reordering

*Discards packets when memory
runs low

sImplemented to hang on to packets
in case of potential use or reuse

May 19, 04
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Monitor / Processing ®-

Compress/discard where we can:

» network, TCP and application layers can each have
considerable temporal redundancy

). application-specific reductions such as removing the
data object from http transactions — we keep a
fingerprint of the object so as we can recognise the
same object even with different URLs

. loss-less compression (lz, gzip, etc.)
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Nprobe modules ®-

» Current
TCP and UDP on IP
HTTP and HTML
DNS
FTP

» Past (deprecated)
NFS (v2)

May 19, 04 RIPE 48 o



