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Objective

Monitoring the incoming and outgoing
traffic of the ISPs connected to an IX

to detect anomalies and failures

analyzing the traffic at the physical layer



RIPE 46, 1 - 5 September, Amsterdam 4
Milan Internet eXchange

Architecture

Acquisition module
• SNMP & PostgreSQL

Computation module
• Matlab

Web interface
• PHP

Mail reporting system
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Computation module

It calculates:

Typical traffic intensity curve

Current traffic intensity curve

Mean square errors

Anomaly score

Correlation between anomalies
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Anomaly detection

The starting form:
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Anomaly detection

The “anomaly scores” table:
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Anomaly detection

The traffic
intensity
curves:
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Anomaly detection

A correlated
anomaly in 
another ISP:
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Conclusions

We and 4 ISP are testing the tool

Software availabilty & more info:

3rd Euro-IX Forum, 3-4 November 2003 
Lisbon Portugal

mail to: matheo.labanti@mix-it.net
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