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1. Scope

This document is a briefing paper from the GPRS Infrastructure IP Addressing Working Party with the following objectives: -

· Report on the outcome and the way forward resulting from a GPRS Infrastructure IP Addressing Working Party Meeting held on 19th April 2000. The minutes [1] of these meeting are embedded in this briefing paper for reference.

· Provide initial details that are proposed to be added to IREG document, IR.33 as a change request relating to an IP addressing policy that will be applicable to GPRS infrastructure to enable roaming services to be supported.

· Identify proposed requirements for the GSM Association to maintain an IP-associated routing registry as part of the details in IR.21.

2. Meeting overview

· Held on 19th April 2000

· Attending members had been invited from various disciplines from both the GSM and Internet communities, e.g. GSM operators (Europe and USA), RIPE, ISPs.

· Objective: To seek approval from the Internet Registry (IR) authorities for an addressing policy that could be used by all GSM operators to use public registered addressing in the GPRS infrastructure to enable GPRS roaming services to be supported.

3. Meeting outcome

The requirements for the addressing policy were identified and defined. These requirements will be submitted to the Regional Internet Registry Authorities to be ratified and formally accepted. 

The policy is still only a set of draft proposals. It will be presented to the Local Internet Registry (LIR) working group at the next RIPE forum during 16/17 May 2000 as part of the process for its approval and steering it through to adoption.

It was identified that some operators were already in the process of configuring their GPRS networks to support a commercial service by Q2 2000, for which globally unique addressing is required in preparation to support roaming services. Public addressing will provide this unique addressing. However, the policy approval process with RIPE could, in the worst case, take several months to complete. Hence the following was proposed in the interim: -

· Operators should initially utilise any public address space already assigned to them for use in the GPRS infrastructure.

· The host-master at the relevant IR authority should be notified for this re-use of address space to ensure their database records are accordingly updated. 

4. Way forward for IREG

4.1 Addressing Policy integration within IREG documentation

The IP addressing policy will define the procedures and processes required to acquire and maintain public IP addresses for use in the GPRS infrastructure. All the GSM operators must adopt this policy in order to support GPRS roaming services.

The requirements identified in the addressing policy will be captured/referenced to a corresponding IREG document so that all the GSM community has visibility on how to meet their GPRS infrastructure requirements. It is proposed that IR.33 "GPRS Roaming Guidelines" be used for this purpose. BT Cellnet has offered its services to author a new section for this document, with an initial draft presented below for review and comment.

4.1.1 Proposed details Addressing Policy

The following are the initial recommendations for modification to the appropriate IREG document to define the IP addressing requirements and processes. It is emphasised that these recommendations are only proposals at this stage pending approval of the policy by the IR authorities.

· Public registered IPv4 addresses can be used for the GPRS infrastructure. 

· Public IP addresses must be presented for network elements presented to and addressed by the networks of other operators across the inter-PLMN backbone during the roaming interaction process, e.g. SGSN, GGSN, DNS and border gateway.

· Existing request procedures supported by the IR authorities can be used to obtain IP addresses from their Local Internet Registry (LIR). Justification for the requested address allocation will need to be provided (typically a network configuration plan showing a two-year utilisation forecast of the address space requested). [IR authority to provide document/source reference for GSM operators to obtain copy of required processes]

· An inter-PLMN backbone network provider could become a LIR from which the operator could request their address space requirements. It should be noted that many of these providers already are LIRs and consequently have the necessary administration processes in place to arrange for address space allocation for the requesting operators.

· A GSM/GPRS operator can also apply to become an LIR. [IR authority to provide document/source reference for GSM operators to obtain copy of required processes]. This may be preferable for the larger operators. Other operators can then choose to request their IP addresses from the inter-PLMN backbone carrier or from a GPRS operator that has become an LIR.

· Where routing protocol BGP4 is used on the inter-PLMN backbone, 'Public' or 'Private' Autonomous System (AS) numbers could be assigned to the network of each operator. A Private AS number is proposed as the default scheme because the network elements involved during the roaming process can be considered to exist on a private network that will not be visible to the Internet. The following attributes are associated with the AS numbering scheme: -

· Both the Public and Private AS numbering scheme have their individual merits.

· Use of private AS numbers within the GSM community will require administration by a central body to ensure no two members could select the same AS number and thus consequently 'break' the BGP routing on the inter-PLMN backbone(s). This central body is proposed to be the GSM Association. Private AS number control/administration could be managed via IR.21 (see section on 'Routing Registry').

· A Private AS number must never be presented to the Internet.

· There is no dependency to use a Public AS number if Public addressing scheme has been deployed in the network, i.e. a private AS number can be associated with an operator's network, even though the network elements within that network have publicly addressed.

· There is no requirement for all operators to conform to a common AS numbering scheme, i.e. an operator could choose to use either a Public or Private AS number. 

· The operator could also re-engineer their network at a later date to use an alternative AS number from the scheme originally selected, i.e. changing from a Private to Public AS number should be possible.

4.2 Routing Registry

It was proposed the GSM Association may want to consider maintaining a Routing Registry so that a centralised body could keep track of the routing details associated with each network operator.

The information recorded should include details associated with the IP addressing and routing that operators will need to know when configuring their networks to establish connections to other operators during the roaming process. Information such as the following should be recorded for each operator: -

· IP address space allocation

· IP addresses/APNs presented for all the network elements associated with roaming, e.g. SGSN, GGSN, DNS and border gateway

· Autonomous System number

· Contact names

It is proposed that the existing IREG document IR.21 "GSM Association operator details" be used to record the above information for each operator.

 [END]
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1. Introductions


The Chairman welcomed all the members. The agenda [1] was agreed and all attendees introduced themselves to the group.


A letter [4] from the GPRS and Data Services Director, GSM Association was distributed to the attendees, supporting the work to date on the addressing policy issue and outlining the scope of work that is being undertaken on their behalf.


2. Meeting objectives


The target objective of the meeting was to determine if Public (registered) IP addresses could be used by the GSM (Mobile Network) operators to address their GPRS network infrastructure in order to support GPRS roaming services.


If Public addressing could be used, then it would be necessary to determine: -


· The scale of IP address requirements


· The procedures and processes to acquire and maintain those addresses


Requirements for the above elements would be identified and defined in an IP addressing policy. This Policy will be submitted to the Regional Internet Registry RIR authorities for their approval and acceptance.


All the GSM operators must then implement this Addressing Policy if they wish to support GPRS roaming services.


Note: 
IP address requirements for Mobile Terminals was not in the scope of this meeting.


3. Presentation


The Chairman presented the following subjects to provide the members with an overview of the requirements and stimulate subsequent discussion to determine the best way forward to meet the objectives of the meeting: -


· Overview of GPRS operation


· Overview of GPRS roaming operation


· Summary of IP address requirements for roaming


The above items are outlined in the presentation slides [2].


The discussion paper [3] provides further details on the topics and issues presented.


4. Review of GSM operators' current addressing plans


4.1 Current address implementation plans


The presentation [2] showed that although the mobile operators are working with the Internet Registry authorities for the approval of an addressing policy, the processes required to define/approve and implement the policy is still expected to take several months. However, some operators are currently in the process of configuring their GPRS networks to support a commercial service by Q2 2000, for which public addresses are required to support roaming services. The only option available to the operators in the given timescales is to use addresses from their existing allocated registered address space to guarantee unique addressing for roaming. These addresses could then be re-aligned if necessary with any subsequently approved addressing policy.


4.2 Operator IP address requirements


Attending representatives from the various mobile operators had been requested prior to the meeting to provide an indication of their IP address requirements for their respective networks over the next five-year period. A summary of the information provided at the meeting is given below.


Mobile Operator

GPRS equipt supplier

1-5 year network IP address estimates

Comments/Notes



BT Cellnet

Motorola

512 (Yr1) - 4000 (Yr5) IP addresses

· BT Cellnet currently looking at methods to reduce these initial estimates, e.g. more efficient network segregation. Allows parts of the network to be privately addressed and publicly where necessary for roaming


· One SGSN requires 3 IP addresses.



Telfort (Netherlands)

Ericsson

256 addresses by year 5, but could be reduced to 128 as equipment becomes more efficient in the future

Relatively small network (market share 8 times smaller compared with BT Cellnet).


Ericsson equipment implementation makes use of 'virtual' IP addresses, i.e. a single IP address can be used to address a number of GPRS nodes/interfaces



TIM (Italy)

Ericsson

Estimates not available at time meeting as network requirements not yet defined. 


Principally less than BT Cellnet's estimates





Sonera (Finland)

Nokia

Estimates not available at time meeting

'Virtual' IP addressing as for Ericsson equipment not believed to be supported by Nokia equipment. A GPRS node could typically support 120K subscribers, with 16 interfaces, with each interface believed to require a separate IP address.



France Telecom

Not declared

Estimates not available at time meeting





SBC Communications, USA

Not yet selected. 

Estimates not available at time meeting, but expect a large number of IP addresses (possibly 10 times lager than BT Cellnet) required due to a large national coverage footprint

· Could implement a multi-vendor equipment solution, giving rise to a potentially complex address implementation/management situation.


· Considering allocating dedicated GGSNs to specific customer sites; this will significantly increase the address requirements, e.g. 1000 customers will require 1000 GGSNs and corresponding IP addresses (plus wastage due to subnetting)



Number of IP address requirements per operator dependent upon number of key factors, such as: -


· Size of network


· Network configuration, e.g. extent of subnetting/segregation of networks


· Vendor equipment - Some equipment suppliers can utilise 'virtual addressing', i.e. can assign the same 'virtual' IP address to a number of nodes, whereby equipment from other suppliers require one or more IP addresses per node.


· Network implementation - GPRS nodes could be implemented on a per customer site basis instead of a single node at the operator site serving many customers, significantly increasing the demand for IP addresses.


5. Notes on general discussions to meet requirements


5.1 General


There are expected to be approximately 20-25 operators supporting or in the process of supporting GPRS by the end of this year, and increasing in the following years. However, most of these operators may not yet be aware that a potential issue exists when it comes down to addressing their networks to support roaming.


This is where a common addressing policy would help. The policy can be used by all the operators and will give them visibility of any issues and requirements associated with addressing their network. The policy should identify how unique and extensible address space can be requested and assigned to the operator for use in the GPRS infrastructure.


5.2 Mobile Terminals


IP address requirements for mobile terminals were outside the scope of this meeting. 


Although these terminals would require a large volume of addresses, the addresses will be provided from the address range of their host Corporate networks or their ISP, e.g. Freeserve, UUnet. The mobile network operator will not supply these addresses.


The addresses being sought for this meeting were solely of the mobile operator's internal network infrastructure to allow network elements to be addressed by network elements of other GPRS operators to support roaming services, i.e. SGNS, GGSN and DNS.


5.3 3G/UMTS Networks


Third Generation (3G) networks were considered out of scope of this meeting. However, it was pointed out that these networks will also require a significant chunk of IPv4 address for their infrastructure and should thus be also be factored into the GPRS requirements. But the details for 3G are still largely yet unknown, the standard have not been finalised, hence no basis currently exists to determine the address requirements for these networks.


5.4  DNS name space


Clarification was requested as to why the GPRS infrastructure will use DNS servers that exist independently from the Internet DNS servers. 


The following attributes are associated with the GPRS DNS servers: -


· DNS Servers only be visible to the networks of mobile operators. Access to these servers will not be possible directly via the Internet, only 'tunnelled' traffic between mobile operators. No issues associated with forward and reverse DNS lookups.


· Used to resolve 'names', called 'Access Point Names (APN) and IP addresses associated with the following elements within the GPRS infrastructure of each operator that will essentially exist in a private domain: -


· SGSN


· GGSN


· DNS


· Will not be used to resolve name/IP address associate with mobile terminals


In summary, the GPRS DNS servers will only be used to address the elements within GPRS infrastructure of the operator's own network, or another operator's GPRS network during roaming. The DNS server and the addresses it uses to address the GPRS elements will never be directly visible to the Internet. Hence, there was no requirement to utilise the Internet DNS servers. The current arrangement also adds to the security of the GPRS networks.


5.5 'Roaming' access via the Internet


It was clarified that provided a roaming mobile user can access the Internet locally, it should be possible for that user to access their corporate network using the Internet as the backbone instead of the roaming backbone provided between the user's home network and the network he is currently roaming in. However, the user would then be subjected to the quality of service offered by the Internet at that point in time.


5.6 GSM Association routing registry


It was proposed that the GSM Association maintains a routing registry, containing routing details associated with each operator, e.g. IP address range allocated, IP addresses for their DNS, SGSNs and GGSNs, AS number, APNs, etc.


5.7 Routing protocol


Routing protocol BGP4 will be used for routing IP traffic between the mobile network operators.


5.8 Autonomous System (AS) numbers


It was undecided whether a 'Private' or 'Public' AS number should be assigned to the network of each operator. Each scheme has its individual merits.


The network on which the GPRS elements reside can be essentially considered as a Private network. Hence, a Private AS number could be used, provided it is never be presented to the Internet. 


Each operator could be allocated either a Private or Public AS number, i.e. no necessity for all operator networks to be addressed by a common scheme. If say a Private scheme was initially selected by an operator, it should still be possible to re-engineer their network to support a Public scheme in the future if necessary.


6. Way forward


6.1 General summary


The following is a general summary of the discussions on the way forward.


1. It was agreed by all the meeting members that Registered IPv4 addresses should be used for the GPRS infrastructure. Each GPRS operator can use existing request processes to obtain addresses from their Local Internet Registries (LIR). A proposal to this effect will be submitted to the Regional Internet Registry authorities for approval.


2. GPRS operators can apply to become an LIR, or alternatively it was suggested that the GPRS Inter-PLMN Backbone network providers such as Concert and Global One offer the LIR service to GPRS operators.


3. Autonomous System numbers are considered to be provisionally assigned as Private. However, the operators will be given the opportunity to discuss and express their opinion on this matter within the GSM Association's IREG membership.


4. Re-use of any Inter-NIC allocated address space already assigned to an operator is recommended where possible for their GPRS infrastructure. The host-master at relevant  Internet Registry should be notified of this re-use to ensure their database records are accordingly updated.


5. The GSM Association should maintain a routing registry to keep track of the routing details associated with each network operator.


6.2 Actions arising


1. Jarnail Malra to produce minutes and circulate to attendees and GSM Association/IREG


2. Adrian Pauling to circulate details of the meeting to the LIR Working Party


3. Kim Fullbrook to circulate meeting details to UMTS Naming Forum


4. Mirjam Kuhne to update other RIRs on the outcome of this meeting


5. Kim Fullbrook to attend the next RIPE meeting on 16/17 May 2000 to present the proposals resulting from this meeting and steer it through to adoption.


6. BT Cellnet to arrange to update the GSM Association's IREG roaming guideline document (IR.33) to correspond with the proposed addressing policy.


7. Anders Roos to present the issue of AS numbers for discussion/agreement at the next IREG WP meeting.


8. Adrian Pauling and Paul Mylotte to produce a justification document summarising the use of Public addressing in the GPRS infrastructure.


[END]
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 John Hoffman



GPRS & Data Services Director



GSM Association Consultant


17 April 2000



To:

Mr. Kim Fullbrook



From:

John Hoffman



Subject:
RIPE Working Party





Public IP Addressing



I want to thank you again for co-ordinating the RIPE Working Party to discuss and agree public IP addressing for GPRS roaming.  I have discussed this matter with various members of the GSM Association staff and Executive Committee.  All are in agreement that this work is vital to the implementation of GPRS global roaming.



As you are aware, IP addressing can be broken down into two categories, public and private.  Your work will only address the public addressing required for GPRS roaming as outlined in IR-33, IR-34 and IR-35 documentation.  As agreed in IR-33 and ratified by Plenary, public IP addresses for various GPRS nodes (SGSN, GGSN, DNS, etc.) must be applied for by GPRS operators.  Your sole task is to discuss and agree this issue.



It must be made clear to everyone participating that private addressing of GPRS networks and/or terminal devices is outside the scope of your work.  These decisions are left to GPRS operators to decide how best to develop a private addressing plan in keeping with the various GPRS specifications.  It is also important to note that the future addressing needs of various UMTS issues is also outside the scope of your work as the GSM Association will be participating in various forums to discuss the public addressing requirements of 3G networks and terminal devices.



With these thoughts in mind, I want to wish you much success in your objective to secure agreement of how GPRS operators will secure public IP addresses for their GPRS network nodes.



Best regards,



John Hoffman



Copy:

Chair IREG





Chair IREG GPRSWP





Neil Lilly
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Proposed Agenda


1. Introductions


2. Overview of GPRS operation


3. Overview of GPRS roaming operation


4. Summary of IP address requirements for roaming


5. Review of GSM Operators’ current addressing plans


6. Open discussion on way forward to meet requirements











Scope


			In-scope





IPv4 address requirements for GPRS Network Infrastructure to support GPRS roaming between Mobile Network operators


			Out of scope





IP addressing for Mobile Terminals


IPv6 addressing


3G network (UMTS) IP address requirements











Target end-objectives


To establish a common IP Addressing Policy


For submission to the Internet Registry Authority


For use by all GSM mobile network operators in their GPRS network infrastructure to support international roaming services


Identifies the IP addresses available for use


Describes the procedures/processes to acquire and maintain the addresses











What is GPRS ?


			General Packet Radio Service (GPRS)





Enhancement to the existing digital GSM voice-based network


Conveys data across the mobile network using IP-based packet switching


“Always on” - more efficient utilisation of network resources 


Higher data rates (up to 40kb/s initially) than existing GSM circuit switched technology (9.6kb/s)


Stepping stone to higher bandwidth third-generation mobile networks (UMTS)











What is GPRS Roaming?


			Roaming enables a subscriber to: 





Access their home GPRS service when ‘roaming’ in a foreign network


Access local services in that country.


			Roaming agreement between operators allows access to each other’s network to perform tasks such as: -





User authorisation/validation


Network connection to subscribed services


Billing











GPRS roaming infrastructure


Three key IP addressable GPRS Network Elements involved during roaming: -


SGSN - Serving GPRS Support Node 


Serves and supports the mobile terminal over the radio interface


GGSN - Gateway GPRS Support Node


Provides the gateway from the operator’s GPRS network to the land-based IP network, e.g. Internet, corporate network sites


DNS Server - Domain Name Service Server


Name/IP address resolution











GPRS roaming infrastructure


			In roaming, SGSN in one network connects to GGSN in another


			Networks operators linked by inter-PLMN backbone


			Common IP addressing scheme required across the GPRS inter-PLMN backbone and within the operators’ networks (SGSN, GGSN etc)














GPRS roaming Infrastructure


PLMN - Public Land Mobile Network


GDN - GPRS Data Network


BG - Border Gateway


LAN - Local Area Network


WAN - Wide Area Network


GGSN - Gateway GPRS Support Node


SGSN - Serving GPRS Support Node


F/W - Firewall


 GPRS Inter-PLMN


 Backbone


PLMN


BG


F/W


BG


F/W


Foreign GPRS


PLMN Operator


Foreign GPRS


PLMN Operator


Home Network
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DNS


BG
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BT Cellnet 5-year IP address requirements


			GPRS Support Node Complex (GSN)





Comprised of number of SGSNs, GGSNs + other IP addressable devices/interfaces


Each GSN complex typically requires 128 IP addresses (including wastage due to subnetting)


Hence, approx 4K IP addresses required by BT Cellnet for GPRS infrastructure by Year 5








Sheet1



				Year				1				2				3				4				5



				GSN Complexes				4				9				19				29				29



				IP addresses				512				1152				2432				3712				3712

















BT Cellnet GSN Complex IP address breakdown


			IP address requirements for each BT Cellnet GSN Complex: -





Hence, approx. 128 addresses (rounded-up to nearest subnet value) required for each BT Cellnet GSN complex








GSN complex IP addressable item



No. IP address required







x7 SGSNs shelves per complex




· Each shelf = x3 SGSNs; Each SGSN = x3 IP addresses




· Plus x3 IP address for IP Signalling + shelf management per shelf




Total IP addresses per SGSN shelf = (3x3) +3 = 12



84







Comm Hub/RSM Gn interface



1







GGSN physical interfaces



5







Virtual templates (GGSN)



5







IP Support Server



3







Backup unix utility server



1







Loop back testing



1







Total



100













Global IP address requirement factors


			Number of IP addresses required per Operator’s GPRS network will vary depending upon various factors, e.g.: -





Size of network


Network configuration (e.g. subnet configuration)


Vendor equipment


E.g. SGSN for BT Cellnet is supplied by Motorola; each Motorola SGSN unit requires 3 IP addresses. An Ericsson supplied SGSN may only require one IP address?


			Other currently unforeseeable networks/service providers could require access to the GPRS roaming backbone, and hence also be bound by same addressing scheme rules. 


			3G network (UMTS) trials start in mid-2001 - will also require IP addresses (out of scope)














Scale of IP address requirements


			Number of IP addresses required for the global GPRS infrastructure will depend upon: -





Number of GPRS operators


As of April 2000, x362 GSM operators on air; x58 waiting to go on air, i.e. potentially 420 GPRS operators


Assume 50% actually become GPRS operators = 200 operators


Number of addressable elements per operator network


Approx. 4000 IP addresses for BT Cellnet by year 5 (relatively large network)


Assume 2500 IP addresses on average per operator


			5-year Global IP address requirements





= 200 x 2500 = 500,000 IP addresses


(excluding unforeseen requirements and UMTS)











Addressing scheme notes


			Addressing options for roaming infrastructure: -





Public


Private


			Must use one scheme across all elements





Not possible to use NAT


			All IP addressable network elements must be uniquely addressed for all GPRS operators on a global basis














Addressing scheme options - more


			 Private addressing





Not scalable


Limited range of private addresses


Only one Class A and a few Class B private addresses


Not addressable via Internet


Unique addressing cannot be guaranteed


			 Public addressing





Scalable


Addressable via Internet


Unique addressing can be guaranteed


Dedicated Class A would aid identification and portability between Internet carriers











Roaming Backbone Interconnection (1)


			 GPRS networks of different Operators can be interconnected via: -





New roaming backbone created via International Data Carriers (IDC)


VPN over Internet


Private circuits forming GPRS roaming network backbone


			 Most likely to be combination of all














Roaming Backbone Interconnection (2)


			“Pure” Internet roaming backbone





Implementation currently limited due to limitations/constraints associated with


Quality of service, e.g. performance and delay


Security


Could be used for initial roaming trials


Will require Public addressing for GPRS backbones


Could be used by smaller, start-up operators




















Roaming Backbone Interconnection


			“Private” GPRS roaming network backbone





New roaming backbone created via International Data Carriers (IDC)


Different IDCs used by different GPRS operators


Operators don’t want to be tied to an IDC


IDC backbones usually not true private networks


Their backbone shared with Internet


Hence roaming backbone will still be part of the Internet, requiring Public addressing for the elements it serves.











Need for an addressing policy


			Addressing policy required to define the guidelines for use by GPRS Mobile Network Operators: -





Current lack of direction in the Mobile Network community as no clear policy yet defined for addressing


All operators must conform to common addressing policy for roaming to work


All operators can present the same addressing policy as part of the address request process  











Summary


			Need IP addressing policy in place in very near future 


			Initial estimates indicate approx. 500,000 addresses in 5 years (but likely to increase further with UMTS)


			Seek registered addressing even though part of operator’s network could today be seen as “private”


			Likely future convergence with Internet


			Dedicated /8 would aid identification and portability between Internet backbone carriers - but not essential





Could used IR Authority’s existing addressing processes, i.e. submit two year network plan to request any free available registered address space?











Operators’ current plans


			Addressing policy finalisation (definition/approval) not expected for several months.


			GSM operators currently in process of implementing GPRS networks for Commercial service





IP addressing to be implemented now for infrastructure to support GPRS roaming


Only option available to Operators for given timescales is to use Registered addresses from their existing assigned registered address range to guarantee unique addressing for roaming


Addressing can be re-aligned later if necessary with any subsequently approved addressing policy











Close


			Thank you




















GSN complex IP addressable item



No. IP address



required



x7 



SGSNs shelves per complex



·



 



Each shelf = x3 



SGSNs; Each SGSN = x3 IP



addresses



·



 



Plus x3 IP address for IP Signalling + shelf



management per shelf



Total IP addresses per SGSN shelf = (3x3) +3 = 12



84



Comm Hub/RSM 



Gn interface



1



GGSN physical interfaces



5



Virtual templates (GGSN)



5



IP Support Server



3



Backup 



unix utility server



1



Loop back testing



1



Total



100



Year 1 2 3 4 5



GSN Complexes 4 9 19 29 29



IP addresses 512 1152 2432 3712 3712
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Executive Summary



This is a discussion paper outlining the requirements for the use of IPv4 address space within the GPRS (General Packet Radio Service) Mobile Phone environment. 



Various mobile network operators across the world have been developing a new GPRS network that will employ packet switching, instead of the traditional circuit switching techniques, to convey data across the mobile network. GPRS is an enhancement of the existing digital GSM voice-based network. Higher data rates than those currently provided by existing GSM data services will be possible, to enable high-speed mobile data applications to be supported. GPRS will also be used as a stepping stone to the introduction of the third-generation (3G) mobile networks: initial trials/implementation are expected from 2002 onwards.



GPRS has two separate addressing requirements: addressing nodes in the GPRS infrastructure, and addressing mobile handsets. This document discusses the IPv4 addressing requirements of the operational command and control aspects of the GPRS infrastructure only: the IP address requirement for mobile handsets as part of GPRS Service Provision is outside the scope of this document.



This paper is a result of the GPRS presentation (on behalf of the GSM Association ) to the European Operators Forum at the last RIPE meeting (RIPE35). The proposal was to use a dedicated Class A or “/8” assignment for GPRS command and control networks, but there was some debate regarding the suitability of the use of IPv4 registered addresses, and the amount of addresses required. There was considerable interest in this presentation and an alternative, the use of RFC1918 addresses, was proposed and debated. Several factors became apparent, most notably the fact that most attendees could not appreciate all of the issues involved because they were not familiar with the details of GPRS. Furthermore, there was significant concern regarding how, if registered addresses were used, these addresses would be managed and allocated.



It was hoped to gain approval for the proposal of using a Class A for this purpose, but it soon became clear that this was not immediately acceptable.  Given the timescales required by the GPRS operators for their policy to be formulated and agreed, it was the agreed to form a small Task Force of both mobile operators and Internet engineering experts to produce a solution for the way forward.  This Task Force has now been formed.



This paper acts as input to the debate. It assumes that the reader is familiar with IP networking technical terms in general, and is aware of the issues surrounding the conservation of IPv4 address space. Familiarity with RFC's 1918 and 2050 and RIPE document 185 is assumed, plus an understanding of Network Address Translation and Proxy Server technology.



Overview of GPRS Service Provision 



Single GPRS Service Provider



There are a number of IP networked elements involved in the command and control of GPRS Service Provision, and it is important to note that IPv6 is not an option: GPRS equipment vendors will not support IPv6 for 2 more years. Hence, all operational GPRS network deployment is based on IPv4. A GPRS operational network consists of a combination of the five following separate hardware/software combinations, each with its own functionality:



(i) Public Land Mobile Network, PLMN: This consists of several basic IP network building blocks, including: routers, Local Area Network, LAN segments for GGSN, SGSN, HG and any appropriate Firewall System(s), Wide Area Network, and WAN links over various assorted media dependent on the choice of the GPRS Service Provider. WAN links can be point-to-point SDLC/HDLC-based serial links from 64K serial to Dense Wave Division Multiplexing, DWDM, or X25, Frame Relay or ATM Permanent Virtual Circuits, PVCs, i.e. any WAN media.



(ii) Serving GPRS Support Node, SGSN: equipment which terminates the layer 2 mobile call and changes the layer 2 functionality from mobile/radio connectivity to the PLMN-based traffic for the IP session of the user. The SGSN maintains the session with the cell-to-cell transitions without loss of the session.



(iii) Gateway GPRS Support Node, GGSN: gateway providing the IP point of interconnect outside of a particular GPRS Service Provider's network. The GGSN is a combination of IP routing and GPRS- specific functionality to support “roaming” users. 



(iv) Home Gateway, HG: As part of the GPRS Service Provision, home gateways into Corporate / Enterprise network environments are envisaged. In such circumstances, the IP addresses supplied to the handsets will be assigned via PPP, DHCP or similar technology, from ranges of the Corporate Network Customers' IP addressing plan - typically involving the use of RFC1918 assigned addresses, over layer two tunnels from these HGs across the GPRS infrastructure.



(v) Inter-PLMN: the interconnect with other GPRS Service Providers .In order to provide a Roaming service, where GPRS Users can transparently use any GPRS Service Provider, there must be an interconnect backbone between all GPRS Service Providers. This is covered more fully in the Roaming section below, but is similar in nature to the Intra-PLMN in terms of hardware and communications links.



Roaming - GPRS SP Global Interconnect



Currently GPRS networks are private, stand alone, networks. However, the aim is for GPRS operators to interconnect to form a large public roaming network. Such a facility allows users to use another GPRS Service Provider transparently, whilst in reality the traffic is tunnelled via another GPRS Service Provider back to the Home GPRS Service Provider network for the individual user. A key protocol in the GPRS Service Provision is the GPRS Tunnelling Protocol, GTP.



The Inter-PLMN backbone itself may in some cases be part of the Internet i.e. the Internet could be used in some instances to connect GPRS operators together. Multiple GPRS Service Providers will provide this backbone, and the central management of these multiple networks supporting public services is the role of the GSM Association.



As part of the GPRS Service Provision, home gateways into Corporate/Enterprise environments are envisaged, with the provision of Home Gateways for Corporate customers. Up to 2300 Home Gateway systems is one estimate of the scale of the deployment across all GPRS Service Providers.



One set of estimates for a 5 year time frame for deployment of the GPRS Technology as a whole to support Roaming is 672 SGSNs, 136 GGSNs, and 26 support servers.  One supplier's system requires 3 IP addresses per SGSN.  Hence, the overall IP addressing requirement for an individual GPRS Service Provider may not actually be that high.



To summarise, there are 350 GSM operators around the world that need to connect their GPRS infrastructure together. The network formed does necessarily need to connect to the Internet directly, but it is a public service network. Each network needs to address some 5000 devices and so needs at least 3.5 Million IP addresses, and probably nearer to 35 Million in the longer term. Hence, a single “/8” should cover the GPRS requirements generically. 



Problem Summary



A policy is requested from the RIR authorities to clarify whether public registered addressing can be allocated for use in the GPRS IP data network backbones.



The GPRS Inter-PLMN network backbone for roaming cannot be realised until the addressing policy has been defined and agreed. All the GPRS network operators must subscribe to the same addressing policy in order for roaming to operate. Operators deploying different addressing schemes will not be able to interconnect to one another, hence limiting the GPRS data services available to users when they are roaming in these operators’ countries.



The GPRS roaming backbone could be viewed as existing in a private network domain if it cannot be accessed via the Internet, e.g. using leased lines from International Data Service (IDS) carriers only. However, the IDS carriers are expected to provide the majority of the network required for the roaming backbone, leased lines being relatively expensive. During initial start-up of the service, initial roaming trials interconnecting networks in different countries may be conducted using the Internet as part of the roaming backbone. Registered addressing will be required for this type of implementation.



Inter-PLMN connectivity via the Internet may be the ideal solution for some of the smaller GPRS Operators. The Internet may evolve to support similar capability as currently offered by the IDS carriers in terms of quality of service, performance, bandwidth and security. The Internet could thus be considered as a more cost-effective medium for the GPRS roaming backbone to carry some or all of the GPRS international traffic. Registered addressing deployed now will significantly ease any future migration to use the Internet as the GPRS roaming backbone.


The addressing policy agreed to by either the RIR Authority or potentially ICANN-ASO will be used by IREG to define the guidelines for a common IP addressing scheme for adoption by all the GSM PLMN operators. Hence, a single point of contact for all IP addressing requirements for the GPRS Service Providers command & control networks is a clear requirement.



As previously stated, the requested IPv4 addressing policy is only for application to the GPRS network backbone infrastructure and not for mobile handsets. Currently some GSM operators have obtained permission from their LIR's to use registered IP addresses only for their infrastructure command & control networks for GPRS Service Provision, to enable them to be a GPRS Service Provider.



Technical Options and Opportunities



Use of Firewalls & NAT



There is a requirement for firewalls between the GPRS Service Providers’ command & Control networks, and between each other and the Internet. These firewalls prevent unwanted and inappropriate traffic gaining access to a GPRS Service Provider’s command & control network.



In the initial release of GTP, the protocol can not work across Network Address Translation, NAT, due to embedded IP addresses within the application. IP addresses are embedded for security. It is understood that GTP is being enhanced to support NAT functionality, but this feature will not be available until late this calendar year for pilot and trial purposes, and hence not available for deployment into production networks until the next calendar year. 



NAT provides an address translation function, e.g. converts an external network protocol address into an internal network address. It can be implemented ‘transparently’ at the network’s stub domain border router that separates an organisation’s private intranet from the public Internet domain.



NAT was originally developed as an interim solution to the IPv4 address exhaustion problem until the availability of IPv6. It provides mechanisms to enable re-use of addresses to help conserve the available IPv4 address space. However, there are a number of drawbacks with its use.


Generally, address re-writing leads to the complexity of diagnosing operational problems, as it becomes more difficult to reliably establish the true source and/or destination of a packet. Because of source address re-writing, the traditional end-to-end significance of an IP address is lost. Hence, although TCP connections are still end-to-end (NAT box being ‘transparent’), the NAT can impact TCP’s performance. If a GPRS Service Provider network has multiple entry/exit points, the border router NATs must ensure their address mapping tables are identical. This adds to the NATs complexity and manageability. There may be scaling issues when NAT is used in large networks, making networks complex and difficult to manage and, in some cases, leading to performance problems.



IPSec is not fully supported by NAT as it uses embedded IP addresses. IPSec provides a security mechanism to access corporate networks via the public Internet. However, in theory, the NAT limitation could be resolved by ignoring the embedded IP address, whilst maintaining security identification via key exchange. Further investigation is required to verify if this resolution is actually feasible.



If NAT is used with a 10.0.0.0/8 GPRS Command & Control backbone, then guidelines to ensure this addressing scheme is not used in any other PLMN operator’s intra-PLMN backbone network must be provided. This is to avoid duplication of IP addresses within the same autonomous environment of GPRS command & control.



However, irrespective of the addressing scheme selected for the inter-PLMN backbone, some PLMN operators may still want to use NAT to allow a separate private addressing scheme to be used in their intra-PLMN backbone.



Addressing GPRS Service Provision Elements 



GPRS Service Element


Globally Unique
(LIR Assigned)


RFC 1918 Suitable?





1.Intra-PLMN


Not essential


Yes - though the sharing of network management data between operators may be a requirement.





2.SGSN/GGSN & HG


Preferable


Not without a suitable mechanism between GPRS Service Providers for unique global identification for Roaming support. Key factor is GTP.





3.Inter-PLMN


Preferable


Only via central co-ordination amongst all GPRS Service Providers





Intra-PLMN Aspects



IP bearer network elements within a PLMN are only of significance to that individual GPRS Service Provider. However, there may be a requirement to share the operational status of a router network and associated LAN/WAN connectivity between GPRS Service Providers for operational reasons. Such information sharing would only occur on a read-only basis. Hence operational network status could be provided by proxy server technology or SNMP alarm gathering system or similar.



SGSN, GGSN & HG Aspects



SGSN, GGSN and Home Gateways must be uniquely identifiable within the GPRS technology deployment on a global basis. This is to ensure scalability and interoperability between GPRS Service Providers and to support the roaming facility. Such uniqueness can only be provided via either a co-ordinated RFC 1918 addresses amongst all GPRS Service Providers (negating the potential to use RFC1918 addresses within each of their own Intra-PLMN networks), or via globally unique registered addresses. This requires all GPRS Service Providers to agree with the appropriate scheme. The alternative to the support of global uniqueness is that of using globally unique IPv4 addresses from an appropriate LIR.



Initial roaming trials with foreign operators can be conducted with whatever scheme is currently deployed in each respective network, provided that there is no duplication of network addresses across any of the networks. However, reconfiguration work of each GPRS Service Providers operational network may be required subsequently, depending on the address scheme deployed during trials.



Inter-PLMN Aspects



The backbone will require uniqueness between all operators in a co-ordinated manner. This could be via RFC 1918 addresses as this is only a transit network for the GTP tunnels between source GPRS Service provider and the terminating home GPRS Service Provider. Initial roaming trials with foreign operators can be conducted with whatever scheme is currently deployed in each respective network, provided that there is no duplication of network addresses across any of the networks.



This backbone could use either a Public or Private addressing scheme. The use of a public addressing scheme has the following advantages: 


· IP administration and control processes are already in place to provide a global service by the Regional Internet Registries (RIR) authorities.



· using a public addressing scheme now will greatly simplify the possible future transition to use the public Internet for part of or all of the GPRS backbone. However, this will depend upon the Internet being capable of: 



· supporting Quality of Service (QoS) capabilities, i.e. capable of providing greater control over the network’s data transmission characteristics, e.g. latency, throughput, reliability and priority.



· providing a secure network.



A Class A (or /8) address range could be requested for this purpose from the RIR authorities.



The RIR authorities are unlikely to approve the use of public addressing if the GPRS backbone exists in the private domain only.


Alternatively, a private addressing scheme could be used, using 10.0.0.0/8 for this purpose.


Once an addressing scheme has been identified, it is proposed that specific network ranges should be allocated for the use of each GPRS Service Provider. This will simplify the address management and administration process, and the numbering proposals will be presented to the GSM Association/IREG for agreement and acceptance for use within the GSM community.



Address Aggregation Considerations



If a single “/8” was assigned for GPRS command and control purposes, the network would operate and perform optimally. IP address summarisation plans could easily be achieved by the governing assigning authority. GPRS addressing would be easily identifiable



Autonomous System Requirements



There is in principle no requirement for extra AS numbers. This assumes no requirement for dynamic interconnection between the Internet and the Command & Control for GPRS Service Provision for IP routing purposes. Command and Control networks are typically Firewalled from other networks, and Firewall systems do not allow dynamic routing of any nature, with all IP routing static. 



RFC 1930 outlines the private AS numbering schema, the equivalent to RFC 1918 for AS numbers. Use of RFC 1930 AS numbers in the Inter-PLMN environment is an option, but would require a single authority for the allocation and co-ordination for the AS numbers.



Impact on Regional Internet Registry 



Introduction



From the two distinct uses of IP by GPRS, each GPRS Service Provider will require IP addresses for two separate uses. Firstly, an LIR for the “ISP” type registry for the allocation of IP addresses to the customers of the GPRS Service Provider. Secondly, IP addresses for the GPRS Service Provider’s own GPRS command & control network. For this section reference will be made to RIPE processes and documents, which are not be applicable in other global geographic regions, but do have equivalents.


Who Generates the RIPE-141 for GPRS Public Services?



For the provision of IP services to the GPRS Customer base of a Mobile Phone operator, the operator will be required to obtain globally unique IP address space for the customer base. Where the IP addresses are assigned from depends on their proposed connectivity to the Internet. The 3 potential LIR sources for the provision of IP address space for the GPRS Service Provider are as follows:



GPRS Service Provider Internet Connectivity


Expected LIR for generating RIPE-141





Single Homed to ISP


Up Stream ISP





Multi Homed without AS to more than 1 ISP


Up Stream ISPs





Multi Homed with own AS to 2 or more ISPs


GPRS Service Providers must be an LIR
(See RIPE-160 for the process)





This may increase the number of LIRs and increase the number of AS’s in use, depending on GPRS Service Providers’ commercial and technical strategies. 



A single IP addressing plan across all GPRS Service Providers will not be achievable though. Information will be scattered across all RIRs. This makes provision and growth predictions in the GPRS technology space difficult, and disperses what could be a central view across the RIRs and multitude of LIRs.



Clear guidance from the GSM association to GPRS operators will be required regarding their Internet connectivity. It is unclear whether GPRS operators should become an individual ISP LIR, or whether they obtain their addresses from another ISP.



GPRS Service Provider Command & Control



For the User traffic bearer and  command & control infratsructure aspects of the GPRS Service Providers’ own internal backbone, certain devices require globally unique IP addresses. In this scenario, the GPRS Service Providers' infrastructure will be multi-homed into the appropriate Inter-PLMN between the GPRS Service Providers, in a static manner. RIPE Document 185 has many detailed policies within that require consideration.



GPRS Service Provider Command & Control


Expected LIR for generating RIPE-141





Inter-PLMN connectivity only


Enterprise LIR (PI addresses)





Internet connectivity only to PLMN/IDS infrastructure


Up Stream ISP(s)





Both Internet and Inter-PLMN connectivity


Up Stream ISP(s), Enterprise LIR (PI addresses)





Use of PI Addresses may cause potential connectivity problems, and the peering arrangements of ISPs would need to be examined by the GPRS Service Provider.  A check on the minimum route advertisement size carried by the ISPs would be required.  End-to-end path scenarios where the Internet is used to provide Inter-PLMN connectivity would require regular checks to ensure reachability across the Internet accordingly, including route advertisements in BGP. Some ISPs may decline to route PI space, even where they are the sole ISP, unless they are the assigning LIR.



It is unclear whether Enterprise LIRs should be created by GPRS Service Providers to allow them to use globally unique IP address space. Where an organisation already has an Enterprise LIR, such as BT, guidance regarding the suitability of assigning for GPRS usage is required.



Also, although 158.230.0.0/16 is assigned to Cellnet, this was before their acquisition by BT. It is unclear whether this assignment should now come under the BT Enterprise registry, which also has ARIN address space as well as RIPE addresses. This is a policy question regarding re-use of existing assigned address space, as the address space could be re-used for GPRS command & control purposes.



Smaller or start-up operators that do not currently connect to the Internet may have difficulty in justifying the requirement for registered addressing. They are unlikely to meet the minimum requirements to become an Enterprise LIR, with command & control aspects of their GPRS network for roaming backbone alone. 



A clear policy from the RIR authorities to use registered addressing could be presented to the organisation assigning the GPRS Command & Control address space as part of the address plan, hence clarifying any potential confusion that may arise.



Global RIR Processes



The GSM Association aims to provide a common set of guide lines to their members on how to go about starting GPRS Service Providers. The geographically based model of the RIRs makes the deployment of the GPRS technology in a central globally co-ordinated manner difficult. The processes outlined within this paper are generally specific to RIPE, and hence generically the same as APNIC. However, in the US region the processes for becoming an LIR, requesting IP address space and AS numbers, and IP routing information are different: both ARIN and MERIT provide similar functionality to RIPE & APNIC, but with different procedures. Not having identical procedures across all RIRs potentially slows down deployment of GPRS for Global GPRS operators (admittedly a small proportion of the overall total), as central advice on IP addressing issues from the GSM Association is more difficult to derive. 



An option is for the GPRS to utilise a currently unassigned “/8”. If such an approach was taken, it is not clear whether such an approach should go via an RIR, or direct to ICANN-ASO for direct consideration and appropriate assignment.



Recommendations for Discussion



· a “/8” should be assigned for the GPRS command & control, to be owned centrally by the GSM Association on behalf of all GPRS operators. 



· Consideration of the GSM Association becoming a RIPE LIR, though their user base is global.



· Should an existing registry, such as RIPE, or setting up a dedicated registry,  be used for supply of IP addresses to GPRS Service Providers? Such a registry would base its operating model on that of RIPE, but for use exclusively by GPRS Service Providers for their Command & Control networks.



· a policy derivation process should be initiated to establish the potential re-use of IP addresses of older ARIN assigned address space. Such policy must cover Enterprise LIRs, the potential recovery of the address space, its re-use and which RIR should be used to store information on in the case where an organisation has assignments from multiple RIRs.



· a policy for the derivation of Internet connectivity options for GPRS Service Providers should be initiated.
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Glossary



3G


Third-Generation (mobile network)





AP-NIC


Asia-Pacific Network Information Centre, RIR authority for Asia-Pacific 





ARIN


American Registry for Internet Numbers, RIR authority for North Americas





DNS


Domain Name Service





DWDM


Dense Wave Division Multiplexing





GGSN


Gateway GPRS Support Node





GPRS


General Packet Radio Service





GSM


Global Special Mobile, Global System for Mobile Communication





GTP


GPRS Tunnelling Protocol





IANA


Internet Assigned Numbers Authority





ICANN


Internet Corporation for Assigned Names and Numbers





IDS


International Data Services (carrier)





IP


Internet Protocol





IPv4


IP version 4





IPv6


IP version 6





IREG-GPRS WP


International Roaming Expert Group – GPRS Working Party





ISP


Internet Service Provider





LAN


Local Area Network





LIR


Local Internet Registry





LIR


Local Internet Registry





MoU


Memorandum of Understanding





NAT


Network Address Translation





PLMN


Public Land Mobile Network





RIPE


Réseaux Internet protocol Européens





RIPE NCC


Réseaux IP Européens Network Co-ordination Centre





RIR


Regional Internet Registry





SGSN


Serving GPRS Support Node





UMTS


Universal Messaging Transport System





WAN


Wide Area Network
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Appendix 1 - Potential IP Addressing Schemes in GPRS



Option 1 - GCC, GNC and GHC:



Where GCC is GPRS Country Code, GNC is GPRS Network Code, GHC is GPRS Host Code



Large Networks: Range 
10.0.0.0/8 to 10.255.255.255



Class A - 00001010  C7C6C5C4C3C2C1C0  N4N3N2N1N0 H10H9H8  H7H6H5H4H3H2H1H0


GCC


GNC


GHC





C8-C0


N4-N0


H10-H0





8 Bits


5 Bits


11 Bits





256 Countries


32 Networks


2048 Hosts (<= 682 GSN Addresses)





Medium Networks - Expansion: Range 172.16.0.0/12 to 172.31.255.255



Class B - 10101100  XXXY4Y3Y2Y1Y0  C4C3C2C1N4N3N2N1  N0H7H6H5H4H3H2H1H0


Where Y4Y3Y2Y1Y0 is in the range 16 to 31 only.



GCC


GNC


GHC





Y4-Y0*C4-C0


N4-N0


H7-H0





16*(4 Bits)


5 Bits


7 Bits





256 Countries


32 Networks


128 Hosts (<= 42 GSN Addresses)





Small Networks - Reserved Expansion: Range 192.168.0.0/24 to 192.168.255.255



Class C - 11000000  10101000  C6C5C4C3C2C1C0N2  N1N0H5H4H3H2H1H0


GCC


GNC


GHC





C1-C7


N1-N3


H1-H6





7 Bits


3 Bits


6 Bits





128 Countries


8 Networks


64 Hosts (<= 21 GSN Addresses)





Option 2 - GOC and GHC:



Where GOC is GPRS Operator Code, GHC is GPRS Host Code



Large Networks: Range 
10.0.0.0/8 to 10.255.255.255



Class A - 00001010  O7O6O5O4O3O2O1O0  O10O9O8H12H11H10H9H8  H7H6H5H4H3H2H1H0


GOC


GHC





O10-O0


H12-H0





11 Bits


13 Bits





2048 Operators


8192 Hosts (<= 2730 GSN Addresses)





Medium Networks - Expansion: Range 
172.16.0.0/12 to
172.31.255.255



Class B - 10101100  XXXY4Y3Y2Y1Y0  O4O3O2O1O0H10H9H8  H7H6H5H4H3H2H1H0


Where Y4Y3Y2Y1Y0 is in the range 16 to 31 only.



GOC


GHC





Y4-Y0*O4-O0


H10-H0





16*(5 Bits)


11 Bits





512 Operators


2048 Hosts (<= 682 GSN Addresses)





Small Networks - Reserved Expansion: Range 192.168.0.0/24 to 192.168.255.255



Class C - 11000000  10101000  C6C5C4C3C2C1C0H8 H7H6H5H4H3H2H1H0


GOC


GHC





C6-C0


H8-H0





7 Bits


9 Bits





128 Operators


512 Hosts (<= 170 GSN Addresses)





Appendix 2: Overview of Internet Naming and Numbering



Naming and Numbering on the Internet started off being managed on a central basis within the US. Essentially, up until the early-mid 90s' all requests went to the Internet Network Information Centre, InterNIC. The model was that of central US Government funding, and hence IP addresses were 'free' for everyone, and names were charged on a cost recovery basis. More specialised numbers within the IP protocol suite were monitored by the Internet Assigned Numbers Authority, IANA. An Internet Architecture Board was set up to monitor and ensure management of IANA and InterNIC. However, phenomenal growth meant the model had to change.



RIPE (Réseaux Internet Protocol Européens) was formed in the early-mid 90s' to handle aspects of IP address assignment for European Internet Service Providers, ISP. RIPE is a not - for - profit organisation, formed by an open membership of ISPs. RIPE derived a set of processes, procedures and policies for the assignment of IP addresses to ISPs (RIPE-185 refers). These are reflected typically in the RIPE documents, and in some instances Request for Comments paper, RFCs. RIPE developed a model where the Regional Internet Registry, RIR, operating a central registry service for IP assignments to Local Internet Registry's, LIR's. Everyone who has IP addresses assigned from RIPE must operate an LIR, and though the vast majorities are ISPs, there are a few 'Enterprise' LIRs for corporate to assign IP addresses global uniqueness, where appropriate.



Now, the Internet Corporation for Assigned Names & Numbers, ICANN, is the organisation with ownership of the numbering and naming processes within the Internet community. ICANN has 3 prime supporting organisations, for addressing (ASO), (domain) naming and protocols. Global addressing policy is set out in RFC2050, and the geographically based RIRs, report to the ICANN-ASO. The InterNIC separated into two organisations in 1998, Network Solutions (now owned by Verisign) for Domain Names, and the American Registry for Internet Numbers, ARIN, for IP addresses. The Asia-Pacific Network Information Centre, APNIC, formed a couple of year after RIPE, and hence the prime RIRs are APNIC, ARIN and RIPE. Though RIPE and APNIC have very similar processes and procedures, ARIN’s are slightly different. Each registry also has its’ own set of policies, though they are in broad alignment.



Another important RFC regarding IP addressing is RFC1918, which outlines a schema for private IP addressing schemes within large Corporate and Enterprises. This sets aside certain address blocks that are not to be routed on the Internet itself by convention, but are for use within a single, managed, autonomous, IP networked environment.
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