Summary – Data protection issues

Introduction

RIPE NCC operates the RIPE WHOIS database (for legal purposes this will be referred to as the RIPE Database). The RIPE database is used for storing information regarding Internet Resources (for example IP addresses, reverse domains, AS numbers and routes). The RIPE database also contains personal contact information (personal objects) of people associated with these resources. The information is entered into the RIPE database and made available to the public for agreed internet purposes. RIPE NCC is the builder and maintainer of the database and provides instructions on how the database operates and on how to use the database. 

Over the past months the RIPE NCC examined how we can assure the RIPE NCC data and the RIPE database are compliant with the EU Data protection directive and more specifically with the Dutch Data Protection Act (DPA).

Current structure

Currently the information in the RIPE database and public membership data is protected by several slightly different copyright statements:

· the DB copyright, http://www.ripe.net/db/copyright.html
· the ftp copyright, ftp://ftp.ripe.net/ripe/dbase/COPYRIGHT
· the membership data copyright, http://www.ripe.net/membership/indices/.

Individuals whose personal contact data is entered into the RIPE database are not always explicitly informed of this fact and do not approve this explicitly. There is no procedure for the RIPE NCC to remove or amend personal objects upon a privacy violation. A complaint regarding the data is referred to the maintainer of the data. The RIPE database is mirrored by a number of organisations, including APNIC for example, and the data or parts of the data (most of the times including personal objects) is made available daily to several parties with whom we have signed an Acceptable Use Policy (AUP). Currently there are 3 different textual versions of an AUP and we have 86 AUPs that allow daily access to a copy of all data from the RIPE database. 

The RIPE NCC has no privacy statement to describe how and why personal information is collected, used, stored and protected. The RIPE NCC Standard Terms and Conditions, signed between the RIPE NCC and its members, exclude to a large extent any liability of the RIPE NCC regarding its services. There is no specific article regarding data protection apart from article 9.3 that protects RIPE NCC’s intellectual property.  The RIPE NCC has no Database Terms and Conditions covering use of the RIPE Database by all users.

The RIPE NCC is the responsible party for the data collection (the RIPE database) although it does not have to be responsible for the correctness of the data. This responsibility will be delegated to the maintainer of the object. The RIPE NCC will, as the responsible party, have to set up a legal framework to comply with the Dutch DPA.

Proposed future structure

The RIPE NCC proposes to implement a new structure so that RIPE NCC as the responsible party and the maintainers responsible for the correctness of the data are compliant with the Dutch DPA. In this new structure the RIPE NCC delegates the responsibility of the accuracy of the data to the maintainer.

The new structure will include and consist of the following:

· RIPE NCC Privacy statement

· RIPE Database Terms & Conditions. Any user has to agree to these T&Cs and will do so implicitly by accessing the database

· One revised copyright statement (instead of three separate different versions)

· Revised Standard Terms and Conditions with RIPE NCC members

· Agreement with data copy holders (revised AUP), merge the 3 separate AUPs.

· Mirroring agreement with APNIC and other organisations or allow mirroring only within the EU

This structure will include:

· A complaint procedure including how and when the RIPE NCC can remove/amend personal objects in case of a privacy violation

· Auditing procedures. As a responsible party you are required to review the data collection. At this point in time it is not fully clear to what extent we have to do this and how we can do this.

· The RIPE NCC has the obligation as a responsible party to inform natural persons whose data is entered (processed). This obligation can be delegated to the maintainer of the object.

· Enforce the use of the attribute “mnt-by:” for person objects

· A delegation of the responsibility of the correctness of the data to the maintainer

· Re-sign the revised agreement with AUP holders that still demonstrate a specified need for the service and cancel any that don’t

· Remove historical personal data after 5 years

This framework and the actions following from this set up should enable compliance to Dutch DPA. After this framework is set up the RIPE NCC will continue to monitor the legal situation and will address any issues in accordance with this situation.

