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348	Million	identities	exposed	(out	of	7.5Bn)

594	Million	affected	by	cyber	crime

1	in	3	don’t	have	a	password	on	their	phone



Symantec
Kaspersky
Trend	Micro
IOCTA

Your	world



• Subversion	and	sabotage
• Ransomware	escalating
• New	frontiers:	IoT and	cloud
• Resurgence	of	email	as	attack	channel
• Phishing	increase
• Android	banking	malware

Symantec	&	Kaspersky



• Ransomware deeper,	and	wider	non-desktop	targets.	

• Business	Email	Compromise attacks

• More	Adobe	and	Apple	vulnerabilities

• Smart	devices	denial-of-service	Attacks	and	Internet	of	Things

• The	General	Data	Protection	Regulation	(GDPR)	implementation	
looms	nearer

Trend	Micro



IOCTA

• Encrypting	ransomware	
• Malware	on	mobile	devices
• Darknet forums
• CEO	fraud
• Contactless	cards
• DDoS	attacks
• Data	remains	a	key	commodity	for	cybercriminals



Some	examples	of	everything…

CISP	Cyber	Security	Networking	Event	6th July	2017



Vulnerabilities

Thing/RFID

WiFi/Bluetooth

Cloud





Problem
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Chair
Not	
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Computer

PICNIC



Increase	in	
broadband	and	

wireless	
networks

Centralization	
and	

widespread	
cloud	

computing

Proliferation	of	
IP	devices

Blurring	
work/personal	
‘Bring	Your	

Own’	approach	
to	enterprise	IT

Emergence	of	
potentially	
disruptive	

technologies



Using	Social	Media	for	grooming	the			
unsuspecting

Befriend Engage Confidence Request Deliver Disappear













ISO	27001

• Organisations	of	any	type,	size	or	nature
• Information	Security	Management	System
• Leadership	
• Planning	– identify	&	analyse
• Support	- competent	resources
• Operation	- assessing	and	treating	information	risks
• Performance	evaluation	- monitor,	measure,	analyze
• Improvement	- address	audits	and	reviews



General	Data	Protection	Regulation	(GDPR)

•All	data
•May	2018
•Will	be	part	of	your	working	lives
•Brexit	won’t	change	it
•4%	fine
•Data	is	the	new	oil
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