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Who is talking: Daniel Karrenberg

* 1980s: helped build Internet in Europe
- GUUG, EUUG, EUnet, Ebone, Xes, RIP
* 1990s: helped build RIPE NCC
- 1st CEO: 1992-2000
« 2000s: Chief Scientist & Public Service

- Trustee of the Internet Society, IETF, ...
e 2010s: Chief Scientist

- Interests: Internet measurements, stability,
trust & identity in the Internet, ...
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1 With the depietion of the IPv4 free pool In the APNIC reglon and the Imminent IPv4 free
et pool run out in the RIPE NCC's service region, it is interesting to look at IPv4 allocation
) rales per country 10 see where free pool run out has and will have the most
consequences, in terms of curtailing growth of IPv4 address usage. In this article, we try
to visualise where "the pressure Is on” the most.

2011 was an Interesting year for IP address aliocation. Geoff Huston has a good overview of trends and
analysis. The major miestones were the aliocaton of the last five IPv4 /8 blocks from the IANA 10 the
Reglonal intemet Regisiries (RIRS) and the APNIC region reaching ther final /8.

In this shon article we 00K a bit cioser at the growth In 2011 of IPv4 address space allocated or assgned
1o organisations on a country level, and what this might tell us for 2012, The underying assumption of
this analysis is that growth rates for 2011 will be a rough estimate for the desred growth rates in 2012
(but as usual, results from the past are no guarantee for the future). Where large poo's of alocated and
assigned agdress space already exist, there s more room 1or mproving effcient utiisation of these
resources. The main difference between 2011 and 2012 s that APNIC will be aliocating from thelr final /8
and the RIPE NCC will possibly hit this miestone as well All RIRs have special policies in place for ther
last /8, which restrct the amount of address space each organisation can gel.

Figure 1 shows how much the IPv4 adadress pool handed out from the RIRS 10 organisations in speciic
countries has grown from 1 Jan 2011 10 1 Jan 2012,

el

Fgure 1: Growth of IPvd address pool handed out from the RIRs to entities in specific countries. Countries are
coloured by growth, going from bright green (0% or less) to bright red (20% or more).

All of the RIR regions fyou can find a map of the RIR service regions on the RIPE NCC web sie) tell a
different story.
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RIPEstat: The RIPE NCC Information Toollbox

 Modular and extendable toolbox

- Graphical interface

- One-Stop Shop for Information about IPs & ASNS

RIPE
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* A network of actlve probes measuring the

Internet infrastructure In real-time

e Started in 2010;

currently more than 1300 probes online
© RIPE
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RIPE Atlas

* Network built based on hosts and sponsors

- Probes can be hosted by ISPs, Internet Exchange
Points, individuals...

» User Benefits
- Worldwide network for active measurements
- Measure your network/services from the outside
o Community benefits

- Situational awareness
-Wealth of data
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Example: Reachability of 128.0.0.0/16

Gulf of.
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Network Events / Academic Papers

(8) Christchurch (b) Tohoku

Figuee S: Networks selectod within the estimased maximum radius of im-
pact of the eanthquake (20km for Cheisachurch and 304km for Tohoku), We
based our geolocation oa the publicly available MaxMind Geolite Country

..........
]

. mE |
vu
| | | | | |
"'l"!r"'
[ | !
-

|
1]
|
2:-§-g::4- 1

CLOLeD Y ’Q:‘b't»"b ~b v‘t ’b*b*b%*b%“b’b‘%%“b"b

Chrvistcrurch + Toroku

Figure 6: Measuring the impact of the carthquake on network connectivity
as soen by the sedescope: valoe of & for all setworks within a given range
from the epicemes. The peak valoe 6, reached by 6 can be considered
the magrinude of the impact.

2.00. The second highest value of 8, 1,434, is reached &t 20km. The
Tohoku carthquake induced a &,..- of 3.59 at a distance of 137
kilometers from its epicenter, comsistent with the stronger magni-
tude of Tohoku's carthquake (see Table 1) and news reports regard-
ing its impact on buildings and power infrastructure. Table 3 sum-
marizes these indicators found for both carthquakes,

Chrisichurch | Tohoku
Omaz) a Grem o ot 1
Radius (pue) || 20km 304k

Table 3: Indicators of earthquakes” impact on petwork connectivity as ob-
served by the UCSD network telescope.
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climbs slowly, reaching pre-event levels oaly after a week, whi
correlates with the restorution of power in the Chrisichurch ar
[30].

BGP. Figases 4 and 1] sespectnely show Lme-series of BGP an-
souncements in sgprepae aad for each of the six larper ASes. Fig:
wure 11 shows cach AS re-injecting sets of previously withdraws
roaies, with mos of Sem globally visble within 20 minstes. The
procoss bogas with 2 find siep 2 09:29:31 GMT by 00:56: 11 GMT
sz00¢ than 2500 Egyptian VG are back i= BOP tabiey
arvund the woeld BOP daa suppeits B the key docisions oa e
OOSETVENE COTSOYUON0es.

5.13 Denial-of-service attacks

Azadyvis of the DCSD darknet affic abo allowed os %0 identafy
soere demmal-of acevice atiacks 1o invtationsl sies of the Egypiss

Nurter of datect % por bour

Figure 7: Rate of unique sowrce 1P addresses found in unsolicited tral
reaching the UCSD netwark telescope from metwocks geolocated withi
Pmaz = 20km range from the Chrisichurch canhquake epicenter, T
rate of distinct 1Ps per hour deops imenediately after the carthquake. Pes
before the earthquake were above 140-160 [Pvhour on weekdays (weeke
is om 19-20 February), while the first peak after the carthquake is sligh
sbove 100 [Pudour, Levels remain lower for several days, consisient w
the slow restoration of power in the area,

Figure 8 plots the same graph for IBR traffic associated with t
Tohoku earthquake, within a maximum distance p,,.,, = 3M k
from the epicenter. The much steeper drop in the number of uniq
1Ps per hour sending IBR traffic is consistent with the Tohoku ean
Quake's much larger magnitude than that of the Christchurch eart
quake, In the days after the event the IBR traffic starts to pick
again, but does not reach the levels from before the event duni
the analyzed time interval, also consisient with the dramatic a
lasting impact of the Tohoku carthquake on Northern Japan.
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How Is This Relevant to Government?

e | aw enforcement

- RIPEstat can bring together relevant data for a given
Internet number resource

» Better intelligence on issues like the recent case
concerning DigiNotar fraudulent certificates

* What We're NOT Doing

- Last-mile, consumer broadband measurements

RIPE
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How Can We Help You"/

 \What are YOU interested in?

- These are active projects open to community input

 Jalk to us about what you would like to see!

RIPE
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Questions?
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