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Government Topics of Interest in 2020

e Digital Transformation
 Cloud Strategies
 Data Flows

* Routing Security

Developing a mature digital economy through better understanding and
utilization of the Internet architecture and infrastructure.
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Internet Development Indicators - Benchmarking @)

 Resource Availability

* Domestic Offerings
* International Offerings
e Regional Connectivity

* Routing Security
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Resource Availability

LIRs by country Number of LIRs - 2020-07-26 LIRs with IPv6 - 2020-07-26
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Resource Availability - ASN Growth &

AS numbers

e Clear divide among the T g
Gulf countries, with
significant growth In
Saudi Arabia, Iraq, the
United Arab Emirates
and Kuwait.

ENEEEENEDR
= j®)

» Uptake in recent years in /

enterprise networks such )

as the financial, 40 /
academic and private T T =
sectors. |
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Domestic Offerings - Resilience

Saudi Arabia United Arab Emirates
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Domestic Offerings - Resilience

Iraq Kuwait
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RIS route collectors: 703,677

RIS route collectors. 89,383

Saudi Arabia

71 Other non-SA ASNs: 159,436

INTERLAN: 29,139

COGENT-174: 102,922

LEVEL3: 134,496

Telia: 64,014
B HURRICANE ELECTRIC: 20,987
I SEABONE-NET: 63,984

Opentransit; 39,451
TATA COMMUNICATIONS: 20,357

GTT-Backbone: 43,235

ZAINGP: 33,656

Oman

CMIFIN AN, ., 135

HURRICANE ELECTRIC: 31,423

35 Other non-OM ASNs! 5468
asymplo: 804
Core-Backbone: 3,875

IP-MAX: 779
- KEYADE: 982

LEVELS: 8,287

NTT-COMMUNICATIONS: 25,859

Jl COGENT-174: 4,574

Telia: 6,197

STC-IGW.: 377,940

13 Other SA ASNs.: 4,849

AlRajhiBank.: 1,178
SV-TAMKEEN.: 917
Tagnia_Space.: 1,266

Saudi Arabia: 703,677

MOBILY.: 98,934

ITC.: 74,237 I
KAUST-AS1.: 2,000

Go Telecom.: 87,425

KACST.: 15,570 =

Zain KSA.: 39,361

OMANTEL.: 31,658

Oman: 89,383

Nawras.: 56,406

OMREN.: 1
SAMATFEL - 1318

RIS route collectors: 295,526

RIS route collectors

Kuwait

STC-IGW: 93,649

ZAINGP: 44,238

I GulfBridgeinternational: 28,281

Reliance Globalcom: 17,562

LEVELS: 27,740

TATA COMMUNICATIONS: 33,233

16 Other non-KW ASNs: 14,146

COGENT-174: 6,392
Ooredoo: 10,673

SEABONE-NET: 12,553

Talia* 7 NRQ

KTC3G.: 71,194

Zain Kuwait.: 41,346

Qualitynet.: 44,111
kuwait-data-center.: 29,528

KEMS.: 37,271

Ooredoo Kuwait.: 45,959 |
2 Other KW ASNs.: 344
Agility.: 337
Gulfnet-Kuwait.: 21,801
Tawasul.: 566

Gulfsat Communications - 3,069

Qatar

46 Other non-QA ASNs

COGENT-174

GTT-Backbone

RETN

B SEABONE-NET

SINGTEL-AS-AP

TATA COMMUNICATIONS

Telia

B Reliance Globalenm
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Vodafone Qatar .
GuifBridgeinternational.

Qatar-Foundation.

Qatar Fruindatian . HRKI I

International Offerings - Path Diversity

Kuwait: 295,526

Qatar



International Offerings - Path Diversity

Iraq Bahrain

STC-IGW: 17,682
Etisalat: 21,061
COGENT-174: 54 450 MOC-ALSALAM.: 109,837
Qoredoo: 3,419
Batelco.: 33,801
COGENT-174: 2,805
LEVELS3: 49,785 - -
GulfBridgeInternational: 13,387
RIS route collectors: 240,032 Newroz-Telecom.: 48,760 Iraq: 240,032 \
RIS route collectors: 86,308 TATA COMMUNICATIONS: 5,187 Bahrain: 86,308
Telia: 46,139 \
STC Babhrain.: 33,349
IQNETWORKS.: 40,601
STC-IGW: 19,467
UCOMINT: 15,399
Earthlink-dmcc.: 14,379
TELLCOM: 3,691
1Q-BILADALRAFIDAIN.: 820 Infonas.: 1,802 m
21 Other non-lQ ASNs: 10,895 9 Other IQ ASNs.: 2,441
QematAiwasat.: 881 58 Other non-BH ASNs: 10,582
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United Arab Emirates Yemen

COGENT-174: 2,252

PCCW Global: 1,494
= GTT-Backbone: 1,141

SEABONE-NET: 3.211
Etisalat.: 24 474 COGENT-174:3,424
Tekia: 6,210
Etisalat: 900
BUZINESSWARE - 732
79 Other non-AE ASNs: 14,937 Star Salelite Communications - 662 =
Reliance Globalcom: 3,039
. Vaulsys.: 586 United Arab Emirates: 50,269 '
RIS route collectors: 50,269 PTC-YemenNet.: 15.411
RIS route collectors: 16,976 Yemen: 16,976
LEVEL3: 7311
du.: 16,448 OMANTEL: 2,597
NTT-COMMUNICATIONS: 4,875
RETN: 1,284 14 Other AE ASNs.: 3,648
TEdata: 4,794
Reliance Globalcom: 5,418 SRS
ORIXCOM.: 745
BAMBOOZLE.: 728 TeleYemen.: 1,061
HURRICANE ELECTRIC: 2,064 Emirates NBD.: 826
& Prolexic-DDos-Mitigation-Network: 1,566 SEABONE-NET: 224 Adennet.: 504
. STC-IGW- 504
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Regional Connectivity

 The number of Internet Exchange Points (IXPs) in the region
has gone up. Most of the routes exchanged are domestic.

e Some improvement in regional connectivity, but only at a couple
of IXPs. The focus is still on attracting Content Delivery
Networks.

e Members of IXPs are mostly traditional Internet Service
Providers, with little engagement from other sectors such as

financial, academic or private.

* \While there are more localised services hosted in the region, we
still see packets travelling all over the globe to access them.

Hisham lbrahim | Roundtable for Governments (Middle East) | 15 December 2020

10



Routing Security &

e RPKI Is a security framework that helps network operators make
more informed and secure routing decisions

* Only resource holders with a properly delegated 'right of use’
can generate a digital signature that associates Internet number

resources with their signing.

 Resource users can protect information related to their
delegated resources with a digital signature. Any attempt to alter
this information results in the signature being invalidated.
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Routing Security - RPKI

* The Middle East has seen a large
number of IPv4 transfers over the

past few years. o 200704 Rp—
e RPKI proves the association between
specific IP address blocks or ASNs e st 124
and the holders of those Internet —
number resources. m— r m&om
 The certificates are proof of the —
resource holder's right to use the — =
resources and can be validated
. IPv4 t f ithin, int d out of th
cryptographically. Gulf\;egirsrr: ) Jearr?uV:ry 2014 - November 2020
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RPKI By Country

\ D )\ gt t
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RPKI By Country

RPKI by Country (Multiple Resources)

® Multi-resource

Saudi Arabia * Yemen x

Total

VRPs containing IPv4 prefixes

United Arab Emirates x Bahrain * lrag * Kuwait * OM x Qatar x
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Questions 9
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Benchmarking - AE & KW

W-us

M-or

W-ce

-~

-

W-1r

-

-

[ ¥
Il -ro A
W-ua

W&

Il -5r

Il -ru a

Yv

RIS route collectors: 50,269

United Arab Emirates

COGENT-174: 2,252
= GTT-Backbone: 1,141

SEABONE-NET: 3,211

Telia: 6,210

Y 4356-G
4
W!]TH.= US ‘A' 7 .%.' m
e T878-US 4 .
\ v 3 EOm
e’ 3

¢ pumme L e \
| A
AR /A
Y
AV
NS
b»v*‘f
v Y
el 51 s704-¢
6453-U
)\ ~

Etisalat.: 24,474

BUZINESSWARE .: 732 =

79 Other non-AE ASNs: 14,937 gtar Satellite Communications.: 662 =

LEVELS: 7,311

NTT-COMMUNICATIONS: 4,875

RETN: 1,284

Reliance Globalcom: 5,418

HURRICANE ELECTRIC: 2,064
B Prolexic-DDos-Mitigation-Network: 1,566

Vaulsys.: 586 United Arab Emirates: 50,269

du.: 16,448

14 Other AE ASNs.: 3,648

aconex-emea.: 680

ORIXCOM.: 745
BAMBOOZLE.: 728
Emirates NBD.: 826

Notwnrk Internatinnal - 740 =

B «w
s
B o
B or
- B
B
B o
B

* [ seese RS
: (39386 ]
2 4
E'.‘Iﬁm [ 4134 | ¥ A
159069 i, s oo
2es710) 4 4 < v, EED
= Y (20627 N 4 Em
)\
Em b 4 i % » B3
(3225 B v ¥
b 4 ’ “p
(196921 4 (25122
(8455 | y “
v " ¢ (295354
. 4 > [201736) :
D e | ) [ 242404220 79
(20562 B N (199526] : 29/ 10000 304
(201373 \ e < ¥, (203309
> A 18402 Ai‘ )11 4 »~ A
[an04 ] A/ p-ED :E’-ZJ
fﬁ'.'r‘
: i B A Pt
(1000 4
(150019 im ¥ 1f o 3052
m v
[S7a7s SR b a Y A\ §
T, L mm | em
[ 10926 |
KTC3G.: 71,194
STC-IGW: 93,649
Zain Kuwait.: 41,346
ZAINGP: 44,238

RIS route collectors: 295,526

Kuwait

I GulfBridgelnternational: 28,281

Reliance Globalcom: 17,562

LEVEL3: 27,740

TATA COMMUNICATIONS: 33,233

16 Other non-KW ASNs: 14,146

COGENT-174: 6,392
QOoredoo: 10,673

SEABONE-NET: 12,553

Talia* 7 NRQ

Hisham lbrahim | Roundtable for Governments (Middle East) | 15 December 2020

Qualitynet.: 44,111 ”

kuwait-data-center.: 29,528

KEMS.: 37,271

Ooredoo Kuwait.: 45,959 I
2 Other KW ASNs.: 344
Agility.: 337
Gulfnet-Kuwait.: 21,801
Tawasul.: 566

Gulfsat Communications * 3,069

Kuwait: 295,526
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Benchmarking - BH & QA
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