ISPs in Ukraine
Lessons to Learn




Today, we’ll
be covering:

Internet connection in Ukraine The most important insights
3 (11) years of war influence Best business practices
Networks and equipment What makes ISPs stand.
damage and losses Is there a way out?

Power outages and blackouts (  What did Ukraine learn



Internet Connection
in Ukraine

Interviews with Internet Service Providers

PROVIDERS PROVIDERS’ LOCATION
. 8 NOG UA interviews with local » Irpin, Kyiv oblast
(small and medium-sized) providers; » Nikopol, Dnipropetrovsk oblast
. Topics covered: war and its » Sumy oblast (3 providers)
influence on Internet providers, « Kherson oblast (2 providers)

blackouts, war challenges, current » Kramatorsk, Donetsk oblast
state of a provider Close to frontline/deoccupied




Networks and equipment
damage and losses

-

Severe fiber optic network damage 2-40 km per month is renewed

Subscriber losses Constantly changing number

Equipment & power infrastructure loss The cables, pillars and coouplings suffer the most

Regional-specific damages From 3-second artillery strikes to full airstrikes




Power outages
and blackouts

WHAT WE GO THROUGH

Min 2 hours without electricity
Max 8 hours without electricity

No real maximum during blackouts

CONSEQUENCES

Burned-out nodes
Destroyed telecom bases

Lack of equipment
\> No Internet,

cellular service,

An information vacuum 4/

or signal




The most
iImportant
nsight

Diversification is key. Ukrainian Internet has
been resilient and viable during the full-
scale invasion and blackouts due to its high
level of diversification and interconnectivity




The connection of the backbone data
networks is decentralized.

Most Ukrainian Internet service providers
manage their communication networks
independently.

To enable ISPs to exchange traffic from
their networks and connect to the global
Internet, there are at least 23 Internet
Exchange Points (IXPs) in Ukraine.



KinbKicTb y4aCHUKIB PUHKY

3aranbHa KiNbKiCTb YY4aCHWKIB pUHKY — 3a TUNOM Cy6’eKTIB NigNPUEMHNLBKOT AiSNbHOCTI
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Peectp HKEK, “"Mo4YaTok gisneHOCTI”, cTaHoM Ha Bep2024

. QiznyHi ocobu-nigpuemui
B 0pugnuHi ocobn

Bcboro BMAMMNX yHaCHUKIB
PUHKY*
Ha Q2 2024

4,148

1,530
36.9%

2,618
63.1%

* ove. eknagky "MeTogonoria”

BcbOro y4acHUKIB pUHKY y
CiNbCbKiN MicLEeBOCTI:

1,595

648
40.6%

947
59.4%

dopwma 1-T, Q2 2024

ISPs in Ukraine

Fixed-line Internet access market in Ukraine for the period Q3 2021 - Q2 2024: https://publictableau.com
/app/profile/brdo.ict.sector/viz/uabroadbandinternentaccess-Q32021-Q22024/0_Intro




Interview Quotes

What is happening in Sumy region in the telecom industry?

“There is a lot of interaction. Providers help each other and
share equipment despite the competition. The more players
are in the market, the stronger the connectionis”.

ISP PSTS (Sumy region)




Interview Quotes

If there is no help from the
government/donors or volunteers, how long
will it take for your work to stop?

“We will keep going and enduring. Others wiill

help us. We have invested a lot in our work, so it
will be very painful to lose it.”.

ISP Viner Telecom (Kherson region)




Ukrainian
legislation

Providers of electronic communication
networks and/or services shall immediately
ensure the provision of electronic
communication services in compliance with
the established quality indicators for the list
of facilities, taking into account the possible
absence of power supply at such facilities
for at least three days.




In September-October 2024, the State Tax
Service (STS) began to abolish the simplified
taxation system for small business providers of
fixed Internet access.

Operators under the simplified taxation system

provided Internet access to 41% of all
subscribers, including 51% in rural areas.
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IPs comply with

" the standard thanks to:

Diversification

Respondents mentioned
that diversification is
necessary as well as
support for small
providers, since they are
the ones who work close
to the frontline cities.

Interconnection

Small providers shall unite
and help each other with
equipment and other
things to continue their
work

Bravery

Many respondents
mentioned they’ll continue
their operations until the
very last moment and do
not plan to stop despite
the obstacles




Is there a way out?

| E Effort put (leave it to Ukrainian ISPs!) (E)
Effort

Wayout = ———— (| A State- and non-state actors support (A)

Assistance

W Our today, world’s tomorrow (WA)




What we learned

Foreign
supporters
Legislation review

The power of unity

Internet

Being seen and heard providers

Private
actors
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resilience




Let’s keep Ukraine
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