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1. INTRODUCTION

Motivation

Hypothesis

Contributions
-Chaffing unwanted traffic
-Early message authentication & cross-layer decision 
making
-Going Unnoticed
-Lightweight, fast and scalable protection



1.1. BACKGROUND

-Moving Target Defense (MTD)

-Denial of Service (DoS)

-TCP–Authentication Option (TCP-AO)

-Proxy

-Hash-based Message Authentication Codes (HMAC)

-IPTables



1.1. BACKGROUND – Moving Target Defense (MTD)

Collection of technologies that seek to improve security and 
increase resilience and availability of an application through 
increasing diversity of software and network paths.

Diversity, Shuffling, Redundancy



1.1. BACKGROUND – Denial of Service (DoS)

Targets «AVAILABILITY»

Different variants of DoS:
- Volume based 
- UDP attacks
- ICMP attacks
- HTTP flood
- Slowloris



1.1. BACKGROUND – TCP-AO

Message authentication method

BGP & LDP Sessions

Enhance the Security and Authenticity of TCP segments



1.1. BACKGROUND - Proxy



1.1. BACKGROUND – Hash-based Message 
Authentication Codes (HMAC)

Hash function

Secret Key

Verify data is correct and authentic with shared secrets



1.1. BACKGROUND - IPTables

Configures IP packet filter rules
PREROUTING: Immediately after being received by an 
interface.
POSTROUTING: Right before leaving an interface.
INPUT: Right before being handed to a local process.
OUTPUT: Right after being created by a local process.
FORWARD: For any packets coming in one interface and 
leaving out another.



2. RELATED WORK

MTD is first mentioned by Zhou et al. 

Several uses: MTD approach in CANbus by Bogosyan et al. 
MTD algorithm for space systems by Jenkins et al.

GhostMTD designs a key distribution mechanism (Park et al.)

Kampanakis et al. & Jafarian et al. & Macfarland et al. 
designed MTD approach for SDN

Network-based MTD, NAT implementation that constantly 
changes server properties RPAH by Luo et al.

Survey and classification by Hong et al.



2.1. ADVANTAGES & DISADVANTAGES

Advantages

Early message authentication & cross-layer decision 
making
Hidden from the users of the network
Lightweight, fast and scalable

Disadvantages
Use cases are specific



3. USE CASE
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https://github.com/vs-uulm/2017-SUEE-data-set

3. USE CASE
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4. PERFORMANCE EVALUATION
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4. PERFORMANCE EVALUATION

* Park, J.-G., Lee, Y., Kang, K.-W., Lee, S.-H., and Park, K.-W. (2020). Ghost-MTD: Moving target 
defense via protocol mutation for mission-critical cloud systems. Energies, 13(8).



5. CONCLUSION

A mechanism acting as a transparent router with 
authentication based filtering capabilities

Stateless and easily scalable

Lure adversaries away from the protected resources

TCP-AO like authentication mechanism is adapted to general 
purpose computers
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