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General overview

NMNoTHOCTb HaceneHusa Y3bekucraHa no

Area: 448,978 km?2 MYHMLMNANbHbIM 06pa3oBaHUAM

Mountains: 21%

Deserts: 50-60%

Population: 35.3 million
Density of population: 74.1/km?
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General overview

POPULATION BY AGE GROUP

THE TOTAL NUMBER OF PEOPLE WITHIN EACH AGE GROUP

UVZIBEKISTAN

TOTAL POPULATION AGED POPULATION AGED POPULATION
POPULATION 13 AND ABOVE 18 AND ABOVE AGED 16 TO 64

6 @ &0 WP

33.70 74.6% 66.6% 64.7%

MILLION 25.1 MILLION 22.5 MILLION 21.8 MILLION
° SOURCES: THE UNITED NATIONS; THE US. CENSUS BUREAU JLATEST DATA AVAILABLE IN JAN 2021) gg?nal ‘ HOOtS“'te

https://datareportal.com/reports/digital-2021-uzbekistan
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Basic telecom statistics (the State Statistics Committee) &

Number of mobile Internet users in Jan. 2022: 22 million (91.3%)
Jan. 2021: 89.8%

Total number of Internet users (Jan. 2022): 22,987,200



Mobile Internet affordability (https://www.cable.co.uk) &

Mobile Internet affordability: 15th in the world

Average price of 1 GB:
Over the past year: decreased by 40%
In the last three years: by almost 9 times
Average price: $0.3712

Other countries in the region:

Kyrgyzstan: 6th
Kazakhstan: 16th
Tajikistan: 131st
Turkmenistan: 227th



Telco stats
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Telco stats &

Number of employees of Average number of employees per
communications companies (gov. data) company in telecommunications

— Republic of Uzbekistan 22

16,5

11

5,5

2015 2016 2017 2018 2019 2020 2016 2017 2018 2019 2020 2021

Two trends are struggling:
Active market growth

Its consolidation
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Total length of fibre optic in the country
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UZ Internet speed measurements (Speedtest)

Mobile Aug. 2021 - Aug. 2022 Fixed

Rank Download () Upload (£) Latency Rank Download (*) Upload

1027 2855 11.49 37 o Hie 76.50

Mbps Mbps Mbps Mbps

Internet speed on download (May 2020 - May 2021):

Fixed: 26.45 = 40.54 Mbps (+53.2%)
Mobile: 11.26 = 18.56 Mbps (+64.8%)
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Regional Internet speed measurements
Download speed in Aug. 2022

Kyrgyzstan Kazakhstan

fixed: 48.46 Mbps fixed: 38.22 Mbps
mobile: 20.23 Mbps mobile: 22.07 Mbps
Uzbekistan Tajikistan

fixed: 40.54 Mbps fixed: 31.78 Mbps
mobile: 18.56 Mbps mobile: 7.79 Mbps

Turkmenistan
fixed: 2.18
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GSMA data: overall index score &

Synthetic index of mobile network development in the countries of this region
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Uzbekistan: the fastest growth in the region
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GSMA data: infrastructure &

Indicator of mobile infrastructure development in the countries of this region
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Uzbekistan: still the fastest growth
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GSMA data: network performance

Indicator of network performance in the countries of this region
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Fastest growth: Uzbekistan and Kazakhstan
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GSMA data: content and services

Indicator of content and services maturity in the countries of this region
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Uzbekistan: not that good here
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Uzbekistan mobile internet coverage
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Uzbekistan mobile internet coverage, summarised &

MNoTHOCTb HAaceneHusa Y3beKuctaHa no
MYHMUMUNANbHbIM 06pa3oBaHUAM
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Internet subscribers by region (stat.uz)

Absolute number
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Uzbekistan in the RIPE DB

ASNs: 78
IPv4 prefixes: 188
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IPv6 in Uzbekistan (vyncke.org)
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IPv6 in the region (vyncke.org)

Kazakhstan

M S 2013 M S 204 M S 2015 M S 2016 M S 2017 M S 2018 M S 2019 M S 2020 M S 2021 M S 2022 M

Tajikistan

M S 2013 M S 2014 M S 2015 M S 2016 M S 2017 M S 2018 M S 2019 M S 2020 M S 2021 M S 2022 M

M

M

S 2013

M

S 2013 M

Kyrgyzstan

S 2014 M S 2015 M S 2016 M

Tur

B T e i

S 2014 M S 201§ M S 2016 M

i

S 2017 M

S 2017 M

kmenistan

N
ik

S 2018 M S 2019

i A

W1

M

(| "‘.ll "hvm

S 2020 M

S 2018 M S 2019 M

S 2020 M

S 2021 M S 2022

I
Yl

S 2021 M S 2022

| 1
'1
o

M S

20



Routing stats (by RIPEstat)

At 2022-09-20 20:10
ASNs 46

IPv4s 323
IPv6s 15

seen for Uzbekistan
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Routing stats (by RIPEstat)
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At 2022-09-20 20:10 J-

ASNs 46
IPv4s 323
IPvbs 15

seen for Uzbekistan

SNSV JO #

Ve
v
X
J=
D
—
Q.
il
®
H




Uzbek networks covered by RPKI &

TM: 1.18%
" TJ: 3.85%
R <Z: 7-51%
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IPv4 transfers

I Russian Federation: 15,616

Uzbekistan: 65,280

Ukraine: 1,280
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Uzbekistan.: 75,776

Russian Federation.: 4,864 =

Ukraine.: 1,024 —

Kazakhstan.: 512
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IPv4 transfers

Kazakhastan Kyrgyzstan Turkmenistan

¥ Russian Federation: 5,376

: 57 Russian Federation: 8,192
Russian Federation: 116,480 Kiyteryastan s 50 078

Turkmenistan.: 15,616
Kyrgyzstan: 38,912 Japan: 4,096

Sweden: 106,496 Russian Federation.: 7,680 I

¥ United States: 2,048

United Kingdom.: 4,096 India: 1,024

Romania: 96,000 Kazakhstan.: 515,584 - Ukraine: 1,024 Netherlands.: 1,024 — Brazil: 256

Sweden.: 1,024 ~

I Turkmenistan: 4,096 Russian Federation.: 4,096 I
Iran.: 512

Kazakhstan: 114,432

Tajikistan

Ukraine: 38,912

¥ United States: 18,432 Russian Federation.: ¥ Russian Federation: 2,304
Iran.:

United Kingdom.: Tajikistan.: 13,312
W Iran: 16,384 Spain.:

Bulgaria: 9,216 Czech Republic (the).: Tajikistan: 11,008

Estonia: 16,384

= United Kingdom: 5,120
Germany: 1,024
Hong Kong: 1,024
Virgin Islands (British): 768
Gibraltar: 512
Uzbekistan: 512

- Netherlands: 256
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RIPE Atlas probes in Uzbekistan

Found 27 RIPE Atlas probes in this network:

—

/' Connected (7)

VAbandoned (20)

==
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Overview of top websites &

® Only 2 local
websites are In
foreign DCs:

TOP WEBSITES BY TRAFFIC (ALEXA)

RANKING OF TOP WEBSITES BASED ON TOTAL TRAFFIC VOLUME IN DECEMBER 2020, ACCORDING TO ALEXA®

UZIBEKISTAN

#  WEBSITE TIME / DAY PAGES / DAY # WEBSITE TIME / DAY PAGES / DAY

01 GOOGILE.COM 15M 415 1702 1 VK.COM 7M 215 3.77 _ ku N d al | k uz | N
02 YOUTUBECOM 17M 235 9.86 12 YANDEXRU 6M 165 3.85 H etz ner

03 OLXUZ 13M 475 10.50 13 ESLUZ 2M 265 1.20 .

04 SOLQ.UZ 17M 465 753 14 SOLIQSERVIS.UZ 20M 585 12.00 - d a ryo UZ 1In

05  MAILRU 3M 335 2.76 15  YANDEX.UZ M 575 1.70 D | g Ita I O cearn

06  WIKIPEDIAORG 3M 485 3.10 16 LEXUZ 7M 385 400 ® N o I oca I we bS i tes
07 OKRU AM 118 236 7 GOVUZ 23M 265 480

08  KUN.UZ 5M 00S 292 18 DARYO.UZ 9M 045 4.39 SU p p O I‘t I PVG
09  KUNDALK COM 22M 455 753 19 UZEXUZ 21M 095 15.00

10 GOOGIERU 3M 508 4.76 20  MOVERUZ 6M 435 460

e

SOURCE: ALEXA JJAN 2021). *NOTES: ALEXA' IS THE NAME OF AMAZON'S INSIGHTS ARM, AND DATA SHOWN HERE ARE NOT RESTRICIED 1O ACTIVITIES ON ‘ALEXA’ VOICE PATFORMS vaes WO °
FOR “TIME / DAY* AND “PAGES / DAY* REPRESENT ALEXA'S ESTIMATES OF AVERAGES FOR GIOBALVISITORS, NOT JUST LOCAL MARKET VISITORS. “TIME / DAY" VALUES REPORTED IN MINUTES are, HOOtS“'te $

AND SECONDS ADVISORY: SOME WEBSITES FEATURED IN THIS RANKING MAY CONTAIN ADULT CONTENT. PLEASE USE CAUTION WHEN VISITING UNKNOWN WEBSITES SOC|O'
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UZ content in more detail: banks and news &

® TR No cloud-based
services
(incl. DDoS
mitigation)

antiDDoS @ RU @ Clouds ¢ US




Regional content in more detail: banks and news &
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Data collected and analysed by Emile Aben 29
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Some observations

Uzbek banks rarely use DDoS protection, as opposed to news
websites

Typical situation in the region
Apparently, news sites are popular targets for DDoS attacks

Most news websites are based out of their country, as opposed to
banking websites

Kazakhstan Is an exception

The utilisation of the resources of another country in the region is
almost non-existent

Only one case, in Kyrgyzstan
Surprisingly, just a few cases of Russian cloud usage
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Share of the Web in Inet-traffic in Uzbekistan

® Total Traffic  ® HTTP - Previous 7 Days

Mon Tue

radar.cloudflare.com, data for 13-20 September 2022

Share of web traffic: 35£3% (KZ: 93%x3%, TJ: 100%, KG: 100%, TM: 100%,
typical: 85£5%)

Quite unusual!
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DDoS attacks on Uzbekistan (Cloudflare)

https://radar.cloudflare.com/uz




DDoS attacks from Uzbekistan (Cloudflare)

Destination

https://radar.cloudflare.com/uz
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