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TEST.RU → NS.EXAMPLE.COM →A record → IP → AS

EXAMPLE.COM → NS.EXAMPLE.NET → A record → IP→ AS
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TEST.RU → NS.TEST.RU →A record → IP → AS
NS records Resolve Whois
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Scope and method
InData

IDIDB.RU3

Second level names in .RU, .SU, .РФ: test.ru

TEST.RU →A record → IP → AS
Resolve Whois

TEST.RU →MX record → MX name→ IP → AS
WhoisResolve Resolve
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InData

IDIDB.RU5

Scope and method
Data (not so big, IPv4 only):

~ 5.5 mln zones (resolved to some records);

~ 471000 distinct IPs (v4, NS, MX, A records);
about 11 names per IP (~ 280000 adrs for A records)

~ 8500 AS;

~ 100 CountryCodes seen (by Whois).



  

InData

IDIDB.RU6

AS rating 1 (TOP-13) by Name Servers
by zones*NS count

AS (description) Global routes / IX, RS routes (ididb.ru)

1. AS198610 (BEGET-AS) 10/8
2. AS197695 (AS-REG) 31/15
3. AS9123 (TIMEWEB-AS) 15/7
4. AS48287 (RU-SERVICE-AS) 18/14
5. AS197540 (NETCUP-AS netcup GmbH) 11/nil
6. AS8342 (RTCOMM-AS) 14/10
7. AS25532 (MASTERHOST-AS Moscow, Russia) 6/3
8. AS5537 (RU-CENTER-AS) 6/4
9. AS16276 (OVH) 10/1
10. AS24940 (HETZNER-AS) 9/nil
11. AS13335 (CLOUDFLARENET - Cloudflare, Inc.) 358/6
12. AS50113 (SUPERSERVERSDATACENTER) 31/15
13. AS13238 (YANDEX) 21/11

03/2019



  

InData

IDIDB.RU6

AS rating 2 (TOP-13) by Name Servers
by zones

AS (description) Zones, Global routes / IX, RS routes (ididb.ru)

1. AS197695 (AS-REG) 769777, 31/15
2. AS48287 (RU-SERVICE-AS) 394637, 18/14
3. AS198610 (BEGET-AS) 355902, 10/8
4. AS50113 (SUPERSERVERSDATACENTER) 326542, 31/15
5. AS50245 (SERVEREL-AS) 296688, 7/nil
6. AS197540 (NETCUP-AS netcup GmbH) 296144, 11/nil
7. AS9123 (TIMEWEB-AS) 294800, 15/7
8. AS24940 (HETZNER-AS) 282416, 9/nil
9. AS16276 (OVH) 270762, 10/1
10. AS25532 (MASTERHOST-AS Moscow, Russia) 219825, 6/3
11. AS5537 (RU-CENTER-AS) 201014, 6/4
12. AS8342 (RTCOMM-AS) 184343, 14/10
13. AS13335 (CLOUDFLARENET - Cloudflare, Inc.) 174541, 358/6

03/2019



  

InData

IDIDB.RU7

AS rating – BGP example: AS48287
as seen on IDIDB.RU

04/2019



  

InData

IDIDB.RU8

AS rating (TOP-13) by indirect NS dependency
dependent res.

AS (description)

1.   AS198610 (BEGET-AS)
2.   AS48287 (RU-SERVICE-AS)
3.   AS9123 (TIMEWEB-AS)
4.   AS197695 (AS-REG)
5.   AS13335 (CLOUDFLARENET - Cloudflare, Inc.)
6.   AS8342 (RTCOMM-AS)
7.   AS8391 (KNIPP-AS Martin-Schmeisser-Weg 9)
8.   AS48519 (KNIPP-AMS-AS)
9.   AS25532 (MASTERHOST-AS Moscow, Russia)
10. AS5537 (RU-CENTER-AS)
11. AS49505 (SELECTEL)
12. AS16276 (OVH)
13. AS13238 (YANDEX)

03/2019



  

InData

IDIDB.RU8

AS rating (TOP-13) by indirect NS dependency
dependent res.

1.   AS198610 (BEGET-AS)
2.   AS48287 (RU-SERVICE-AS)
3.   AS9123 (TIMEWEB-AS)
4.   AS197695 (AS-REG)
5.   AS13335 (CLOUDFLARENET - Cloudflare, Inc.)
6.   AS8342 (RTCOMM-AS)
7.   AS8391 (KNIPP-AS Martin-Schmeisser-Weg 9)
8.   AS48519 (KNIPP-AMS-AS)
9.   AS25532 (MASTERHOST-AS Moscow, Russia)
10. AS5537 (RU-CENTER-AS)
11. AS49505 (SELECTEL)
12. AS16276 (OVH)
13. AS13238 (YANDEX)

Mostly due to DNS hostings,
like:

ns1.example.com.,
ns2.example.com.,

- where example.com. is NS-hosted 
in target AS



  

InData

IDIDB.RU9

Overall: NS → A record
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IDIDB.RU9

Overall: NS → A record



  

InData

IDIDB.RU9

Overall: NS → A record

Distributed core: 

registrars, hosters
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Overall: NS → A record

Some “closed” systems
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Overall: NS → A record

Some “closed” systems



  

InData

IDIDB.RU10

NS hosting by country (TOP-10)
Zones*AS*IP_count

1. RU, 11188595
2. DE, 1250465
3. US, 830429
4. NL, 458100
5. FR, 419867
6. UA, 126451
7. GB, 116229
8. BZ, 97929
9. BG, 67212
10. LT, 54639

Name servers are in RU-nets mostly
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~ 1.5 mln zones with foreign NS (27%)



  

InData

IDIDB.RU11

Hosting (DNS A) by country (TOP-10)
Zones*AS*IP_count

1. RU, 3992486
2. DE, 577200
3. US, 501416
4. NL, 128963
5. FR, 87104
6. UA, 48764
7. EE, 36065
8. LT, 20630
9. GB, 16426
10. BG, 7110

Nodes are hosted in RU-nets mostly
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~ 1.2 mln zones with foreign A-target (22%)



  

InData

IDIDB.RU12

Typical relations: large registrar, NS → A record



  

InData

IDIDB.RU13

Typical relations: indirect dependency



  

InData

IDIDB.RU13

Typical relations: indirect dependency



  

InData

IDIDB.RU14

Simple indirect dependency example

Hypothesis:

this is due to 
distributed/fail-over 

DNS

NS



  

InData

IDIDB.RU15

MX delegations



  

InData

IDIDB.RU16

MX delegations



  

InData

IDIDB.RU17

MX delegations to Google AS15169



  

InData

IDIDB.RU

AS rating (TOP-13) by NS with valid DNSSEC
Names*NS

1. AS8342 (RTCOMM-AS), 7425
2. AS13335 (CLOUDFLARENET - Cloudflare, Inc.), 1090
3. AS16509 (AMAZON-02 - Amazon.com, Inc.), 488
4. AS48287 (RU-SERVICE-AS), 388
5. AS197695 (AS-REG), 196
6. AS8391 (KNIPP-AS Martin-Schmeisser-Weg 9), 64
7. AS48519 (KNIPP-AMS-AS), 63
8. AS15169 (GOOGLE - Google LLC), 62
9. AS14061 (DIGITALOCEAN-ASN - DigitalOcean, LLC), 52
10. AS8315 (AMSIO), 44
11. AS24940 (HETZNER-AS), 41
12. AS49810 (KTTRADE-AS), 40
13. AS50113 (SUPERSERVERSDATACENTER), 24

18

.RU, .SU, .РФ
DNSSEC
Zones: 3821
Valid: 3512



  

DATA SOURCES:

RIPE DB – AS data, IP prefixes, Whois, descriptions;

IDIDB.RU – IP ranges, routing, AS-related data, AS “geolocation”, DNS-data;

STATDOM.RU – Domain stats (Technical Center of Internet);

IP2ASN.COM – ASNs, Country Codes, IP ranges;

TOOLS:

Go, Perl, GraphViz.



  

D N S  a n d  I P  A d d r e s s e s  i n  R U n e t

THANK YOU!

Questions?

Александр Венедюхин, фонд “ИнДата”
Alexander Venedioukhin, InData Foundation

https://ididb.ru/
vened@indata.org.ru.

https://ididb.ru/

