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Imagine YouTube Prefix Hijack Incident

 Panic
Lawsuits

Angry customer

No Transactions

Bad for 
your Brand

Where to 
look?



Routing Information Service (RIS) 
Data & Tools
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What is RIS? 
• RIS is a routing data collection platform 

• Collecting BGP data since 1999 

• Up-to-date routing information, as 
opposed to information in databases and 
routing registries 

• Information includes: 
- What is being announced 

- Which prefixes are seen and where 

- Which prefixes are not seen
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23 collectors

1,377 global peers

THANK YOU TO OUR COMMUNITY
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How Can RIS Help Network Operators? 
• Is your prefix getting announced?  

- RIS Live (https://ris-live.ripe.net/) 

- APNIC NetOX (https://netox.apnic.net/) 

• Tools developed by others allow you to set an alert  
- Try out BGP Alerter (powered by RIS Live) https://github.com/nttgin/BGPalerter  

- PacketVis https://packetvis.com/
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https://ris-live.ripe.net/
https://netox.apnic.net/
https://github.com/nttgin/BGPalerter
https://github.com/nttgin/BGPalerter
https://packetvis.com/
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• Provides real-time routing information 

• Enhances network stability 

• Enables proactive management of internet traffic
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Optimise Your Internet Traffic with RIS LIVE 

RIS LIVE
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AS Hegemony in Thailand
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Local 
ASN

Foreign 
ASN

• As seen by BGP data 

• Size shows the importance of the 
network 

• Many networks in Thailand are 
dependent on AS4651 and AS6939

Data based on Hegemony method: https://labs.ripe.net/author/
romain_fontugne/as-hegemony-measuring-as-interdependence/ 

https://labs.ripe.net/author/romain_fontugne/as-hegemony-measuring-as-interdependence/
https://labs.ripe.net/author/romain_fontugne/as-hegemony-measuring-as-interdependence/
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Come Peer With Us



RIPE Atlas 
Monitor your network and  

Keep your customers’ latency low
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RIPE Atlas
• RIPE Atlas is a global active measurements platform, funded by 

RIPE NCC members and sponsors 

• Goal: view Internet reachability 

• Probes hosted by volunteers, using a credit system 

• Data is publicly available 

• atlas.ripe.net
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Where to 
look?

http://atlas.ripe.net
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Run RIPE Atlas Tests
• More than 12,000 probes connected 
• More than 3,000 ASNs globally 
• 346 in South East Asia
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• •

RIPE Atlas

Measurement types
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PING
TRACEROUTE

DNS

HTTP (anchors)
SSL/TLS

NTP

GUI
API

CLI TOOL

Accessible via
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Security and Privacy

13

Trust material (regular server address, keys) 

No open Ports; initiate connection; NAT is OK 

Doesn’t listen to local traffic/ No snooping 

Measurements
No passive measurements 

Initiated by probes via SSH connections from probe to server 

Code of measurements publicly available

 Probes
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• High latency - impatient gamers 
• Gamers from different networks 
• Realtime application, unpredictable
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•

Some Problems

•
 Mbappe 
 Online gaming company   
 Runs own LAN 
 Users from around the world 
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Issues Spotted!

•
Talk to your peers, ISP or any that can help improve RTT

 High latency 
 identified

 Lower latency after debugging
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Hooray Moments!
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Improve Performance

Shorter path is selected, better latency, reliability & 

security

Service desks RIPE Atlas ❤ GUI

 To validate findings

 Control & Flexibility

 Repeat tests as much as you need!
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RIPE Atlas 

Probe 
Hosts

Supporters 
& Partners

Developers & 
Github Contributors

Sponsors

Ambassadors

Researchers

Local 
Organisations & 

NOGs

Thank you!
• Within Asia Pacific (APAC) region 

we work closely with APNIC, ISOC, 
NSRC and many local ambassadors 

• Interested in a workshop? Contact: 
https://academy.apnic.net/en/contact 

https://academy.apnic.net/en/contact


A view into  
Thailand and South East Asia
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RIPE Atlas in South East Asia
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• Data from 20 May 2024
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Let’s Cover These (Eyeball) Networks in South East Asia 

Prototype Tool

https://observablehq.com/
@ripencc/ripe-atlas-
network-coverage 

https://observablehq.com/@ripencc/ripe-atlas-network-coverage
https://observablehq.com/@ripencc/ripe-atlas-network-coverage
https://observablehq.com/@ripencc/ripe-atlas-network-coverage
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RIPE NCC Tools and Services 

Indonesia

https://observablehq.com/@ripencc/ripe-atlas-network-coverage?country=BW,LS,NA,SZ,ZA&search=38742&labels=notCovered&columns=4&spacing=4&radius=90
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 Finding Anomalies within Country IXP JEDI

22

South Africa

A
S9

29
9

https://jedi.ripe.net/history/2024-03-01/TH/ixpcountry/index.html 

Kenya

Indonesia

Prototype Tool

• Data from 1 March 2024

Thailand

https://jedi.ripe.net/history/2024-03-01/TH/ixpcountry/index.html
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https://observablehq.com/@ripencc/atlas-latency-worldmap 

World Latency Map 
AS17552 True OnlineMinRTT

Prototype Tool

Latency within 50ms

https://observablehq.com/@ripencc/atlas-latency-worldmap
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Let’s zoom in Prototype Tool

 Are these networks important to you?

Networks in your Neighbourhood  
as seen through RIPE Atlas probe



Lia Hestina | ThaiNOG 6 | Bangkok 25

MinRTT
Your network neighbourhood as seen through RIPE Atlas

Try your probe here

https://observablehq.com/
@ripencc/atlas-probe-

neighbourhood?

NOTE: MinRTT is a prototype tool, with its limitation.  
Be sure to install RIPE Atlas (SW) probes in different locations to have 

a representative data visualisation and see the difference
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Some Reasons to Love RIPE Atlas

26

 Fair Use/

 Non Monetary

Global Coverage

Regular third-party security review

Non-profit organisation

Volunteers: End Users

Measurement results open to all

By the community for the 
community

12,000 Probes

Trusted Source

Safe & Secure

Open Data

Community Driven
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What’s Next?

Redeem 500K 
Voucher 

THAINOG6
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 Create a RIPE Access ACCOUNT
 INSTALL RIPE Atlas (SW) strategically

 Start testing, MONITOR your network performance
 Network in Thailand? PEER with RIS*

 Did your probe disconnect? Reconnect it!
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Install SW Probes Now in these Platforms
• Software packages that work like regular probes 

• Most installation instructions are available in 8 languages

https://www.youtube.com/watch?v=8uvzE6bhks4&t=52s 

https://atlas.ripe.net/docs/howtos/software-probes.html 

https://www.youtube.com/watch?v=8uvzE6bhks4&t=52s
https://atlas.ripe.net/docs/howtos/software-probes.html


Live Demo
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Install SW Probes in CentOS 7/8 Binary (RPM) in 5 minutes

https://youtu.be/SNecvbNYi20?feature=shared https://atlas.ripe.net/docs/howtos/software-probes.html 

https://youtu.be/SNecvbNYi20?feature=shared
https://atlas.ripe.net/docs/howtos/software-probes.html
https://www.youtube.com/watch?v=SNecvbNYi20
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Don’t have machine/VM/server that run CentOS? 
Install SW probe in a Raspberry PI in 15 minutes



Getting started! 
Live Demo Using the New UI
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NEW: RIPE Atlas Dashboard
• Everything on your dashboard 

• ‘Quick Look’ measurement 

• Consists of individual cards  

• https://atlas.ripe.net/ 

https://atlas.ripe.net/


Before you create a measurement of your own, search an existing one! 

Go to the RIPE Atlas Measurements page and search for a measurement to an IP or  
prefix you know. 

Once you have found the measurement, click on it to view more information. 

Here are some things you can do: 

- Analyse the results of the measurement to identify trends or patterns 

- Compare the results of the measurement to other measurements 

- Troubleshoot network problems 

- Track the performance of a network over time 

https://atlas.ripe.net/measurements/public?id__gt=1000000&is_public=true&sort=-

1) Search for a Measurement

https://atlas.ripe.net/measurements/public?id__gt=1000000&is_public=true&sort=-id&toggle=all&page_size=100&page=1


You now know enough to create your own measurement! 

Get started by doing the following: 

• Choose a target and define your goal: what do you want to find out? 

• Choose the probes from locations of interest for you 

• Create the measurement and wait for the results 

• Analyse the results and see what you discover! 

• https://atlas.ripe.net/measurements/form/ 

2) Create a measurement

https://atlas.ripe.net/measurements/form/


Remember…
Here are some questions to help you analyse the results: 

• Are the results what you expected? 

• Do any patterns or anomalies appear in the data? 

• How do the results compare over time or from different vantage points? 

• What conclusions can you draw and how might this data be useful?



Questions • ?
lhestina@ripe.net 

atlas@ripe.net



• RIPE NCC Internet Measurements 
https://www.ripe.net/analyse/internet-measurements/ 

• APNIC Labs 
https://labs.apnic.net/measurements/ 

• Internet Society 
https://www.internetsociety.org/action-plan/measuring-the-internet/ 

• Center for Applied Internet Data Analysis (CAIDA) 
https://www.caida.org/ 

• M-LAB 
https://www.measurementlab.net/

Other Resources
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•

•

•

Use Cases
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Detecting DNS root manipulation
https://labs.ripe.net/author/qasim-lone/

detecting-dns-root-manipulation/ 

•

DNS vulnerability, configuration 
errors that can cause DDoS 

https://labs.ripe.net/author/giovane_moura/dns-
vulnerability-configuration-errors-that-can-

cause-ddos/

The Kazakhstan outage  
as seen from RIPE Atlas

https://labs.ripe.net/author/emileaben/the-
kazakhstan-outage-as-seen-from-ripe-atlas/ 

A distributed view of the Internet
https://labs.ripe.net/author/alun_davies/ripe-

atlas-a-distributed-view-of-the-internet/ 

https://labs.ripe.net/author/qasim-lone/detecting-dns-root-manipulation/
https://labs.ripe.net/author/qasim-lone/detecting-dns-root-manipulation/
https://labs.ripe.net/author/giovane_moura/dns-vulnerability-configuration-errors-that-can-cause-ddos/
https://labs.ripe.net/author/giovane_moura/dns-vulnerability-configuration-errors-that-can-cause-ddos/
https://labs.ripe.net/author/giovane_moura/dns-vulnerability-configuration-errors-that-can-cause-ddos/
https://labs.ripe.net/author/emileaben/the-kazakhstan-outage-as-seen-from-ripe-atlas/
https://labs.ripe.net/author/emileaben/the-kazakhstan-outage-as-seen-from-ripe-atlas/
https://labs.ripe.net/author/alun_davies/ripe-atlas-a-distributed-view-of-the-internet/
https://labs.ripe.net/author/alun_davies/ripe-atlas-a-distributed-view-of-the-internet/

