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1 Executive Summary

1.1 Introduction

Between August 3, 2020 and September 25, 2020, Radically Open Security B.V. carried out a code audit for Réseaux IP
Européens Network Coordination Centre.

This report contains our findings as well as detailed explanations of exactly how ROS performed the code audit.

1.2 Scope of work

The scope of the code audit was limited to the following target(s):

*  RPKI-Core
*  Publication Server
s HSM module

The scoped services are broken down as follows:

+  Code audit specified targets: 14 days
*  Reporting: 3 days

+  Extension: 2 days

+  Total effort: 19 days

1.3 Project objectives

ROS will perform a code audit with RIPE NCC of the RPKI-core and publication server code bases, as well as the
software component that interfaces with the HSM. The audit is intended to gain insight into the compliance of various
RFCs comprising the RPKI technology as well as the security of RPKI-core, publication server and HSM interface
module.

1.4 Timeline

The code audit took place between August 3, 2020 and September 25, 2020.

Radically Open Security B.V.
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1.5 Results in a nutshell

All RFCs for RPKI-core and the publication server have been implemented. Regarding the RPKI-core 19 issues have
been identified that constitute either a deviation from an RFC, or otherwise constitute a risk to the confidentiality,
availability or integrity (CIA) of the system. Regarding the RPKI publication server, 9 such issues have been found. With
respect to the HSM, 4 issues have been found that may constitute a risk to the CIA of the RPKI system.

1.6 Methods

The components have been tested for compliance with the identified RFCs. The implicit assumption here is that the
RFCs are soundly designed. In other words, if a design flaw in the RFCs themselves would lead to a security problem
when implemented correctly, this would naturally be reflected in the implementation, even with 100% adherence. The
RFCs have NOT been reviewed for inherent problems; they have been assumed to be designed correctly.

This project consists of three components:

1. RPKI-core, which implements the core functionality of the RPKI.
2. The publication service that exposes RPKI material to the relying parties
3. The Hardware Security Module (HSM), which is used to generate and store key pairs for the Trust Authority (TA)

In order to determine correct implementation, first it was necessary to identify the RFCs related to RPKI. This was
done by using RFC6480 as a vantage point and fan out over its several RFCs that make up the components of this
infrastructure. These RFCs were cross-referenced with RIPE's CPS to check for overlap.

Once a general overview of what is involved with RPKI was obtained, we could begin with the analysis of the RPKI-
core code base. The analysis started with determining the entry points of the application: APIs, web forms, etc. Once
these were identified, we carried out a structural analysis to trace and map out each code path. As a more detailed
understanding of the application was attained, several components that play a role in the RPKI implementation were
identified.

The next step was to structure the attained knowledge by grouping it by RFC. The would allow an RFC-by-RFC analysis
and would make it possible to determine if or to what level the RFC are implemented.

Taking each RFC as a starting point, the appropriate software components were identified and meticulously traced, so
that they could be held up against the specification by the RFC. In addition, unit tests were consulted to attain insight into
the operation of every component.

HSM-specific

There is relatively little code that interacts with the HSM. The code that is in place copies keys from the HSM into a
database. This code has been reviewed. Furthermore, the component that does the copying uses bespoke software
from Thales. This library has been decompiled and analysed for anomalies.

Executive Summary



External libraries
The RPKI-core component relies heavily on the bouncy castle (BC) cryptographic library. As this library forms such an

important part of the RPKI functionality, it has been considered in scope with respect to the functions that are actually
used by RPKI-core. Unused functions are considered out of scope. RPKI core uses the native Java x509 implementation
to represent x509 certificates. All native Java libraries have been considered out of scope. Other external libraries,
where relevant, have been considered out of scope, although some research has been done into where they may form
a problem to the confidentiality, integrity or availability of the component. In short, we tried to find out if any of the used
components carried known vulnerabilities,
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z Results

2.1 Overview
All RFCs have been analysed in a section-by-section fashion in order to determine compliance to the RFC and to identify
security problems. The vast majority of all sections covered show no issues and therefore do not show up in the results.

The sections that have been found to have issues are listed in the 'Findings' section for that RFC. These should be given
priority when following up on the report. Where there are remarks associated with a specific section - €.g. when a section
is deemed to be out of scope, or when an implementation complies with the RFC, but implicitly rather than explicitly -
they are noted in the "Section-specific Remarks" section.

General remarks regarding the RFC are listed in the "General Remarks" sections.

Pentesting tips - such as what to focus on, or approaches to attack part of the application - are either noted in the
"General Remarks" sections or in a section of their own.

Finally, if there is an issue or comment about a specific paragraph of an RFC section, this portion of the text is included

as a blockquote, with any remarks listed below:

Example text to shown how paragraphs of sections of the RFCs are represented in the report.

+  Thisis an example remark about the above block

Itis recommended to read the results carefully, and not only focus on the issues. Each section contains comments and
recommendations that provide additional information.

Regarding the RPKI-core and publication server, the following RFCs have been identified. This table also includes the
number of findings associated with each RFC:

Component RFC # of issues

| RPKI core RFC 3779 (page 10) 0
RPKI core RFC 5280 (page 11) 5
RPKI core RFC 5652 (page 14) 2
RPKI core RFC 6480 (page 16) 0
RPKI core RFC 6481 (page 17) -
RPKI core RFC 6482 (page 17) 2
RPKI core RFC 6484 (page 18) 2
RPKI core RFC 6485 (page 20) 1
RPKI core RFC 6486 (page 20) 3
RPKI core RFC 6487 (page 22) 0
RPKI core RFC 6488 (page 25) 4
RPKI core RFC 6489 (page 26) 0
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RPKI core RFC 6490 (page 27) 3
Publication server RFC 8181 (page 29) 7
Publication server RFC 8182 (page 31) 2
Hardware Security Not bound to RFC 4
Module (HSM) (page 33)

2.2 RFC 3779 - X.509 Extensions for IP Addresses and AS Identifiers

2.2.1 Findings

*  No findings

2.2.2 General Remarks

+  The unit test for the validator (x5@9ResourceCertificateParentChildvalidatorTest) contains only
one test case that checks for an invalid resource set. There should be more, containing more elaborate test cases.
+  The unit tests with regard to validation should be expanded. For instance, vary the root certificate. Ideally, each

permutation should have a test case.

2.2.3 Pentesting Tips







