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Route Origin Hijacks

Prefix P1
AS 5

Prefix P1
AS 1

Valid Route Hijacked Route
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Qasim Lone | IMD 2024 | 29 May 2024



BGP Incidents

e Cloudflare Radar reported more than 47K BGP incidents in past
year (May 2023- May 2024 )
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RPKI

e RPKI helps prevent route origin hijacks, whether due to
misconfigurations or by malicious actors

&

e Used to validate the origin of BGP announcements

Is the originating ASN authorised to originate this particular prefix?

e Has two parts:
- Signing own prefixes (ROA = Route Origin Authorisation)

- Verification of others' announcements (ROV = Route Origin Validation)
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RPKI-ROV History of Unigue Prefix-Origin Pairs (IPv4)
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ROA Coverage
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ROA Coverage (IPv4)
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Measuring ROV

* We used RoVISTA to analyse deployment of ROV across
Central Asian countries

&

- ROoVISTAT? calculates the scores based on the number of RPKI-invalid prefixes that an
AS can reach. We used a more inclusive approach where we classify an AS as having
implemented ROV if its score is greater than 0, indicating any level of ROV
deployment.

e Collateral benefit:

- We assessed ROV impact from the perspective of network centrality, utilising the AS
Hegemony 2 methodology, which measures the centrality of autonomous systems
within a country.

- The methodology measures the common transit networks to a local AS and how much
this AS relies on these transit networks based on BGP data. AS hegemony values
range between 0 and 1 and indicate the fraction of paths crossing a node.
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Uzbekistan
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Kazakhstan
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Kyrgyzstan
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Conclusion

* While strides have been made in RPKI deployment and routing
security, there is a significant disparity in technology adoption
rates across the region.

* Arecent example is from the US FCC's recent fact sheet, which
proposes that network providers report on their BGP risk
mitigation progress, including status and plan for deployment of
ROA and ROV.

* RIPE NCC Survey 2023 show that a primary barrier to RPKI
iImplementation is unfamiliarity with the technology.

- RIPE NCC Academy offers a variety of courses, trainings, and webinars to help
stakeholders learn more about RPKI (visit academy.ripe.net)
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