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DNSSec at glance 

•  Root is signed and deployed 
•  Some TLDs are signed 
•  Some (few!) registrars are DNSSEC-

aware 



Cryptic cryptos 

•  Cryptography is a sensitive field 
•  Cryptography is monitored and controlled 

by governments 
•  There are different specific laws and rules 

in different countries which should be 
followed simultaneously 



GOST cryptography 

•  ГОСТ 28147-89, ГОСТ Р 34.10-2001, 
ГОСТ Р 34.11-94 

•  Certified implementations should be used 
for public services and/or personal data 
handling in Russia 

•  RFCs 5830, 5831, 5832 



GOST in DNSSEC 

•  RFC 5933 – Standard Track 
•  RRSIG algorithm code – 12 
•  DS algorithm code – 3 
•  Fully featured DNSSEC set of  GOST 

algorithms 



GOST implementation 

•  OpenSSL 1.0.0a and later (implemented 
by Cryptocom) 

•  Unbound 1.4.6 – enabled by default 
•  Bind 9.7.0-P2 – with  Cryptocom patch 



 DNSSEC with GOST in the wild 

•  . (root is  RSA signed) 
•  TLD .org (is  RSA signed)  
•  dnssec-with-gost.org (is GOST signed) 

•  gost.dnssec-with-gost.org (is GOST signed) 
•  rsa.dnssec-with-gost.org (is RSA signed) 



RSA-GOST chain – OK! 



RSA-GOST-RSA chain – OK! 



How to switch it on? 

•  Unbound 1.4.6 + ldns – ready now! 
•  bind 9.7.0-P2 with Cryptocom patch 

(integrated in 2011) 
•  Cryptography 

•  Open version – OpenSSL 1.0.0a 
•  Certified version – “MagPro DNS” by Cryptocom 

•  OpenDNSSEC (support for GOST in 2011) 



DNSSEC in Russia 

•  All main DNSSEC services with GOST are 
provided 

•  Certified GOST DNSSEC is also available 
•  Waiting for DNSSEC GOST-capable 

support in .RU, .SU and .РФ TLDs 



Questions? 

v.dolmatov@hostcomm.ru 
www.cryptocom.ru/dnssec 


