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@ RIPE NCC

J RIPE NETWORK COORDINATION CENTRE

MINIMISING IMPACT

When Incidents Occur With RIPE Atlas
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RIPE Atlas

* RIPE Atlas is a global active measurements platform, funded by RIPE
NCC members and sponsors

* Goal: view your Internet reachabillity from outside
* Probes hosted by volunteers, using a credits system
* Data is publicly available

atlas.ripe.net
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http://atlas.ripe.net

RIPE Atlas

Accessible via Type of measurements

PING
TRACEROUTE

= DNS

API
CLI TOOL

NTP
SSL/TLS
HTTP (anchors)




Run RIPE Atlas tests

More than 12000 probes connected globally
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How do you minimize impact

I @

Escape Gear up Action
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Some Problems

* High latency - Impatient gamers
* (Gamers from different networks
* Realtime application, unpredictable

Mbappe

Online gaming company
Runs own LAN
Users from around the world

Lia Hestina | AIS 23 | Johannesburg



How do you minimize impact &

* Strategic Deployment: Install RIPE Atlas probes strategically
* Continuous Monitoring: Conduct ongoing measurements
°* Abnormality Alerts: Set up alerts for deviations from normal measurements

Gear Up

* Anomaly Detection: Identify network issues swiftly.
* Latency Assurance: Debug and maintain low latency.
* Performance Showcase: Impress customers with network performance.

¥ N

Action
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Issues spotted!
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Hooray Moments!

Improve Performance
Shorter path is selected, better latency, reliability & security

Control & Flexibility

Repeat tests as much as you need!

Service desks RIPE Atlas ™" GUI

To validate findings
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A view Into
South Africa and Kenya
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Tools to check your Network Performance
(Prototype)
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Origin (ASN or ix-ID) Date Address Family Protocol Aggregate function
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https://observablehq.com/@ripencc/atlas-latency-worldmap
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https://observablehq.com/@ripencc/atlas-latency-worldmap

MInRTT

Your network neighbourhood as seen through RIPE Atlas

Try your probe here

https://observablehq.com/
@ripencc/atlas-probe-
neighbourhood?
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3. Finding anomalies In Min. RTT explorer (@)
Observed by Probe 22471 in AS9299
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Country IXP Jedi
Keeping traffic Local



3. Finding anomalies in Country IXP JEDI

Local IXP found: YES, out-of-country IPs: YES
Local IXP found: NO, out-of-country IPs: YES
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https://jedi.ripe.net/latest/PH/ixpcountry/index.html?ASNS=all&ipv=v4

We’d like to instali
probes in these ASNs
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RIPE Atlas probe coverage
Showing ASNs covering at least 1% of the country's population (2023-08-15)

ASN is not covered
ASN has at least 1 probe

AS37642
AsSP AR’
AS327776
AS37678
AS37057 I
AS36963
Botswana Lesotho
AS37014
AS328144
AS5713
AS19711
AS37053
AS29975
AS37168
AS328169
AS328471
AS16637
- AS36994 .
eSwatini South Afri...
AS327765
AS37105

AS36999

N A o

Namibia
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More reasons to love RIPE Atlas %)

<D

Fair Use/ &§
NON Monetary @ 7 4
A\-/

Safe & Secure Regular third-party security review

PNl Global Coverage

Non-profit organization
LLCEC S DI \/olunteers: End Users

Open Data Measurement results open to all

L From the community & RIPE NCC
S uUBLINAMUELIN for the community
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What do you do now?

Il Create RIPE NCC Access ACCOUNT

YAl INSTALL RIPE Atlas probe strategically

K Start testing, MONITOR your network performance
4

Got a disconnected probe? Reconnect!

Lia Hestina | AIS 23 | Johannesburg

Redeem This Voucher

AlS23JB

g
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How do you minimize impact &

* Strategic Deployment: Install RIPE Atlas probes strategically
* Continuous Monitoring: Conduct ongoing measurements
°* Abnormality Alerts: Set up alerts for deviations from normal measurements

Gear Up

* Anomaly Detection: Identify network issues swiftly.
* Latency Assurance: Debug and maintain low latency.
* Performance Showcase: Impress customers with network performance.

¥ N

Action
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Questions 9

lhestina@ripe.net

atlas@ripe.net



mailto:atlas@ripe.net

We’d like to instali
probes in these ASNs
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RIPE Atlas probe coverage

Showing ASNs covering at least 1% of the country's population (2023-09-12)

ASN is not covered
ASN has at least 1 probe

AS36924 AS37090 AS36924
AS36974
AS37526
B I B J AS37424 C I
Burkina Fa... AS37136 Benin Céte d'Ivo...
AS37190
AS3ASARS140 ABSBIE65
AS37323 AS37612
AS37309
AS37552
Gambia Guinea Guinea-Bis...
AS25250
AS37461
AS37524 AS327769
ASH2REBH49 AS379u2130 76
AS37541 AsEPY
Jp— AS328309
AS37508
AS37531
o . AS36873 o
Mauritania Niger Nigeria
AS29544
AS37233
59
Asﬁw AS37229
AS37649
S N I G AS24691
AS36924

Senegal

Togo

AS29571

AS29465

AS37575

AS327862

CV

AS37517

ASA387263

AS37410 I R

Liberia

SH

AS33763

AS37030

GH

Ghana

AS29614

AS30986

AS328253

M L AS3

AS37094 Mali

ARG

AS328297 S L ASS

Sierra Leo...



We’d like to instali
probes in these ASNs
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RIPE Atlas probe coverage
Showing ASNs covering at least 1% of the country's population (2023-09-12)

ASN is not covered
ASN has at least 1 probe

ASSBB63 6924
AS36907 AS32F138 AS2

AS37020  AS37451 AS37463
AS37447
AS37119
Angola Dem. Rep. ... Congo
AS36924
AS328943
AS37453 AS37550
AS327975
AS37616
AS327756
AS36912
AS36924
Cameroon Gabon AS16058 Chad
AS30992
AS327802




We’d like to instali
probes in these ASNs
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RIPE Atlas probe coverage
Showing ASNs covering at least 1% of the country's population (2023-09-12)

ASN is not covered
ASN has at least 1 probe

AB833%889
AS37336

DJ ER

Burundi Djibouti Eritrea
2
AS327799 AS30990 AS30987
AS30689 AS37303 AS37622
AS21744 AS30999
AS13771
AS6639
KY s MG MU
AS16705 Madagascar
AS199140 124
AS3DY AS132513
AS327697 AS40065
AS37343
RE RW SC
AS36924
Rwanda AS36958
AS37228
9 7 As2RBg8844
ASSPREA4 8999
AS15399 AS%é?
AS36908 AS37113 AS37154
AS327885 AS20294
I Z U G Z M AS37287
Tanzania Uganda Zambia
AS36962
AS37035

ASZEBH3835

ET

Ethiopia

KM

AS36939
ASHSBRPIH0
AS36945
AS37294
MW = MZ
Malawi Mozambique
AS37342
AS37440 S373
ASA$E3§319
AS328469
AS37594
AS37563
AS37371
AS37376
Somalia S. Sudan
AS37473
AS328250 AS328755



Use Cases

A distributed view of the Internet

https://labs.ripe.net/author/alun davies/ripe-
atlas-a-distributed-view-of-the-internet/

Detecting DNS root manipulation

https://labs.ripe.net/author/gasim-
lone/detecting-dns-root-manipulation/

G5

The Kazakhstan outage

as seen from RIPE Atlas

https://labs.ripe.net/author/emileaben/the-
kazakhstan-outage-as-seen-from-ripe-atlas/

DNS vulnerability, configuration
errors that can cause DDoS

https://labs.ripe.net/author/giovane moura/dns-

vulnerability-configuration-errors-that-can-
cause-ddos/
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