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« Global active measurements network consisting of
thousands of probes

e Data publicly available via Internet maps and API

Michela Galante - LACNIC 23 - May 2015 . RIPE
NCC



May 2015 RIPE Atlas | 3

Country Probes
e 8,200+ probes connected |
Brazil 51
e 150+ probes in LACNIC region Argentina 27
Chile 24
Uruguay 15
e 5,000+ active users in the last quarter Mexico 9
Dominican
e 2,500+ results collected per second Republic 8
. Venezuela 6
e 35,000+ customised measurements Trinidad and
K| Tobago 5
weekly Peru 4
Guatemala 4

* Five types of customised measurements
available to probe hosts: ping, traceroute,
DNS, SSL, NTP (new)

5 RIPE
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New Features RIPE Atlas | 4

 RIPE Atlas streaming: a new architecture that
allows users to receive measurement results as
soon as the probes send them
« Real-time measurement results and connection events
e Can specify filters
« Possibility to replay history (prototype)
- https://atlas.ripe.net/docs/result-streaming/

- Results from RIPE Atlas hackathon:
https://labs.ripe.net/Members/becha/ripe-atlas-hackathon-

results

) RIPE
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e Impact of IXPs on keeping traffic local

https://labs.ripe.net/Members/emileaben/measuring-ixps-with-ripe-atlas

https://labs.ripe.net/Members/emileaben/measuring-countries-and-ixps-in-
the-see-region

http://sg-pub.ripe.net/emile/ixp-country-jedi/CL+AR-2015-04/geopath/
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« New measurement type: NTP

https://labs.ripe.net/Members/philip homburg/ntp-measurements-with-ripe-atlas

Create a New Measurement

Step 1 Definitions

Please select the type of measurement you want to create

[S&8p2) Probe Selection

| y ‘
|

[SEp8) Timing

> Measurement API Compatible Specification

RIPE
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Host a Probe or Anchor! RIPE Atlas | 8

e For individuals:

- Create a RIPE NCC Access account

- Go to https://atlas.ripe.net/apply

- You will receive a probe by post
- Register your probe
- Plug in your probe
e For organisations:
- Host an anchor https://atlas.ripe.net/anchors/apply/
- Sponsor RIPE Atlas
e Find out more Iin your language:

- http://www.lacnic.net/web/lacnic/ripe-atlas

Michela Galante - LACNIC 23 - May 2015
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 Anchors: stable targets and powerful probes

» Benefits of hosting an anchor:

- External view of your own network -
all other anchors measure you

- 400 probes also target each anchor
with ongoing measurements

119 RIPE Atlas anchors
- LACNIC will sponsor 10 -

Michela Galante - LACNIC 23 - May 2015




Visualising Anchoring Measurements RIPE Atias | 10

e Seismograph:

- https://labs.ripe.net/Members/massimo candela/seismograph-user-guide

- Multiple ping measurements in one view

- Stacked chart and interactive control panel
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Some RIPE Atlas Anchor Hosts (20 / 110) RIPE Atlas | 12
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Ambassadors RIPE Atias | 13

e [f you want to...
- Help distribute probes outside RIPE NCC service region

- Give workshops, tutorials and promote RIPE Atlas

e To become an ambassador:

- https://atlas.ripe.net/get-involved/become-a-ripe-atlas-
ambassador/

- email mcb@ripe.net: we will ship you some probes

Michela Galante - LACNIC 23 - May 2015 . & RIPE
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RIPE Atlas in LACNIC Region RIPE Atias | 14
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We Need Your Help!

RIPE Atlas | 15
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Become a Sponsor! RIPE Atias | 16

e Benefits:
- Promotion on RIPE Atlas website

- Community recognition

- Double credits for every probe distributed

« Become a SPONSOIr.

https://atlas.ripe.net/get-involved/become-a-sponsor/

e Current sponsors:

< ) ASS4c88 e
GEANT COMCAST
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RIPE Atlas Community GitHub

RIPE Atlas | 18

« Programmers contribute analysis code:
https://qgithub.com/RIPE-Atlas-Community/

e Measurements source code available

https://labs.ripe.net/Members/philip homburg/ripe-atlas-

measurements-source-code

Michela Galante - LACNIC 23 - May 2015
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ContaCting RIPE Atlas RIPE Atlas | 19

e https://atlas.ripe.net

» Mailing list for active users: ripe-atlas@ripe.net
« Roadmap: http://roadmap.ripe.net/ripe-atlas/

 Articles and updates on RIPE Labs:
https://labs.ripe.net/atlas

» Questions: atlas@ripe.net
o Twitter: @RIPE_Atlas and #RIPEAtlas

Michela Galante - LACNIC 23 - May 2015 . & RIPE
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Root Name Server Measurements RIPE Atlas | 22

japal‘l ap) 94 connected, 9 disconnected,
« Which instance is queried? Adress Famiy: (AL_3)

Filter by ASN, prefix, or country:

- Per country
- Per ASN

 What'’s the fastest response?

« TCP/UDP performance

Michela Galante - LACNIC 23 - May 2015




Monitoring K-root Performance RIPE Atias | 23

. uz'ooo u.a'r.oo 14.9'0.(” 14;0.1” !béw lS.O'l €0 16.0'2.Q wo'a.oo 15 O'QW lSﬁﬂ‘:W ime
KLamsxkpent — @ o) c®e “ o0 o e ® o0 o o e @ o .wm
Zams-xxpent — O [} e @ o “ o0 o o ® o .. P ‘0 e Bl =0
Qamgxcpent — @ Q e ® o “ oe o 1@ e ® o .O ° * 9 o ! ms
Kl.apncinpenet — . e . . T .. 100 ms
K oxnpenet — . . . s . . . . ® = P e . . . . . «
QRoxknpenct — . e . e s . . . . e e . . . . . 150 ms
KLoomikrnponet — o P e e e oo o e ¢ o . .o .250“
R2oomnponet - . . . . . .. . - . . .
KL.00NCKpontt - O o ©® ® o Qe e » O o «e 9 o () . o .Mms
onckmpent - O e o « @ o 0 0 e ® o «e ©® o o0 o o .
Qoenckipest — O o ® O 00 e 0 o @® o *c @ o 0 o o . Measurements
LOMXKIpe gt — 1 meme
Q2omxnpenst —
Kifoxcrnpenst —  « T ‘e s . . o . o e o o . . c o .Sszmm
K2foxcrpenet — . . .. e . . . D v e . . . . . .
KLgneticnponet — . . .. e s . . . DI . - . .
Roneucnpanet - . . e e o ee . . P v e e v e . . .
KLSACKNPOntt - .. . .
sncnpost - - o o v S .
KxKpesat — o eQe Vo e Q0O o 0 oo 0 o Q0 o
Qwxknpenet — O oQeo s 0 o OO0 o eQDeo * @ o OC . o
Glnkrpenst — O e« + @0 OO oo Qo o ¢ 00 . o
Kmxcrpenet — . - . . o .. . . . e . . .
2mxkrpenet — . . . v e . . . . . . e s v e . . . .
napnponet — o o o . 0 . 0 O o o o O « v 0 e Q0 o .
QRApRipest = O o @ o o & 0 o o)
QN Nponit - ° e Qo . O . 00 > © O e + O o 0 > o > &
LSO npe st - - . . . e - s o o g . o
QX Pt — . s e . o - ® s .
QPonan i npengt — . . e . . . . . . . & . . . .
K1.gelrpenet — . . . .
Koo npenet — . o P » e . o O . e D o D ® O .o .
2logonpenet — o * 9 o e . 0 L e @ o .. 0 . .
Qloxyocrnponet — ° N CEEE @ O .0 o D o .o . ® 0 . .
ONBNOYAAALY -~
50000000 ~

Michela Galante - LACNIC 23 - May 2015



https://labs.ripe.net/Members/suzanne_taylor_muzzin/data-streaming-in-ripe-atlas

Monitoring DNS: dnsmon.ripe.net RIPE Atias | 24

« Currently monitoring small selection of TLD zones

- Root name servers, 30 ccTLDs and few gTLDs

- New zones added later this year

e On the roadmap: “domain checks”
 https://atlas.ripe.net/dnsmon

DNSMON
DNS responses for o 2 Go Protocol: (UDF ) Servers: (1A 3sd e )
(Resoonsetime 3] < 60ms M > 450ms  Dwta reschution: 10 misutes 8 YV Cw
htt D S / / | a b S. rl De N et / M em b ers / I ::: B P PPPPTRRRRRRR A P A

tore g ANBISISNENESIBESURUTIRRIRDINERUIURORUITDRRIRTIURERUREROIRETRERERUITEREDERTRRRURORURDTEITY
=< NeISI000SNSNRISRRIRERENRRIRRRENORRRORRRRRRRIORRRORERRRARERRORORARARRRRRTRERRRRRRIMY

fatemah mafi/an-updated-dns- l L e —————_—

>e - NEOSOO0OSUSIRINERINNRNIRRENRRNNERERIRIRRIRERERERIRURERINRERERERERRRIRRRRERRRENREINY

monitoring-service coun o

‘oe o - MOISR000BESIRESRRNNRERIRONRRRTNERRRORRRERRRNORERORENORANORRIROIRERIRIRRRRORRRDORNIIN
‘oo - N000000000000000000000 0000 0000000000000 00000RNRNRER00ARN0RARNRRRNRARERRNERRRNADTNNE

\J view . LA . L) L) L L L) L L L L) T
4 # F TFRR
$§ & F &I f .c?__ g’ § & &

Michela Galante - LACNIC 23 - May 2015 ¢ % RIPE
W NCC



http://dnsmon.ripe.net
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Integrated Network Monitoring RIPE Atias | 25

e Generating alerts via “status checks”
- Based on ping measurements
- User defines alert parameters
- Integrate into existing tools like Icinga and Nagios

- https://atlas.ripe.net/docs/status-checks/

e GitHub examples, contributed by operators:
- http://bit.ly/1BSi1Fu

e Post on Icinga blog:
- http://bit.ly/1EPERLC

Michela Galante - LACNIC 23 - May 2015
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VisuaIiSing Network OUtageS RIPE Atlas | 26
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e https://labs.ripe.net/Members/emileaben/visualising-network-outages-with-ripe-atlas

e https://labs.ripe.net/Members/emileaben/facebookdown-and-what-internet-data

« https://labs.ripe.net/Members/emileaben/time-warner-cable-outage

Michela Galante - LACNIC 23 - May 2015
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Latency to Multiple Locations RIPE Atias | 27

o Together with Wikimedia we identified ways to
decrease latency and improve performance

- https://labs.ripe.net/Members/emileaben/how-ripe-atlas-
helped-wikipedia-users

Michela Galante - LACNIC 23 - May 2015
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RIPE Atlas Network data for CloudFlare Network
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This sample graph shows the improvement of end-user performance within an Italian network earlier this
month. Three probes, located in that network (all in the same ASN), show that the enabling of peering in Milan
Italy has brought the end-users closer to a CloudFlare datacenter. The blue lines show the performance when
end-users were serviced from Frankfurt Germany. The red lines show the performance when serviced from the
CloudFlare Milan Italy datacenter. Note that the red lines are smoother and hence the end-users should get a
more consistent performance from the CloudFlare Network.

@mahtin / @CloudFlare

http://t.co/9IX7Jvk5nl
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Powered by
atlas.ripe.net
SSL Reachability (Tor) —  Route Hijack (Google DNS) DNS False Answers (YouTube)
SSL Reachability (YouTube) - - Traceroute Reachability (Google DNS) DNS False Answers (Twitter)

SSL Reachability (Twitter)

—
(=}

0.8,

o
o

b
FS

ot
)

Probes Reporting Interference (Fraction)
o
(=)

Figure 2: Disruption of Social Media Platforms in Turkey, March — April 2014

http://cartography.io/foci2014.pdf
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* Investigating problems of slow servers

http://engineering.freeagent.com/2014/01/24/atlas-probes/
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Ping: Probe #2816 to l.root-servers.net(IgQ,7.83.4

GO m
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¢)

Aug Sep Oct Nov Dec Jan Feb Mar Apr Mz
O Nodata O =0% O >0 0O >30% @O >60% W 100% Pkt Loss Jis
Minimum Average Max 1mum 95th percentile
@ RTT Min 2. 225ms 38. 932ms 67.106ms 46.579ms
B RTT Avg 2. 640ms 39.843ms 69.189ms 47.419ms
B RTT Max 3. 288ms 41.300ms 72.124ms 49.565ms (2013/08/13 18. 00UTC)

 [XP: Measuring the effect of installing L-root in Belgrade / SOX
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 Investigating problems of slow servers:

- http://engineering.freeagent.com/2014/01/24/atlas-probes/

 Measuring packet loss to determine congested networks,
Jared Mauch, NTT

« Selective blackholing (examples based on RIPE Atlas)

- https://ripe68.ripe.net/presentations/176-
RIPEG8 JSnijders DDoS Damage Control.pdf

e Anycast analysis:

- https://labs.ripe.net/Members/stephane bortzmeyer/the-many-instances-of-the-I-
root-name-server

Michela Galante - LACNIC 23 - May 2015
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More Stories on RIPE Labs RIPE Atlas | 34

 Measuring K-root performance

- https://labs.ripe.net/Members/suzanne taylor muzzin/experiment-proposal-to-improve-

k-root

e Time-Warner Cable Outage

- https://labs.ripe.net/Members/emileaben/time-warner-cable-outage

e How Fast the RIPE Atlas Anchor has Paid Off

- https://labs.ripe.net/Members/tim kleefass/how-fast-the-ripe-atlas-anchor-has-
paid-off

e Basic Evaluation of new IXP Peering Partners with
RIPE Atlas and Zabbix

- https://labs.ripe.net/Members/daniel gomez/basic-evaluation-of-new-ixp-
peering-partners-with-ripe-atlas-and-zabbix

Michela Galante - LACNIC 23 - May 2015 . & RIPE
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 Network operators use tools to monitor network health

- Such as Nagios & Icinga

e Tools can receive input from RIPE Atlas via API

e Benefits:
- Pings from 500 out of 6,000+ probes around the world

- See your network from the outside

- Plugs into your existing tools and practices

Michela Galante - LACNIC 23 - May 2015 . & RIPE
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Integration with Monitoring Systems RIPE Atlas | 37

Three easy steps:

1. Create a RIPE Atlas ping measurement

=

2. Go to “status checks” UF

3. Add your alerts in Icinga or Nagios

*iciNGA

wwuw.icinaa.ora
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1. How to Schedule a Measurement RIPE Atlas | 38

« General case - applicable for ping, too!

e Log in to https://atlas.ripe.net

e Go to “My Atlas” and “Measurements”

e Choose “New Measurement” or “One-off”

- Most measurements are periodic and last a long time
- Choose type, target, frequency, # of probes, region...

- You will spend credits (next slides)

 More details: https://atlas.ripe.net/doc/udm
e Or use the API:

- https://atlas.ripe.net/docs/measurement-creation-api/

Michela Galante - LACNIC 23 - May 2015 . & RIPE
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1.5 Credit SYStem RIPE Atlas | 39

e To perform measurements, you spend credits
- Ping costs 10 credits, traceroute costs 20, etc.

» Credit system introduced to ensure fairness and
protect system from overload

* By hosting a probe, you earn credits

e Extra credits can be earned by:

- Being a RIPE NCC member
- Hosting a RIPE Atlas anchor

- Sponsoring probes

e More details: https://atlas.ripe.net/doc/credits

Michela Galante - LACNIC 23 - May 2015
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2. Creating Status Checks RIPE Atlas | 40

« Status checks work via RIPE Atlas' RESTful API
- https://atlas.ripe.net/api/v1/status-checks/MEASUREMENT 1D/

* You define the alert parameters, for example:

- Threshold for percentage of successful replies
- How many of the most recent measurements to evaluate

- Maximum acceptable packet loss

e Documentation:

- https://atlas.ripe.net/docs/status-checks/

) RIPE
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3. Ilcinga Examples RIPE Atlas | 41

« Community of operators contributed configuration code!
- Make use of the built-in “check_http” plugin

e GitHub repo examples:

- https://qgithub.com/RIPE-Atlas-Community/ripe-atlas-community-
contrib/blob/master/scripts for nagios icinga alerts

« Post on Icinga blog:

- https://www.icinga.org/2014/03/05/monitoring-ripe-atlas-status-
with-icinga-2/
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