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RIPE Atlas &

From Wikipedia, the free encyclopedia

RIPE Atlas is a global, open, distributed Internet measurement platform, consisting
of thousands of measurement devices that measure Internet connectivity in real time.
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RIPE Atlas Coverage in NL
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Most Popular Features %

e Six types of measurements: ping, traceroute,
DNS, SSL/TLS, NTP and HTTP (to anchors)

e APls to start measurements and get results

e Powerful and informative visualisations

e CLI tools

e Streaming data for real-time results

e New: "Time Travel”, LatencyMON, DomainMON

e Roadmap shows what's completed and coming
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https://labs.ripe.net/Members/suzanne_taylor_muzzin/ripe-atlas-time-travel-is-here
https://labs.ripe.net/Members/massimo_candela/new-ripe-atlas-tool-latencymon
https://labs.ripe.net/Members/suzanne_taylor_muzzin/ripe-atlas-domainmon-is-here
https://atlas.ripe.net/about/roadmap/

Global Reachability Check: Traceroute &
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Traceroute View: List E@J

General Information Probes Map LatencyMON OpenlPMap Prototype Results Modification
Probe 4 ASN(IPv4) 4 ASN(IPv6) 4+ ¢ ¢ Time(UTQC) $ RTT $ ¢ Hops
2713 60706 60706 il & 2016-11-1810:52 33192 @000 14
2941 25394 = & 2016-11-1810:51 50.783 @D 20
3055 6412 E & 2016-11-1810:53  150.683 (D 15
3222 6829 = & 2016-11-1810:49 36636 D 24
4166 50581 = & 2016-11-1810:52 39533 O ) 16
4554 6703 = & 2016-11-1810:51 82704 0 19
4952 3244 = & 2016-11-1810:51 35700 @ 19
6078 202040 202040 = & 2016-11-1810:47  9.279 ) 14
6091 5459 5459 s & 2016-11-1810:50  9.719 ) 14
6112 197216 197216 = & 2016-11-1810:52 33767 E00 11
6139 18106 18106 = & 2016-11-1810:47 216946 L0 19
10166 5379 S & 2016-11-1810:49 60850 @000 19
10282 49009 49009 = & 2016-11-1810:47 32609 @000 11
10312 11426 = o 2016-11-1810:49  116.443 D 29
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Traceroute View: LatencyMon

54 Traceroute measurement to s3.vodevent1.lvit.hls.eu.aiv-cdn.net

General Information Probes Map LatencyMON OpeniPMap Prototype Results Modification Log

O = B Streaming on @ A I RECUECHN AN |

RIPE Atlas traceroute measurement #6934403 to s3.vodeventi_it. his.eu_aiv-cdn.net From 2016-11-17 23:50 t0 2016-11-18 11:32
P ) f R Probe 920 (GB) W
o o IP vd: 37.48.240.27
. A IP v&:
o ) 2300:7640:0:1220:4affdec7 ae...
\ / \ o Prefix v4: 37.48.240.0/21
5% \ / \ TN —— —aeC \ Prefix v6: 2a00:7640::/32
100 — — —~ — — — = 3 Target:
53.vodevent1.vit.his.eu.aiv-
#B6E753 (GB) LS
0% IP v4: 70.98.33.222
16 Q, o lP \6:
. ) SP—a 2a01:568:5000:138220:4afffec...
. P O . AS: 43950
o = \ " So\ P L Prefix v4: 79.98.33.0/24
o - o, —0 o O Prefix v&:
1.6 — — — . 2301:568:5000:/36
Target:
wa.hls.ew
o T82.68.100.128
o AS: 13037
o Prefix v4: 82.68.0.0/14
10% Target:
N s3.vodevent1.vit.his.eu.aiv-
,.‘,“,:\ T~ o 0O O g o O T ) A= o _ 0 cdn.net

Probe 867 (GB) W b
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R 3’"'“-4, - i N, - S o~ ~o TP:::;G. 2300:1b98::/32

23 wndaventi it his A s

#BoEees(ae) W P
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s b o— % / Ny O Q el N e 1 cdn.net
S50 > - — — 22 — 1
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Traceroute for Checking Reachability ¢
e To start traceroute: GUI, APl & CLI

e Results available as

e visualised on the map, as a list of details, LatencyMon
* download via API

e Real-time data streaming

* Many visualisations avalilable

o | ist of probes: sortable by RTT
* Map: colour-coded by RTT

e | atencyMON: compare multiple latency trends
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# ripe-atlas measure traceroute --probes 2 --target google.ca @

Looking good! Your measurement was created and details about it can be found here:

https://atlas.ripe.net/measurements/3499936/

Connecting to stream...

Probe #3837

1 192.168.8.254 2.748 ms 1.931 ms 1.982 ms
2 77.51.191.254 3.286 ms 3.051 ms 3.076 ms
3 172.27.8.174 4.421 ms 4.775 ms 4.694 ms
4 77.37.254.129 5.48 ms 5.363 ms 6.52 ms
5 72.14.209.81 4.37 ms 4.232 ms 4.183 ms
6 209.85.240.209 47.999 ms 46.705 ms 41.563 ms
7 209.85.240.102 23.207 ms 23.001 ms 22.993 ms
8 209.85.249.59 40.565 ms 40.454 ms 40.004 ms
9 209.85.254.198 62.337 ms 45.201 ms 44.595 ms
10 216.239.49.28 44.999 ms 44.887 ms 44.907 ms
11 *x % * *
12 173.194.65.94 77.313 ms 82.476 ms 83.303 ms

Probe #16731

1 192.168.80.254 0.582 ms 0.483 ms 0.413 ms
2 188.134.205.225 0.79 ms 0.683 ms 0.684 ms
3 84.16.101.226 1.13 ms 1.169 ms 1.114 ms
4 86.61.255.241 5.503 ms 5.711 ms 5.629 ms
5 91.210.16.211 5.753 ms 5.307 ms 5.579 ms
6

216.239.56.169 13.419 ms 13.358 ms 13.243 ms

T - g — A J— di B B J— e J— gy .


http://google.ca

Who Wants to be a Millionaire?

[@] Credits @ 76507 @1 317.2 million
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“Paying” for your measurements &

e Running your own measurements cost credits

- Ping = 10 credits, traceroute = 20, etc.

e Why” Fairness and to avoid overload

e | imited by daily spending limit and
measurement results limits

* Hosting a RIPE Atlas probe earns credits

e Earn extra credits by being RIPE NCC
members, hosting an anchor or sponsoring
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https://labs.ripe.net/Members/becha/what-can-you-do-with-one-million-ripe-atlas-credits

Data, Data, Data

* Don't spend credits - Use Existing Data!

- For instance: DNS,ping,traceroute to DNS root-servers

> ¢ [ https://atlas.ripe.net/measurements/

.n You are here: Home > Analyse > Internet Measurements > RIPE Atlas > Measurements

Measurements
Filter by target and/or description

Public Built-ins
Id Type Target
6152 c % topology6.dyndns.atlas.ripe...
5151 c ¥ topology4.dyndns.atlas.ripe...
6052 Cc K topology6.dyndns.atlas.ripe...
5051 c ¥ topology4.dyndns.atlas.ripe...
5027 c & ctr-sin02.atlas.ripe.net
5028 c % ctr-fnc01.atlas.ripe.net
5029 c ¥ ctr-ewr01.atlas.ripe.net

Description

A

Any Status ¥

Probes

(all)

(all)

(all)

(all)

(all)

(all)

(all)

IPv4/v6

A

¥ Alltypes

Time (UTC)

2016-05-09 00:00
2020-01-01 00:00

2016-05-09 00:00
2020-01-01 00:00

2016-05-09 00:00
2020-01-01 00:00

2016-05-09 00:00
2020-01-01 00:00

2016-04-13 00:00
2020-01-01 00:00

2016-04-13 00:00
2020-01-01 00:00

2016-04-13 00:00
2020-01-01 00:00

A
v

Of all time

=06 @

d |-

+ Status

>

>
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Example Analyses

Using RIPE Atlas



RIPE Labs

INNOVATIVE INTERNET TOOLS AND IDEAS
SHARE EXPERIENCE | SHOWCASE TOOLS | PRESENT RESEARCH

e Publish your research or use case
e Reach out to RIPE Community
e Read about latest analysis or conferences

* |labs.ripe.net

- https://labs.ripe.net/atlas/user-experiences/scientific-papers

emile.aben@ripe.net | SurfNET | 2016-12-14
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http://labs.ripe.net
https://labs.ripe.net/atlas/user-experiences/scientific-papers

Research Collaborations &

e Goal: Make research more useful to Internet
operations

e How"?
- Actively collaborate with external researchers

- Internships

- Draw researchers attention to operational needs we hear
from RIPE community

- Make operations aware of useful research
- Focus on code and tools

- Your idea here!

emile.aben@ripe.net | SurfNET | 2016-12-14
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IXP-Country-Jdedi (NL)

e Row: Probe in NL
e Column: Probe in NL

e Cell: Traceroute path

IXP IPs: NO, out-of-country IPs: NO
IXP IPs: YES, out-of-country IPs: YES

I IXP IPs: YES, out-of-country IPs: NO
IXP IPs: NO, out-of-country IPs: YES

sr@ripe.net / emile.aben@ripe.net | EPF | September 2016
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mailto:sr@ripe.net

IXP-Country-Jedi (NL) @

e Geographically (using OpeniPMap)

BeVast

@ Unted
@L.‘l-lﬂ-)’ ’
Brstol
~Chanies
St
Quihes ® r@
@ ,' hariotte town
GMWdﬂl ® Ba
- v @ Max B'SLJ‘; @8 lllllll
Béao
Boston 9o © s, - ®
® - @ Barcolo na
B Sork™ ®
shington, DC & alencia

* Fixed (after contacting
network operators)

https://labs.ripe.net/Members/emileaben/measuring-ixps-with-ripe-atlas

sr@ripe.net / emile.aben@ripe.net | EPF | September 2016
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mailto:sr@ripe.net
https://labs.ripe.net/Members/emileaben/measuring-ixps-with-ripe-atlas

Is It Worth Peering At An IXP? &
* Work by Roma Tre University

- Looking at Peering in Italy

100 % , ' , S— N 100 %
0 8
(]
S 80% | S 80% |
&= a
‘S ©
& 60% | & 60%¢
8 g
o 40% :3; 40 % |
© °
E 20% ; E 20% | i
3 -Probes not traversing IXPs ------- 3 obes not traversing IXPs -------

0% :  Probes traversing IXPs 0% kosses ... probes traversing IXPs -
(¢] o
0 20 40 60 80 100 120 140 160 6 8 10 12 14 16 18 20 22 24
Round trip delay [ms] Hop count

https://labs.ripe.net/Members/roberto_di_lallo/is-it-really-worth-peering-at-ixps
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https://labs.ripe.net/Members/roberto_di_lallo/is-it-really-worth-peering-at-ixps

Internet Disruptions
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https://labs.ripe.net/Members/emileaben/internet-access-disruption-in-turkey
https://labs.ripe.net/Members/massimo_candela/a-quick-look-at-the-attack-on-dyn

Does The Internet Route Around Damage? (@)

e https://labs.ripe.net/Members/emileaben/does-the-internet-route-around-damage

Connectivity between reliable source-destination pairs
as seen in RIPE Atlas traceroutes

100% FAILED/AMS-IX not seen p
OK/AMS-IX not seen
FAILED/AMS-IX seen s

OK/AMS-IX seen wumam
80%

60%

40%

percentage of traceroutes

20%

0%
00h 02h 04h 06h 08h 10h 12h 14h 16h 18h 20h 22h 00h

Time on 2015-05-13 (UTC)
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https://labs.ripe.net/Members/emileaben/does-the-internet-route-around-damage

Traceroute Anomaly Detection

J https://labs.ripe.net/Members/romain_fontugne/pinpointing-delay-and-forwarding-anomalies-in-ripe-atlas-built-in-measurements

J http://arxiv.org/abs/1605.04784

AS9498 BHARTI Airtel Ltd.

Congestion Level

Forwarding Anomaly Level

Forwarding anomalies

400 Congestion
200
o.,\/\/\ A —N pned D~ A/\/\r\ /\/\/\A,\VA‘__A_,,/\\_,
Dec 7 Dec 8 Dec 9 Dec 10 Dec 11 Dec 12 Dec 13 Dec 14
2016
& C 1@ @ www.submarinecablemap.com/#/submarine-cable/i2i-cable-network-i2icn
5 w
10 + India S (}f \«L
Myanmar
- (Burma)
0
-10

Thailand

Bay of Bengal

Cambodia

Andaman Sea

Gulf of
Thailand

Sri Lanka
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T

Maldives

British
Indian

Ocean
Territory

Last updated on December 8, 2016

* B E 4 5 o

TeleGeography
Submarine Cable Map

The Submarine Cable Map is a free resource from
TeleGeography. Data contained in this map is drawn from
the Global Bandwidth Research Service and is updated
on aregular basis.

Paracel
Islands To learn more about TeleGeography or this map please
South i
click here.
China Sea

o 7
‘J HUAWEI MARINE
NETWORKS
Feedback [ [ github

Iss

Submarine Cable List
i2i Cable Network (i2icn)
2 Email link

RFS: April 2002
*i{rjﬁ‘n‘e Cable Length: 3,200 km
Owners: Airtel (Bharti)

URL: http://www.airtel.in
\,\;—\/—/} Landing Points

Chennai, India
Tuas, Singapore

Java Sea

All content © 2016 PriMetrica, Inc.

Map data ©2016 GBRMPA, Google, SK telecom, ZENRIN  Terms of Use
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https://labs.ripe.net/Members/romain_fontugne/pinpointing-delay-and-forwarding-anomalies-in-ripe-atlas-built-in-measurements
http://arxiv.org/abs/1605.04784
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Extra Material



RACI

RIPE Academic Cooperation Initiative

e Students and researchers:
- Present your Internet-related research at RIPE Meetings
- Complimentary tickets, travel and accommodation

- Topics: network measurement and analysis, security,
IPv6 deployment, BGP routing, Internet governance,
peering and interconnectivity

* ripe.net/raci
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http://ripe.net/raci

Take Part in Hackathons
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