RIPE Database UseManual: Getting
Started

***IMPORTANT***

Please note that this document is obsolete. A new version will be
prepared following a project to restructure the RIPE Database
documentation.

Intended Audience

This documenis intended dr users whdaveno previousexperienceavith the
RIPE Database. Ishould givethereadera basicunderstanding of thisllowing
concepts:
| What theRIPE Datébase is
| How to get information from the RIPE Datébase
| How to maintain information in the RIPE Database
I
Itis notintended to bea complete reference. Full information onthe RIPE Datebase may
befoundin the following documents:

| RIPE Datébase Query Reference Manua [1]

!!
Abstract
|

Thisis ahands-ontutorial that walks the reader throudh the basic concepts and techniques
that are nealed to use the RIPE Database usng exanples and exercises.

|

!

|

Conventions Used in This Document
I
We use <label> for aplacendder or to indicate synax.
We use [option] to indicate an ogtional text or command argument. We
use a bold fontto indicate an ojec type.
We use "attribute:" to indicate an attribute of an object
"RIPE Datébase" usually meanstheinterface software rather than theinformation in the
database. Where there may beany dould, this manual will make clea what is being
discussd.



ml.0 The RIPE Database
|

The RIPE Network Management Datébase, often called the'RIPE Database' is apulic
database that contains information abou registered IP address space and AS Numbers,
routing policies, and reverse DNS celegationsin the RIPE NCC serviceregion. Itis used
for Internet network management.

1.1 Database Objects

Reoords in the RIPE Datébase are called "objects”. Ead oject isalist of "attribute-
value' pairs dsplayed in plain text. An exanple:

person: John
Smith

address: Example
LTD

High street 12
St.Mery Mead

Essex, UK
phone: +44 1737 892
004
e- mail:
john.smith@example.com
nic - hdl: JS1-
TEST
remarks kkkkkkkkkkkkkkhkhkkkkhkkkkkkkhkhkkkkhkk
remarks: This object is only an example!
remarks kkkkkkkkkkkkkkhkkkkhkkkkkkkhkkkkhkk
abuse - mailbox: abuse@example.com
changed: john.smith@example.com 20051104
source: TEST

Thisis aperson object for Jom Smith. The attributes are "person”, "address"”, "phore:"
and so on. Anattribute name always starts in the first column, and ends with acolon (:).
Everything after the colonis the value.

Objects can storeinformation aboutdifferent resources. For exanple:

IP Address Ranges inetnum, ineténum
Routing Pdicies aut-num, route, route6
Reverse DNS Delegations domain

Contad Information person, role, organisaton
Authentication Information mntner

1.2TEST Database



The RIPE NCC provides aTEST Datébase where users can learn howto use the whaois
datebase software. The TEST Database uses the same software as the RIPE Database, but
changesin onedo notaffed the other. Thedatain the TEST Datébase is nota copy of the
red datain the RIPE Datdbase and is provided purely for learning purpaes.

All exanmples kelow use the TEST Database. However, all procedures described are the
same for the RIPE Datébase. In section 5.0Using the Prodiction RIPE Datébase, wewil |
explain what the differences are when usng the RIPE Datébase. Do notuse the
prodction RIPE Database for testing purp@es. It is goodpractice to delek al objects
you have create in the TEST Database when you have finished the exercisesin this
guide.

2.0 How to Get Information fromthe TEST Database

2.1Web Queries

The simplest way to get information from the TEST Datébase isto use the web interface
available at:
http://www.ripe.net/perl/test-whois

2.2Makin g Smple Queries

To query for aparticular object the user specifiesits "primary key:". Thisisan attribute
value that identifies aunique occurrence of the object type.

inetnum "inethum:" 193.0.0.0- 193.0.0.255
ineténum "inetbnum:" 2001:06100240:/42
person "nic-hd:" JSITEST

!
Example:

We are going to query for the person object with the "nic-hd:" attribute JSETEST. Type

the following in the query box:
I

jsl -test
|

The reply includes the object in section 1.1 Datébase Objects. Note that the attribute
value is not case-sengtive.



3.0 How to Maintain Information in the RIPE Database
!
The RIPE Database is used for storing information abou Internet resources. You will
nedl to creak obectsin the database to dacument your usage of these resources.
!
Obectsin the RIPE Database mud reflect the current state of the resources they describe.
It isimportant to modify oljects as the details of resources change, or delee objectsif
resources are no longer used. When IP addresses are assgned to customers, or new staff
menmnbers are appanted as contact, it isimportant to create new objects to refled thisin
the datebase.
!
You can make updates to the datebase by usng the online update interface ( webupdates)
available at:
https//www.ri pe.netfcqgi-bin/webupdates.d
|

With webupdates, users can drectly create modify or deleie datebase objects usng
automated pracessng. After you submit an olgect update the screen will return a
complete report of the requested operation.

I
If there were any errors theupdate will fail, and the reportwil | describe the reason(3 for
thisfailure. If the error report does nothelp youresdve the problem, youcan send acopy
of it to <ripe-dbm@ripe.net>. A RIPE NCC customer supportrepresentative will help
you resdve the problem.

I
The following sectionsdescribe the process of creating and maintaining olgectsin the
TEST Datébase. By the end ofthis document, youwill have learned howto creat and
proted an olject representing anetwork assgnment.

I

.3.1 Selecting the Database
|

Throughot much of this document, youwill learn howto perform modifications usng
the TEST Datdbase. Before ead update is performed, you reed to seled the TEST
Database as source in webupdates.

!
To seled the TEST Datébase as source, goto:
https//www.ri pe.netfcqgi-bin/webupdates.d

|

Click [Seled Sourcg in the header of webupdates:



home RIPE Database Webupdates

[Help] JAdd] [Edit] JAuthorisation] [Select Source] [Query Database] [Copyright]
Updating RIPE TEST Database

Select Source

Current Configuration:

Source: TEST
Update Uil: hitp: /feeeew nipe. net/syncupdates-test
Query Host: test-whois.ripe.net
Query Port: 43
Query Uil: hitp:/Awenw ripe. net/fegi-binftest-whois

RIPE TEST Database v | Select Update Source ]
We continue to monitor this service and investigate any issues that occur.

If you encounter any problems while using webupdates, please let us know.

For details about our e-mail update interface, send an e-mail to <auto-dbm@ripe.net> with HELP in the
subject line (and nothing else).

2. Seled "RIPE TEST Database" fromthelist and press Seled Update Source.
I

.3.2 Creating Objects
[

The inetnum object contains information abou registered 1P address space thisincludes
the range of addresses, statusand respongble contact.

I
Before this object can becreatel in the datebase, youmug first creat same preliminary
objects. These ohjects contain information that is referenced bythe inethum object This
requires the creaton of the following olects:

| A persa object that contains information about the administrative and technical
contacts for this network. Thisis referenced from the "admin-c:" and "tedh-c:"
attributes ofthe inethum object



A mntner object that contains authentication information that identifies who can
modify the contents ofthis object Thisisreferenced fromthe "mnt-by:" attribute
of theinetnum olject The mntner object protects the inetnum object

3.3Registering Contact Information

Contad information, such as a phonenumber and e-mai address is stored in the person
object To creak anew person objec in the datebase:

1.

2.

Seled the TEST Datéabase as your update souce Wetell you howto dothisin
section 3.1Selectng the Datebase.

Click onthe [Add] option (in the header of webupdates) to creat anew object in
the TEST Datdbase and seled object type: "persan™:

[Help] [Add] [Edit] [Authorisation] [Select Source] [Query Database] [Copyright]
Updating RIPE TEST Database

Create a new object

. person :v| Add Object

Click onAdd Objed.
In the next screen, enter the information for the attributes of the object that you
are creatng.

An attribute has two main characteistics:

Mandatory/Optional BIf an attribute is mandatory, it mug always bepresent in
any objed of that type that is stored in the RIPE Database. If it is optional, you
can leaveit out.

Single/Multiple BIf an attribute is single, then oy oneattribute of that type can
bepresent in an object If it is multiple, the object can contain morethan one
inganceof the same attribute.

Note: To seethe full tenplate of an olgect type including the characteistics ofal its
attributes, youcan query the datebase for: "-t [object type]".



Example:
I

Click on[Query Databas] and enter:
!

- t person

person: [mandatory] [single] [lookup key]
addres s: [mandatory] [multiple] [1

phone: [mandatory] [multiple] [1

fax - no: [optional] [multiple] [1

e- mail: [optional] [multiple] [lookup key]
org: [optional] [multiple] [invers e key]
nic - hdl: [mandatory] [single] [primary/look - up key]
remarks: [option al] [multiple] [1

notify: [optional] [multiple] [invers e key]
abuse - mailbox: [optional] [multiple] [invers e key]
mnt- by: [optional] [multiple] [invers e key]
changed: [mandatory] [multiple] [1

source: [mandatory] [single] [1

When creatng anew object with webupdates, only the mandatory attributes are shown
automatically. You can add optional attributes and/or other ingances of multi ple attributes
by usng the Add New Field section.

!
Return to the webupdates screen and prepare a person object to be creatal in the TEST
Datébase.

!
Use"AUTO-1" for the "nic-hd:" attribute, youre-mail address for the "changed:”
attribute, and "TEST" for the "source!" attribute.



[Help] [Add] [Edit] [Authorisation] [Select Source] [Query Database] [Copyright]
Updating RIPE TEST Databhase

Legend
4| Move field up =| Convert field to multi-line ?| Help about the field
+| Move field down +| Add another line of the same field X| Delete field
person: Ijohn Smith P
address: |Example LTD P =+ ¥ x|
High street 12 ?| +| 4 ¥ x|
St.Mery Mead
address: |[Essex, UK
phone: |+44 1737 892 004 P+ 2 ¥
e-mail: [john.smith@example.com PI= +| 4| ¥ x|
nic-hdl: |AUTO-1 Pl 23
remarks: I‘M*MW*MW*MWW P51 X|
remarks: IThis object is only an example! PIE[+] 4] ¥ x|
remarks: I"“W*WW*WW*WW PIE[+] 4] ¥ x|
abuse-mailbox: |abuse@example.com PIS +| 4| ¥ X
changed: Ijohn.smith@example.com P+ 4 ¥
source: ITEST ?| = 4 ¥

Add New Field: |address | Eafterj the [address ~| Field. Add a field |
v Force New

Submit Update | Switch View |

By chedking the Force New box, youguarantee that the object isonly createl if it does
notalrealy exist in the datebase. We recommend that you keep this option chedked, to
avoid accdentally modifying an existing object

I
5. When youhave finished setting upthe object, press Submit Update.
6. Wait for an acknowledgement from the TEST Datéabase to appea on yourscreen. This
may take same time to complete Here is an exanple of the type of message you will seg
if your update is successfu:



Create SUCCEEDED: [person] JS1 - TEST John Smith

***\Warning: Date '20051104' added to changed:
attribute 'jo hn.smith@example.com’

!
Note: The text after the[persan] tag (JSFTEST) isthe NIC hand e of the person. It
replaces the AUTO-1 valueof the "nic-hd:" attribute in the origina sulmisgon. It will
beunique andisthe primary key of this persan obect Any referencesto this person
object will use this NIC handle.

!
You can use the new NIC hande value to query for this object If you dothis, youcan
also see that the "changed:" attribute has had the date of the creaton added. Thisis
nomad behaviour and is the reason for the™** Warning." messagein the exanple abowe.

!
If there was an error, theadknowledgement will tell you that the update has failed and
will also reportany errors. For exanple, it may contain the following:
Update FAILED: [person] AUTO - 1 John Smith
***Error: Syntax error in object

!
This message meansthat the update failed because of aprokdem with the syntax in the
object Chedk for invalid attribute values to find the cause of the error.

I

3.4Registering Authentication I nfor mation

!
"Authentication” is when you povethat you have theright to modify this object This
information prevents other users from modifying your dta In the datebase, the
information that verifies authenticationis stored in the mntner object (also called the
maintainer object).

!
To creak anew mntner objed in the datebase, dothefollowing:

!
1. Aswith thecreation of yourperson object, choose the TEST Datébase as update
soure, and then seled mntner fromtheobject list in the [Add] section:

I

. [Help] [Add] [Edit] [Authorisation] [Select Source] [Query Database] [Copyright]
Updating RIPE TEST Database

Create a new object

mntner v| Add Object
|

2. Set up yourmntner object usng webupdates. Fallow the same steps that you used
previoudy for the persan object

!
Note: For any object type, youcan get the objects tenplate with adetailed description of
the meaning and syrtax of ead allowed attribute, by queryingfor: "-v [objed type]".



To get afull description of all the mntner objectsfields query the RIPE Datébase for:
I

- V. mntner
|

Chedk the syrtax definition for the"mntner:" attribute field, when choosng your avn
mntner name

|

A unique identifier of the mntner
object. Made up of letters, digits, the
character underscore " ", and the
character hyphen " - " the first
character of a name must be a letter,
and the last character of a name must be
a letter or a digit.

|

For the"admin-c:" and "tech-c:" attributes, youshoud use the value of the "nic-hd.:"
from the person objed that you creata ealier in this tutorial. The database will not
allow youto creat a mntner object unlessthis person obed already exists.

!
The"auth:" attribute begins with akeyword identifying the authentication method This
is followed by the authentication information.

!
A passwod is used to authenticate datebase updates in the exanple below. To encrypt
your password usng MD5-PW, youcan use thisweb todl:
https//www.ri pe.net/agi-bin/crypt.cqi

|

Hereis an exanple of an "auth:" attribute usng an MD5 encrypted password
auth: MD5 - PW $1$9KZv4vZf$zD8GoM7Ppvc74ypGmjedt/

!
The"mnt-by:" attribute refers to the mntner that is authorised to perform updates on an
object The mntner object uswally maintainsitself, souse your maintainer name (the
value of the"mntner:" attribute) in the"mnt-by:" attribute.

I

Use "TEST-DBM-MNT" in the "referral-by:" attribute.



mntner: IEXAMPLE-MNT 2| =

descr: lSample maintainer for example ?| 5| # Ad
admin-c: l]Sl-TEST PIE|+] 4 ¥
tech-c: |S1-TEST PIE 4| 2| ¥ x|
upd-to: ’john.smith@example.com PS4 4 ¥
mnt-nfy: ljohn.smith@example.com PS4 4 ¥ x|
auth: [MDS-PW $1$wCDUXtMe$MptgAFcPa3sy9QqaQnbx 21 =+ # ¥
notify: ljohn.smith@example.com P | 4 ¥ x|
abuse-mailbox: Iabuse@example.com P | 4 ¥ X
mnt-by: [EXAMPLE-MNT PIE 23
referrak-by: [TEST-DBM-MNT ?IE ¥
changed: bohn.smith@example.com P+ 2 ¥
source: [TEST P = 4

3. When youhave finished composing the object, press Submit Update.

!
4. Wait for an adknowledgement from the TEST Datdbase to appea on yourscreen. This
may take same time to complete Hereis asanple of the type of message you will see if

your update is succesdul:
I

Create SUCCEEDED: [mntner] EXAMPLE
MNT
|

If there was an error, corred the faulty attribute value(s) and re-sulmit the update
I
5. The emai addressin the "mnt-nfy:" attribute of the mntner will receve an e-mai that
will contain details ofthe new object
I
You can nowquery the RIPE Database and see your rew mntner object Typethe
following in the query window, subgituting your mntner name
I
-B example -

mnt
|

Your new mntner object, as well asthe person object referenced, will bereturned.



% Information related to 'EXA MPLE MNT'
|
!

mntner: EXAMPLEMNT

descr: Sample maintainer for example

admin - c: JS1- TEST

tech -c: JS1- TEST

upd- to: john.smith@example.com

mnt- nfy: john.smith@exam ple.com

auth: MD5 PW $1$wCDUXtMe$MptgAFcPa3sy9QqQnbX4X/
I

notify: john.smith@example.com

abuse - mailbox:

abuse@example.com

mnt- by: EXAMPLEMNT
referral - by: TEST- DBM MNT
changed: john.smith@example.com 20051104
source: TEST
person: John Smith
address: Example LTD
High street
12 St.Mery
Mead Essex,
UK
phone: +44 1737 892 004
e- mail: john.smith@example.com
nic - hdl: JS1- TEST
remarks: Fkkkkkkkek ke kkkkokok
remarks: This object is only an example!
remarks: ket ke kkkokokk
abuse - mailbox: abuse@example.com
chan ged: john.smith@example.com 20051104
source: TEST

Note: the"-B" flag in thequery isused in order to retrieve the complete objects fromthe
RIPE Datébase. In adefault query (withou the "-B" flag), user contad informationis
filtered fromthereturned data This helps to proted users from contad abuse. Filtered
query resuts are easy to identify by looking at the "source!" attribute:

I

.source: TEST # Filtered

!
If thekeyword "# Filtered" is shown, it meansthat the query resut has been filtered and
same of the attributes are not shown

!
By default, aquery returnsother oljects containing associated contad information. This
Iswhy it returns the persan object If you do notwant to see thisinformation, use the"-r
(disable reaursion) flag in yourquery. You can see how this works bytyping the same
query with thisflag:

I

. r -Bexample - mnt
!

Thistime, only the mntner obect is returned. Disabling reaursion can resut in asmaller,
easier to understand reply, especially when assaiated contad information is unimportant.
Thisis often the case when managing yourown oljects.



3.5Protecting Your Contact Information

I
Now that you have a mntner object, youcan proted other objectsin the datebase. An
objed is pratectad by adding areference to the mntner in the "mnt-by:" attribute.

I
Most object types require you to proted them with your mntner object However, persan
objectsdo nd. We recommend that you proted them. To proted your person object

I
1. As before, within webupdates, chocse the TEST Datébase as your upate souce, click

onthe [Edit] option and enter your persan object "nic-hde:"
I

[Help] [Add] [Edit] [Authorisation] [Select Source] [Query Database] [Copyright]
Updating RIPE TEST Database

Modify or delete an existing object

js1-test] ~ Edit Object
!
You can also enter your"person” name instead of the "nic-hdl:" value. In this case, alist

will bereturned with al person objects that have that name For common names, there

may bemany entries returned. Choos your object fromthislist.
I

2. The editor screen that follows, will show your person object with all of its current
attribute values:



person: ljohn Smith ?| =
Example LTD ﬁﬂ +| 3|

High street 12
address: |St.Mery Mead
Essex, UK

=]

phone: |+44 1737 892 004 PE | 2 ¥

e-mail: ’john.smith@example.com P25 +| ¢ ¥ x|

nic-hdl: JS1-TEST 2l 23
remarks: Iﬁ+**¢+¢+3+°+:+:Hﬁ*¢+¢+:+°+:+:H¢+¢+:+:+:+:+¢+¢+¢+¢+:+:+:+: P E[+| 4 ¥ X
remarks: IThis object is only an example! P|E[+| 4 ¥ X
remarks: It+:+:+:+:+:+:+:+:+:+:+:+:+=+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+=+:+: P+ 4 ¥ X

abuse-mailbox: |abuse@examp|e.com P | 4 ¥ X

changed: ljohn.smith@example.com 20051104 P S +| ¢ ¥

source: ITEST 2| =5 4

Using the Add New Field section, add yourmntner asthe"mnt-by:" for yourpersan
object
!

Add New Field: | mnt-by | |after ~| the Iremarks ~| Field. Add a field |

Fill in the value of the new attribute with your mntner object
I

mnt-by: [EXAMPLE-MNT] PIE[ ] ] ¥ x|
!

.The database will notallow youto use a"mnt-by:" value, unless the mntner object
already exists. An error will appea in theadknowledgement returned after you sulmit the
update

!

3. Add an additional "changed:" attribute to reflect the fad that you are modifying the
object Fadlow the same procedure shown abowve for the"mnt-by:" attribute. It mug be

placed after theexisting "changed:" attribute values.
!

changed: hohn.smith@example.coml PIE +| 4 ¥ x|
|

4. When youadd a"mnt-by:" attribute to an object, youmus authenticate yourself asthe
new mntner object As this exanple uses the MD5-PW method,add a"password" field



to the object, uang the Add New Field section. The position ofthisfield in theobject is

notimportant.
I

Add New Field: | password ~|[after  +| the ichanged | Field. Add a field |

. In this new "password" field, typethe clear-text passwod that you used to encrypt the

MD5 string present in the "auth:" attribute of your mntner object For exanple:
I

password: ithis is my clear-text password, really! PS4 4 ¥ x|
|

.5. Thefina edited oljec shoud look similar to the oneshown below. Click on Submit
Update when youare ready.



person: ljohn Smith ?| =
Example LTD ﬁil + 3|

High street 12
address: |St.Mery Mead

Essex, UK
=]
phone: |+44 1737 892 004 PIE[+] 4 ¥
e-mail: ljohn.smith@example.com PIS +| ¢ ¥ x|
nic-hdl: |S1-TEST PIE ¥
remarks: WWWM&MWW P|E[+]| 4] ¥ X
remarks: I‘I’his object is only an example! P 4| 4 ¥ x|
remarks: WHMWNMW P|E[+| 4] ¥ X
mnt-by: |EXAMPLE-MNT P = +] 4] ¥ x|
abuse-mailbox: ,abuse@example.com PIE[+] 4| ¥ x|
changed: ljohn.smith@example.com 20051104 PIE[+] 4] ¥ x|
changed: ljohn.smith@example.com PIE[+] 4] ¥ x|
password: Ithis is my clear-text password, really! PIE[+] 4] ¥ x|
source: ITEST ?| = ki
Add New Field: Ipassword ~| Iafter ~| the |changed ~| Field. Add a field |

I~ Force New

Submit Update | Switch View I

6. Wait for an adknowledgement from the datebase. This will indicate the success or
failure of yourupdate If the passwod entered dd notmatd theoneused in the mntner
object, the update will fail and youwill see amessage similar to:

I
Modify FAILED: [person] JS1 - TEST John Smith

***Error: Authorisation failed
***|nfo: Syntax check passed
|

In this case, youcan jud corred the passwod and re-submit theupdate



3.6 Locating Network Assgnments
|

Network assgnments are represented by inetnum objects. Before you can creat anew
inethum object, youmud find arange of IP addresses that are not currently assgned.
This section describes how youcan query the database for this information. You can also
use the queries whenever youwant to get IP address information from the datebase.

I
By default, the datebase returnsthe smallest range that encompasses the entire range that
you specify in your query. Thisis a'less specific' object For exanyple, if you query the
following:
10.11.12.0 - 10.11.13.255

I

. You might get somehing like this:
!

inetnum: 10.0.0.0 - 10.255.255.255

netname: IANA- ABLK- RESERVED1

descr: Class A address space for private internets

descr: See http://www.ripe.net/db/rfc1918.html for details

country: EU # Country is really world wide

admin - c: AAl- TEST

tech -c: AA2- TEST

status: ALLOCATED UNSPECIFIED

remarks: This network should never be rou ted outside an
enterprise

remarks: See RFC1918 for further information

mnt- by: TEST- DBM MNT

mnt - lower: TEST- DBM MNT
mnt- routes: TEST - DBM MNT
source: TEST # Filtered

!!

!

Thisis called the less specific matd. Therange 10.11.12.0- 1011.13.2% fits entirely
within therange 10.0.0.0- 10.255.255.255This is the smallest inethum object in the
datebase that encompasses the IP range in yourquery.

I
If you want the server to give you orly an exact matd, then youcan request thisusng
the"-x" flag. An exad matd is onewhere the IP range of the inethnum object isthesame
asthelP rangein the query.
-x10.11.12.0 - 10.11.13.255

I
In this case you will get only an exact matdh, or an error that tells you that no such
inethum object exists:

I
%ERROR:101: no entr ies found
%
% No entries found in the selected source(s).

!
Sametimes, youmay want to see all of the less specificinetnum objects that encompass a
range. Inthiscase, youcan usethe"-L" flag. If you dothis, youwill seeadl inetnum
objects that encompass the entire range queried, as well as any exad matd.



For exanmple, if you query thefollowing:
-1L10.11.12.0 - 10.11.13.255
|

. You might get something like this:
I

% Information related to '0.0.0.0 - 255.255.255.255'
|
!
inetnum: 0.0.0.0 - 255.255.255.255
netname: IANA- BLK
descr: The whole IPv4 address space
country: EU # Country is really world wide
org: ORGTT1- TEST
admin - c: AAl- TEST
tech -c: AA2- TEST
status: ALLOCATED UNSPECIFIED
remarks: The country is really worldwide.
mnt- by: TEST- ROOTMNT
mnt- lower: TEST- DBM MNT
mnt- routes: TEST- DBM MNT
remarks: This is an automatically created object.
source: TEST # Filtered

% Information related to '10.0.0.0 -

10.255.255.255' inetnum: 10.0.0.0 -

10.255.255.255

netname: IANA- ABLK- RESERVED1

descr: Class A address space for private internets
descr: See http://www.ripe.net/db/rfc1918.html for details
country: EU # Country is really world wide

admin - c: AAl- TEST

tech -c: AA2- TEST

status: ALLOCATED UNSPECIFIED

remarks: Thi s network should never be routed outside an
enterprise

remarks: See RFC1918 for further information

mnt- by: TEST- DBM MNT

mnt - lower: TEST- DBM MNT

mnt- routes: TEST- DBM MNT

source: TEST # Filtered

For the query examples shown abowe, the "-B" flag was notincluded. Theoutput from

the RIPE Database was filtered for contacs, as described in 3.4 Registering
Authentication InformationTherefore, the objects above are not shown fully. The "#
Filtered" tag in the "source!" attribute tells youthat the object was filtered. From here on,
we will usethe "-B" flag in mog queries. Thiswill retrieve the full ojects asthey are
stored in the database itself.
I

You can also look for smaller inetnum objects correspondng to subranges that are
completely contained within agiven range. Thisis amore specific query. You can use this



on an allocation to look for ranges that have no other assgnments. To dothis, use the "-
m" flag.
-B -m10.11.0.0 - 10.11.255.255
!
You will get areply that lookssometing like this:
I
% Information related to '10.11.11.0 - 10.11.11.255'

|
!
inetnum: 10.11.11.0 - 10.11.11.255
netname: Example - Network
descr: This is a fictitious assignment for the
descr: End- User called "Example"
country: GB
admin - c: JS1- TEST
tech -c: JS1- TEST
status: ASSIGNED PA
notify: john.smith@example.com
mnt- by: EXAMPLEMNT
mnt- lower: EXAMPLEMNT
mnt- routes: EXAMPLEMNT
changed: john.smith@example.com 20051125
source: TEST

% Information related to '10.11.13.0 -

10.11.13.255' inetnum: 10.11.13.0 - 10.11.13.255
netname: Example - Network - 2

descr: This is another fictitious assignment for the
descr: End- User called "Example"

country: GB

admin - c: JS1- TEST

tech -c: JS1- TEST

status: ASSIGNED PA

notify: john.smith@example.com

mnt- by: EXAMPLEMNT

mnt- lower: EXAMPLEMNT

mnt- routes: EXAMPLEMNT

changed: john.smith@example.com 20051125
source: TEST

!

!
Thisis aone-level more specific query. This meansthat thelargest inetnum object that is
completely contained within the given rangeis returned.

I
In this exanple, the P addresses 1011.12.0- 10.11.12.2% are notassgned and are
available. You will need to find an available rangeto dothe exercise in the next section.

I
If you want to see all inethum objects completely contained in agiven range, youcan
usethe"-M" flag:



Thiswill return all levels of inethum objectsin therange. This can return an extremely
large number of ohjects, butcan beuseful for finding al of the inethum objectsfor a
portion of the Internet
I
-M10.0.0.0 - 10.255.255.255
!
Thiswill return all levels of inethum objectsin therange. This can return an extremely
large number of ohjects, butcan beuseful for finding al of the inethum objectsfor a
portion of the Internet
I

.3.7 Rewrding Network Assgnments
|

Now that al of the objects recessary for an inetnum object have been createl and
protectad and youhave located an appropiate range of IP numbers, youcan creat the
inethum object itself. It shoud benated that this method of'finding IP rangesto 'use' is
only for test purposes in the TEST Datébase. Here you can creak any inenumobjects for
testing purpaes, even if you have no authority over that range.

I

To creak anew inethum objec in the datebase:

I
1. As before, choose the TEST Datébase as source, then click on [Add] to creat anew
inethum object

I

[Help] [Add] [Edit] [Authorisation] [Select Source] [Query Database] [Copyright]
Updating RIPE TEST Database

Create a new object

‘inetnum :v| Add Object
I
2. Use the object editor to enter your network information. The following
attributes are worth mentioning:
| For the"inetnum:" attribute, enter the IP range that you want to register. Since this
Isjud for the TEST Datébase, it doesn't have to bearange that is really allocated
to yourorganisation. You can use any available IP range. Fdlow the indructions
in section 3.6Locating Network Assgnments to find an available IP rangein the
TEST Datébase.
| For the"admin-c:" and "tech-c:" attributes, use the nic-hdl of your persm object
| For the"status" attribute use 'ASSGNED PA'.
| For the"natify:" attribute, use the e-mai address where you wish to bendtified of
any updatesto this object
For the"mnt-by:" or any other "mnt-*:" attribute, use the name of your
maintainer.




You can get afull explanation ofthe syrtax and meaning of all the attributesin this oect

by querying for:
I

- v inetnum

.Thiswill work for any objec type.

Once again, youwil | need to provide authentication for yourmaintainer to creae this
object Add yourmaintainer password to the field "password". You can find outhowto
dothisin Section 3.5Praecting Your Contad Information.

password: [this is my clear-text password, really!

The creaton of new inetnum objects mug also beauthorised hierarchically. This means
that whil e creating an inethum object, the authentication for the one-level less
specificinetnum object (encompassng IP address range) is also required.

The "mnt-lower:" attribute in inethum objects allows youto specify a specific maintainer
for thecreaton of more specific (subassgnments) inetnum objects.

To find aut for which specific maintainer you mustprovide authentication, dothe

following:

| Query the RIPE Database for the one-level less specificinetnum object

. [ [your IP range]

| Look for the mntner object referenced in the"mnt-lower:" attribute. If thereisno
"mnt-lower:" attribute, the mntner object referenced in the"mnt-by:" attribute is

used.

For this specific example, querying for the one-level less specific obect (-] 10.11.12.0-
1011.12.259 shows that it has:

mnt- lower: TEST - DBMMNT

To allow usersto freely creak inethum objectsin the TEST Datébase, we have pubished
the passwod for this maintainer. You can findit in the mntner obect itself:

!

mntner:
descr:
admin - c:
tech -c:

auth:
remarks:

* remarks:
remarks:

*mnt - by:

TEST- DBM MNT
Mntner for TEST DBM objects.

AAl- TEST
AA2- TEST

M- PW $1$N2zhyJ3g$hzX7XTL84DtBkCWhBZE2c/

B R e R R R e R e e e e e e e e

Password is "emptypassword" without the quotes.

B R R e e R R e e e e e e

TEST- ROOTMNT



referral - by: TEST- ROOTMNT

remarks: This is an automatically created object.
source: TEST # Filtered

!
To pass the hierarchical authentication, younead to add an extra "password" field to the

object update with the passwod from TEST-DBM-MNT:
!

password: |emptypassword
|

.3. See below for an example of anew inetnum object Click on Submit Update.
!

inetnum: |1o.11.12.o -10.11.12.255 2[5

netname: |Example-Network 2= ¥

his is a new fictitious assignment 2P| +| 2 ¥
for the end-user called "Example"

descr:
country: |NL PIE[+]| 4 ¥
admin-c: |S1-TEST PIE 4| 2 ¥
tech-c: S1-TEST PIE 4| 2| ¥
status: ASSIGNED PA ?lE 23
notify: ,john.smith@example.com PIE +| 4 ¥ x|
mnt-by: [EXAMPLE-MNT PIE[+ 4 ¥
mnt-lower: |EXAMPLE-MNT P =+ 4 ¥ x|
mnt-routes: [EXAMPLE-MNT P E[ | ] ¥ x|
changed: hohn.smith@example.com PIE[+] 4 ¥
source: ITEST ? = 4 ¥
password: Ithis is my clear-text password, really! PIE +| 4 ¥ x|
password: |emptypassword P|E[+| 4 X|

4. Wait for the acknowledgement to retumn from the whais database. If your update was

suwceessfu, youwill get areply containing somehing like the following:
I

.Create SUCCEEDED: [inetnum] 10.11.12.0 - 10.11.12.255



If there was an error, theadknowledgement will tell you what errors were found.For

exanple, it may contain thefoll owing:
I

Update FAILED: [inethum] 10.11.12.0 - 10.11.1225 5

***Error: Syntax error in object
|

.5. If it issuccessfu, thee-mai addressin the "mnt-nfy:" attribute of your mntner object

will receve an e-mai with the details ofthe new olbject
I

'3.8Modifying the INETNUM object
|

You can modify informationin yourinetnum object You mightneed to dothisif the
technical contad has changed and is nowrepresented by the person obec "MJ3-TEST".
(You mug first creat anew person ohed before you can foll ow this exanple.) To

modify an existing olject, dothe following:
I

1. Click on[Edit] in webupdates. In thetext box, enter onelP address of the inethum
objec range, thefull IP range, the"netname?, or even the name from the referenced
persan object(s). Click on Edit Objed.

!

Modify or delete an existing object

10.11.12.0| Edit Object

2. From the "Seach Resuts' list, seled your inethum object and click on Edit.
I

Search Results

ginetnum: 10.11.12.0 - 10.11.12.255 i v| Edit

Please Select Object
inetnum: 10.11.12.0 - 10.11.
person: John Smith

12.255

3. Using the object editor, changethe "tedh-c:" attribute to the new persan object Add a
"notify:" attribute, sothe new technical contad will be natified when the inethum object
Is modified.
!
You also nedd to includethe passwod for yourmaintainer sothat the modification is
authorised, aswell as anew "changed:" lineto keep tradk of the history of modifications
to the object The new "changed:" linemug follow all existing ores.
!
Note: The hierarchical authorisation isonly required for creaton of inethum objects, not
modification. You do nothave to include the second passwod (fromthe less-specific IP
block) in this update



inetnum: |10.11.12.o -10.11.12.255 2|5

netname: IExampIe-Network ?F Ad

his 1s a new fictitious assignment 2| +| 4 ¥
for the end-user called "Example"

descr:
country: |NL PIE[+]| 4 ¥
admin-c: S1-TEST PIE[ ] ¢ ¥
tech-c: |MJ3-TEST PIE[+] 4 ¥
status: |ASSIGNED PA PlE 23
notify: Ijohn.smith@example.com P S+ 4 ¥ x|
notify: Imark.johnson@example.com P S | 4 ¥ x|
mnt-by: [EXAMPLE-MNT PIE 2 ¥
mnt-lower: [EXAMPLE-MNT PIE +| 4| ¥ x|
mnt-routes: [EXAMPLE-MNT PIE +| 2| ¥ x|
changed: Ijohn.smith@example.com 20051129 PIE+| 4 ¥ x|
changed: Ijohn.smith@example.com PIE[+] 4] ¥ x|
source: ITEST ?| = 4 ¥

password: Ithis is my clear-text password, really! P = +] 4 X|

You cannotchangethe primary attribute of the object (inethnum: 10.11.12.0-
10.11.12.255) The datébase wil | consider thisto bea creaton ofa new object
I

4. Click on Submit Update to process this:
!

Submit Update I
|

5. Wait for an adknowledgement from the database. Thiswill tell youif your update was
sweessfu. If there was an error, the messagethat you receve will tell you what was
wrong

I
6. The e-mai addressin the "natify:" attribute of the origina object will besenta
message with the details of thechange. In asimilar way, anatification e-mai will be sent
to the "mnt-nfy:" of the maintainer.




3.9Ddeting Objects
[

Sametimes you ndonger neal objects that you maintain. You shoud delete these. For
exanple, if an assgnment is nolonger used youshoud deleke the inetnum object and all
persan and mntner objects that are referenced only from that object

I

To delete an existing dbjed:
I

1. Seled the object that you wish to remove usng the [Edit] option in webupdates.
Fdlow steps 1and 2in Section 3.8Modifying theINETNUM Object to query for this

object and present theobject details.
I

2. Intheobed editor, do notchange any of the attributes. If the object sulmitted is not

an exad copy of the onestored in the RIPE Datébase, the deletion wil | fail.
|

Add only a"password" field to authenticate you as the valid maintainer. Deletion of
objectsin the RIPE Datébase/TEST Datébase mug also beauthorised.
I
password: [[add your password here]| PS5 | 4 X|
!
3. At the bottom of the editor page, enter the reasan for this olject deletionin the Reasm
box. Click on Delete Objed, when dore.
I
Reason: | Delete Object
|

.Thiswill automatically submit theupdate for processng to the TEST Datébase adding a

linein the format
|

delete: [reason for deletion]
|

. Thisindicates that this ohect isto bedeletel from the datebase.

Exanple of adeletion:



inetnum: [10.11.12.0 - 10.11.12.255 ? =

netname: |Example-Network 2| ¥

his is a new fictitious assignment 2| +| 2 ¥
for the end-user called "Example"

descr:
country: INL PIE[+] 4 ¥
admin-c: |S1-TEST PIE|+ 4 ¥
tech-c: |MJ3-TEST 2|5 | 2] ¥
status: |ASSIGNED PA ?lE 3
notify: ljohn.smith@example.com P S+ 4 ¥ x|
notify: |mark.johnson@example.com P =+ 4] ¥ x|
mnt-by: |EXAMPLE-MNT P|E ] ] 3
mnt-lower: [EXAMPLE-MNT P|E| | 4] ¥ x|
mnt-routes: [EXAMPLE-MNT P|E| | 4] ¥ X

changed: Ijohn.smith@example.com 20051129 2| = *| 4| ¥ x|

changed: ljohn.smith@example.com 20051130 2| S *| 4| ¥ x|
source: ITEST 2| LR

password: I‘Obﬂobﬂmﬂmm 1, EI il i] 5]
Add New Field: Ipassword | Iafter ~| the |source ~| Field. Add a field |

I~ Force New

Reason:lno longer valid Delete Object |

Submit Update | Switch View |

4. Press Submit Update.
I

5. Wait for an adknowledgement from the database. Thiswill tell you if your deletion was
suweessfu.



6. The e-mai addressesin the "natify:" attribute of the object, as well as the "mnt-nfy:"
attribute of the mnt-by: mntner,attribute of the mnt-by: mntnerwill receve a message

with the details ofthe deletion.
|

Obects that are referenced by other objects cannotbe deletal. For exanple, a mntner
object canna bedeleted whileit is used in "mnt-by:" or any other attribute. You can find
the referencesto amntner object by usang an inverse query. Typethe followingin the

guery window, subgituting your mntner obect
I

-i mnt-bymnt-lowermnt -routes,mnt -domains,mnt -ref

- EXAMPLE- MNT

Thiswill return all of the obects that reference EXAMPLE-MNT. The"-i" flag requests
the inverse query, and the "mnt-by,mnt-lower,mnt-routes,mnt-domains,mnt-ref" specify
which attributes youwant to look at There mug notbeaspace after any of thecommeas.
The"-r" disables reaurson (assaiated objects will not be displayed).

Before you can delee a mntner object, youmud renoveall referencesto it.

For exanmple, if you have thefollowing mntner and person objects:

% Information related to 'EXAMPLE - MNT'
I

mntner: EXAMPLEMNT

descr: Sample maintainer for example

admin - c: JS1- TEST

tech -c: JS1- TEST

upd- to: john.smith@example.com

mnt- nfy: john.smith@example.com

auth: MD5 PW $1$wCDUXtMe$MptgAFcPa3sy9QqQnbX4X/
notify: john.smith@example.com

abuse - mailbox: abuse@example. com

mnt- by: EXAMPLEMNT

referral - by: TEST- DBM MNT

changed: john.smith@example.com 20051104

source: TEST

% Information related to 'JS1 -

TEST' person: John Smith
address: Example LTD
High street
12 St.Mery
Mead Essex,
UK
phone: +44 1737 892 004
e-m ail: john.smith@example.com
nic - hdl: JS1- TEST
mnt- by: EXAMPLEMNT
remarks: kb ke kkkkokokk

remarks: This object is only an example!
remarks *kkkkkkkkkkkkk *kkkkkkkkkkkkkkkk
abuse - mailbox: abuse@example.com

changed: john.smith@example.com 20051104



changed: john.smith@ex ample.com 20051109

source: TEST

I

The mntner "EXAMPLE-MNT" canna bedeletead, becaise it is referenced bythe
persan "JSETEST". The persan "JSLTEST" cannotbedeletad, becai it is referenced
by the mntner "EXAMPLE-MNT". To delete these objects, dothe foll owing:

I

1. Modify the person object, and removethe "mnt-by:" attribute. This removes all
protection, butthisis nota seaurity issue, becaise the object will be deleted.
2. Delet the mntner object
3. Delet the person object
I
(Please remenfer to delete all objects youcreateal in the TEST Datébase while doing
these exercises.)
|
|
|

'4.0 Extra Features
|

.4.1 Keeping a Passwvord in webupdakes Memory
[

If you want to use your maintainer authentication passwod in several updates, youcan
save it for aspecified amourt of time.
I

.To do this:
|

1. Before starting to update any of your oljects, click onthe [Authorisation] option.
I

2. Typein yourpasswod and seled the ampuntof time that you want to keep your
passwod in menory.
!

Authorisation

i T e T e T e T

Password: expiresin | 1 Y| hours |40 ~¥| minutes

Register

.3. Click on Register

!
You can nowstart editing your ohects. From here on, and for however long that you
specify, all updates sulmitted through webupdates from your computer will automatically
include the password youentered.

I

4.2 Edit an Object in Text-Basal View Using webupdaks



Using webupdates, youcan edit an olject in text-based mode, insteal of the field-based
mode used sofar. This can behelpful in situations when copy-paste operations are

nealed.
|

Thisis doneusng the Switch View option. It allows youto switch between 'field-based

and 'text-based' editing.
I

. For exanple, if you are editing an olject as shown below:
!

[Help] [Add] [Edit] [Authorisation] [Select Source] [Query Database] [Copyright]
Updating RIPE TEST Database
Legend
4| Move field up =| Convert field to multi-line 2| Help about the field
+| Move field down +| Add another line of the same field X| Delete field
person: John Smith ? =
address: [Example LTD PlE+ ¥ X
Migh street 12 2] hAE R R
St.Mery Mead
address: [Essex, UK
phone: [+44 1737 892 004 P |3 ¥
e-mail. jjohn.smith@example.com PIE+ 4 ¥ x|
nic-hdl: LAUTO'I 2 E 2 3
remarks f’ﬂ AAAANRAAAAAA AN ANAAAN: PIE+ ¢ X
remarks: [This object is only an example! PIE + 2 ¥ X
remarks: R e A AR R RS
abuse-mailbox: [abuse@example.com PIE 4] 4] ¥ x|
changed: jjohn.smith@example.com PIE | 2 ¥
source: [TEST PlE 13
Add New Field Iaddress ~| |after | ~| the Iaddress ~| Field, Add a field
[¥ Force New
Submit Update | Switch View ‘

!
Pressng the Switch View button allows you to switch to text-based mode:



[Help] [Add] [Edit] [Authorisation] [Select Source] [Query Database] [Copyright]
Updating RIPE TEST Database

person: John Smith
address: Example LTD
address: High street 12

St.Mery Mead

Essex, UK
phone: +44 1737 892 004
e-mail: john.smith@example.com
nic-hdl: AUTO-1
rema rk S ERE SRS FEEEEEEEEEEEEEEEEEEEEE RS
remarks: This object i1s only an example!
rema rk S: RS SRR S SRS SRS SRR E SRR E R R
abuse-mailbox: abuse@example.com
changed: john.smith@example.com
source: TEST

|
|

Submit Update ‘ Switch View ‘

In this mode, youcan edit the object as free text, including adding and removing
attributes to the object

!
Pressng Switch View once again switches bad to the field-based mode. Pressng
Submit Update submits your updte to the RIPE Datébase.

I

You can switch between bath edit modes whil e editing an olgect However, please natice
that webupdates will only let you switch from text-based mode to field-based mode, if
there are no syrtax errorsin theobect

|

.4.3 Updates By E-maill
|

Another way of updating objectsin the RIPE/TEST Datébase is byusng e-mail. Thisis
useful if you need to update several objects at the sametime.
!

You shoud send upates for the TEST Datebase to <test-dbm@ripe.net>. We
automatically process all updates sent to this e-mail address no human handingis
involved.
I

Follow these steps when you prepare your e-mail:
I

1. Include the complete objects that you wish to update (create modify or celetg in
the e-mail, with at least oneblank line between ead object, and completely
aligned to the left (no space charactes at the beginning ofthelines). Please dont
include any blank linesin between the attributes of any object, as thiswill prevent
it from being recognised.



2. If youwant to delek an object, includethe complete object exactly as stored in
the RIPE Datébase and add an extra field to the object with the syntax:

delete: [reason for deleting]

3. Includein the e-mail, dl the clea-text password reeded to perform the updates,
with the foll owing syrnax:
password: [clear-text password]

You neal only includeead cleatext passwod orcein themessage, evenif itis

required by severa objects.
4. Send youre-mail to <test-dbm@ripe.net>

Hereis an exanple of an emai update to the TEST Database:

inetnum: 10.11.12.0 - 10.11.12.255
netname: Example - Network
descr: This is a new fictitious assignmen t
for the end - user called "Example"
country: NL
admin - c: JS1- TEST
tech -c: MJ3- TEST
status: ASSIGNED PA
notify: john.smith@example.com
notify: mark.johnson@ripe.net
mnt- by: EXAMPLEMNT
mnt- lower: EXAMPLEMNT
mnt- routes: EXAMPLEMNT
changed: john.smith@example.com 20051129
changed: john.smith@example.com 20051130
source: TEST
delete: IP assignment has been cancelled
I
person: John Smith
address: Example LTD
High street
12 St.Mery
Mead Essex,
UK
phone: +44 1742 812 991
e- mail: john.smith@example.com
nic - hdl: JS1- TEST
mnt- by: EXAMPLEMNT
remarks:
kkkkkkkkkkkkkkhkkkkhkkkkhkkkkhkkkkhkkhkkkkhkkkkhkkhkkkkkkkkhkkkkkkkk
remarks: This object is still an example, but the phone has
changed!
remarks:

R R e R e e e e e e e e e e e e e e e e e e e T S T T T e T

mailbox: abuse@example.com

changed: john.smith@example.com 20051104
changed: john.smith@example .com 20051109
changed: john.smith@example.com

source:

TEST

*hkkkkkkRkKARRK



password: this is my clear - text password, really!

After yourupdate has been processed, youwill receve theresuts bye-mail. The reply
will tell youwhich objects were updated successfuly and which ones failed. For the
objectsthat failed, youwill get an explanation with theerrors. Thisis similar to what is
shown in the webupdates report.

4.4\Whois Client

You can also perform queries onthe datébase by usng awhois software client.

Thereisawhais client, developed bythe RIPE NCC, available for free dowroad. [3]

To perform queries onthe TEST Database, use the syrtax:

whois —h test-whois.ripe.net <query-text>

Where <query-text> isthe full query text that would beentered in the web query box
shown in Section 2.1Web Queries.

4.5Important Query Flags

Hereis alist of commonly used flags that can beuseful when querying the RIPE
datebase. Please nate that these flags are case-sengtive.

General query flags:

-t <objed-type>

-v <objed-type>

Disables thedefault query behaviour of filtering the "natify:",
"changed:" and "e-mail:" attributes, to proted users from contad
abuse. Thisflagis relpful for retrieving the objects exactly asthey
are stored in the RIPE Database. It isimportant to use this flag when
updating datebase objects bye-mail, to prevent information from
beinglog in theupdate

Disables thedefault query behaviour of reaursion for contad
information after retrieving the objects that matd the lookup key.
You shoud use this flag if you do notwant to retrieve the persmn
and role obects that contain the contad information assaiated with
the oec that you are querying for.

Requests atenplate for the specified olject type. Using this flag
you can see al the possble attributes used in an olject type as well
astheir characteistics.

Requests a verboe tenplate for the specified object type. Thisflag



-i <attri bute-

name><inverse-

key>

worksas £, butalso gvesyou adetailed explanation of eah
attribute, and the expected syrtax. It can bevery helpful when you
receve asyrtax error while updating an oject in the RIPE
Datébase.

Perform an inverse query. Thisflag is useful to see in which objects
acertain ohject isreferenced. For exanple:

-imnt - by EXAMPLE- MNT

will shav all the objects that are maintained by the maintainer

EXAMPLE-MNT.

IPrangequery flags:

. -| <ip-lookup>

L <ip-lookup>

-m <ip-lookup>
!

-M <ip-lookup>

!
!
-X <ip-lookup>

One-level less specific query. Thisreturnsthe smallest inethum
range that encompasses the entire IP range specified in the query,
excluding theexad matd.

All-levels less specific query. Thisreturnsall theless specific
inethnum objects that encompass the IP range specified in the query,
including the exad matd.

One-level more specific query. Thisreturnsthe largest inetnum
ranges that are completely contained in the IP rangespecified in the
guery, excluding the exad matd

All-levels more specific query. Thisreturnsall thelevels of inetnum
obects contained in the IP range specified in the query, excluding
the exad matd. This can return an extremel large number of
objects, depending onwhich IPrangeis used.

Exact match query. Thisreturns the inethum objec that exactly
correspond to theIP range specified in the query. If no exad matd
isfound noobjects are returned

In adefault IP range query, withou any of the flags mentioned abowve, the exad matd
obect will bereturred. If no exad matd is found,the one-level less specific inetnum
object will bereturned.

. To see afull list of all theflags that you can use when querying the RIPE Datébase, enter
'help’ in the query box:



help
[

5.0Us ng the Production RIPE Database
|

You shoud nowhave an understanding of the basic concepts of the RIPE Database and
be able to maintain yourown data and perform queries. This section explains the
differences between the TEST Datébase and the RIPE Database.

I

For the RIPE Database:
|

1. Queries us adifferent search todl: http://www.ripe.netAivhois
|

2. For queries uang awhais client, conred to the server: whois.ripe.net
whois -h whois.ripe.net <query-text>
3. In webupdates, seled RIPE Database as the source (default), by usng the [Seled

Soucq option:
!

Select Source

Current Configuration:

Source: RIPE
Update Url: http:/fiwww.ripe.net/syncupdates
Query Host: whois.ripe.net
Query Port: 43
Query Url: http:/fwww.ripe.net/fcgi-hin/whois
RIPE Database :v| Select Update Source

.4. You shoud send e-mail updates for the RIPE Database to <auto-dbm@yipe.net>.
I

5. Obectsin the RIPE Database use RIPE for bath the "source!" attribute and the suffix
appended to "nic-hd:" attributes.
I

6. When creatng yourmntner object in the RIPE Datébase, use RIPE-DBM-MNT for
the "referral-by:" attribute.

I
7.You cannotcreat inetnum obectsin the RIPE Datébase unless youhave receved
authorisation fromtheLIR that hdds theresponshility for that address range.



6.0Where toLearn More
|

The following resouces are available to help you wse the RIPE Database.
I

6.1Help
|

A query for "help" will return afull list of all of the 'flags that you can use when you
query the database.
I

.help
|

Whil e we covered same of these in this document, there are many others.
I

To receve detailed information abou an olject typeand all of its attributes, query for:
I

- v <object - type>
I

6.2 Database FAQ
|

The Datébase Frequently Asked Questions(FAQS) are available at:
http://www.ri pe.net/info/fag/db/index.html
|

We frequently update this page with helpful information based onthe needs of wsers and

new feaures offered by the software.
I

6.3 RIPE Database Documents
!
The definiti ve source of information for the RIPE Datébase is the datebase area of the
RIPE Document Store:
http://www.ri pe.net/ripe/docs/database.html
|

Here you can find the latest versionsof the RIPE Datébase Reference Manuals [1], which
contain detailed information abou al of the topics covered in this guide, as well as other

relevant documents covering how to use the RIPE Datébase.
|

6.4LIR Training Courses
!
The RIPE NCC provdes training for Locd Internet Registries. You can find more
information abou this at
http://www.ripe.net/training/
|

6.5 Spedfic Quesions
[

If you have a specific question that has notbeen answered in this guide, send it to <ripe-
dbm@ripe.net>. A RIPE NCC customer service representative will answer your mail.



You can also past aquestion to the <db-help@ripe.net> mailing list. You can find
information abou thislist at:
http://www.ri pe.net/mailman/li stinfo/db-help/index.html

|

|
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