


Introduction

Devices and systems can be compromised. A malicious actor can potentially embed code in the election system
or on the voter’s device that changes the vote without the user being aware. In other words, we cannot necessar-
ily trust our devices.

Assembly Voting's election systems allow the voter to check the content of the encrypted vote on a secondary
device. If there is a mismatch, it could be a sign that the election system is compromised.

Our voting system allows voters to challenge their vote as often, with as many devices as they feel necessary, to
ensure that no part of the voting process has compromised their vote.

This means that the voter is able to open their envelope and view the vote before submitting it to the digital ballot

box, as many times as they want, to give enough evidence that the vote inside the envelope matches, what the
voter expected it to be.
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Sign out Voter verification mode

ASSEMBLY VOTING Voter verification mode [Exit mods)

. You have activated voter verification. In order to verify your vote, you need to download
Election Name Assembly Voting *Ballot Opener* on your smartphone from App Store or Google Play.

It's important to vote

’ ASSEMBLY VOTING The colored texts below the available options represents the value that will be encrypted if

you decide to vote for this option.

Election Name
It's important to vote Amendment

Birthdate Select your preferred option for this test vote

This is a test to showcase the functionality in

AVX. You can read more about the system
Fill in your birthdate in the format DDA here or write to us on
info@assemblyvoting.com For n

Sign in with your credentials to vote

Election Code

Experiencing issues? Contact us at .
eceived in the field above info@assemblyvoting.com Against |:|

Go to ballot

Blank vote D

Voter verification
Show

srams for vaidation of cast vot

Election information Voter verification
B Show oryptograms for vaTaauon ST Ea vore




Sign out

’ ASSEMBLY VOTING

Election Name
It's important to vote

This is a test to showcase the functionality in
AVX. You can read more about the system
here or write to us on
info@assemblyvoting.com

Experiencing issues? Contact us at
info@assemblyvoting.com

Voter verification mode

The colored text below the selected option represents the value that will be encrypted. It is
also the value that you should see, if you decide to open your ballot for verification of its

content.

Please confirm your vote

Amendment

For

x|

Encrypt vote

What do you mean by “encrypt vote”?

You can interchange encrypting your vote

with the physical action of you putting the

filled in ballot inside an envelope, so that
the ballot and what you voted for is no

longer visible to anyone.




Voter verification mode

This is your encrypted ballots.

If you want to verify the content that was encrypted by the system, you can click on “Open
envelopes”. This verification ensures that the system is encrypting the casted votes as

intended by the voter. After opening an envelope for verification of its content, you will need
to recast your vote.

Submit or open your envelopes

Amendment

Envelope (Cryptogram)
0266b67260d39a41bel1c48508e841459ef2d1ca80020bae554b6145938757295¢ee
03dc8e9ele3d37ab91cd649424ele@c65b66Te9b8d20a243f5f013ce72a973b8e5

Open envelopes Submit envelopes




‘:’ Ballot Opener

What does the ballot opener do?

By scanning the QR-code or inserting the cryptogram values from your voting applic
ballot opener can decrypt your vote and reveal its content.

Why is the ballot opener important?

With the ballot opener you can control that the voting system has encrypted and re
your vote as intended. The ballot opener is one of several control mechanisms to ent
to-end verifiability in the election process. Read more on our website www.assemblyy

Vote Data

Success! Your vote has been decoded.

Vote
yes
Remember!

Your vote has not been recorded on the server. You have to redo the voting process in
order to cast your vote.

Envelope (Cryptogram) - This value is the encrypted vote. information that is only revealed to the voter, to ensure they

The ballot has now been put inside the envelope and the can challenge the vote before submitting it. Once the voter

cryptogram is the envelope hiding your vote. chooses to submit the vote this information will be deleted.

Encryption key - This is a unique value that is used to QR code - The Encryption key, Envelope cryptogram, and

identify the election system. This is a public piece of informa- Randomness cryptogram have been generated into a QR

tion that can be found on the election board. code, that can be scanned by a device with access to open

the Ballot Opener application, which the voter will need to

Randomness - This value is the voter's unique way of install to continue the process of decrypting the vote.

putting the ballot inside the envelope. This is a secret
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https://apps.apple.com/dk/app/ballot-opener/id1455098752
https://play.google.com/store/apps/details?id=com.aion.ballotopener

Voter verification mode Exit mode

Voter verification mode Exit mode

The colored texts below the available options represents the value that will be encrypted if

The colored text below the selected option represents the value that will be encrypted. It is
you decide to vote for this option.

also the value that you should see, if you decide to open your ballot for verification of its
content.

Amendment
Select your preferred option for this test vote please confirm yOUI' vote
S Amendment
Voter verification mode
For m For [x]
Use the Ballot Opener app to scan the QR-code of each envelope. You can also insert the v

cryptographic values in the application to reveal the content of your ballot. Against |:|
If the content of the envelope is identical with the vote you casted for, it means the system
correctly encrypted your vote. Otherwise, it is an evidence that the system has been
corrupted. In such case, please contact support.

Please note: These votes will NOT be included in the result. You have to vote again!

Your envelopes have been opened

Encrypt vote

Blank vote |:|

The encryption key used to encrypt your votes was:

Encryption key
0307b780bfbf41635700e7a6cd92798195cad7fe609e61334221986229c8e4a308

This encryption key, together with the 'Randomness' of each ballot, was used to generate each S
N Voter verification mode

envelope. Use the 'Ballot Opener' app to verify that the content of each envelope corresponds to

your vote.

This is your encrypted ballots.

Amendment If you want to verify the content that was encrypted by the system, you can click on “Open

envelopes” This verification ensures that the system is encrypting the casted votes as
intended by the voter. After opening an envelope for verification of its content, you will need
to recast your vote.

Envelope (Cryptogram)
0266b67260d39a41belc48508e841459ef2d1ca80020bae554b6145938
03dc8e9ele3d37ab91cd649424e1e0c65b66fe9b8d20a243f5f013ce72

Randomness

Submit or open your envelopes
9f806Tb11aa96343bd12845cdea0ad80f5fee5296d0982c343e5ae9ea8

Amendment

Envelope (Cryptogram)
0266b67260d39a41be1c48508e841459e f2d1ca80020bae554b645938757295¢ee
03dc8e9ele3d37ab91cd649424e1e0c65b66fe9b8d20a243f5f013ce72a973b8e5

Open envelopes ubmit envelopes




What does it mean?

Envelope (Cryptogram) - This value is the encrypted envelope holding

the vote.

Voter’s Public signing key - This is a public piece of information that

Receipt allows anyone to verify that it was actually this eligible voter who

Your vote has been registered. Thank you for your participation.

Download receipt file

Your envelopes
Amendment

submitted the vote.

Voter signature - This is the signature the eligible voter sent in with the

vote.

Envelope (Cryptogram)

030e1c6698dbe7 f61fBeea7051a5649e0c20c26935830b7bce2662ee3d62d0082 Board Hash at acknowledgment time - Information about the d|g\tal
02a9a0d31fb5dfa87d15f c8dad390ecc61bbd99387a483073532a600a81d38c5d3

ballot box at the moment the vote was acknowledged.

These were signed with your public signing key and sent to the server: Acknowledgement and registration

The server ackr your issi I it and sent back a server signature as a
proof of registration.

Voters public signing key Board hash at registration time - Information about the digital ballot

033c7f8e5c1df6449edda85d863394e61e81f49fba7798dc04adace58a721

box at the moment the vote was registered.

Voter signature o o .
1639c7dada82a3d83eB1ee7591abc9474bacBdeBIad1526268696d128b01g  Board hash at acknowledgement time - 2022-10-13709:31:01.183+02:00

8986a6fc97415F84663256181d589e6d950e87¢c287bbcd496d61d3e8s5f6f1 ~ 2ddfTc@3603ecfeb3f6a7680fd731cb68a853a4bdd407544312390dd7eeebal
Board hash at registration time - 2022-10-13707:31:01.236+00:00 Board hash after submission registered - Information about the
2ddffce3603ecfeb3f6a7680fd731cb68aB53a4bdd4075443112390dd7eeebal

Board hash after submission registered
3c778a069364d7aeb581fc30410768387ec73ba3eb709133e1234a57072b2ed

digital ballot box after the vote submission was registered.
Election's public signing key

027673214d7b308d0e3f f6bdeab763ef4b6b0e54421d014803179170d800DB36L Election’s publlc Signing key -Thisis a pUbHC p\'ece of information t

Server signature
2a3976019d40a9bd0afce33abb837fdc4c06922569aa16dd7f131b8f7824facs
edfe9d9cc10dec557ad95323feal80dc1187cd3c1d310b71606730ff170e948e2

Back to signin

allows anyone to verify that the receipt was signed by the election system.

Server signature - The election board's signature that it has received the

vote.
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