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Internet resilience
[‘Intenet r1'zilzans] noun

The capacity of a country or region's Internet
infrastructure to maintain stable and reliable
service despite disruptions.
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Internet Society Pulse:
ulse.internetsociety.org/resilience
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http://pulse.internetsociety.org/resilience

Internet Resilience Index
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Internet Resilience Index

@ Serbia

Infrastructure 52%  Security 63%
Cable ecosystem 53% Fibre 10km reach 539, Enabling technologies 64% Secure web traffic 88%
IPv6 adoption 10%

Mobile connectivity 78% Network coverage 81%
Domain name system security 65% DNSSEC adoption 100%

Spectrum allocation 71%
DNSSEC validation 30%
Enabling infrastructure 23% Data centers 26%  Routing hygiene 52% MANRS 62%

—_— _—

Number of IXPs 20% Upstream redundancy 42%
Performance 46%  Security threat 75% DDoS protection 58%
= Global cybersecurity 90%
Secure Internet servers 3%

Fixed networks 45% Fixed download 27%
Fixed jitter 84% Market readiness 42%

=

Fixed latency 75%
Fixed upload 18% Market structure 53% Affordability 94%

o
Upstream provider diversity 33%
Mobile networks 46% Mobile download 27% Market diversity 36%

— o
Moblie lier 86%  taffic localization 32% Domain count 2%
i 9

Mobile latency 77% EGDI 83%
Mobile upload 18% Peering efficiency 0%
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Market readiness

Market structure



Peer-to-peer connections: Serbia
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The sketch show how end-users

interconnect within a country.

It illustrates the peer-to-peer fabric at
a specific point in time and provides
insight into how networks interconnect

users.

jedi.ripe.net/peer-to-peer
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Peer-to-peer connections: Greece,
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Romania and Ukraine
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Market structure

Country HHI score
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0.7147
0.4001
0.3706
0.3573
0.3557
0.3486
0.3363
0.2747
0.2459
0.1908

The Herfindahl-Hirschman Index (HHI) is an economic measure of
market concentration.

We calculate the HHI using APNIC data on networks serving users
in a specific country. Only networks with over 1% of users in that
country are included.

By converting percentages to fractions, we obtain an HHI ranging
from 0 (no concentration) to 1 (monopoly).

Data source: APNIC
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Telecom Serbia

HQ:
Belgrade, Serbia

Size:
12,000+ employees

Market share across SEE region:
Bosnia and Herzegovina - 26.5%
North Macedonia - 0.05%
Montenegro - 44%

Serbia - 48%

United Group

HQ:

Amsterdam, The Netherlands

Size:
14,000+ employees

Market share across SEE region:
Bosnia and Herzegovina - 20%
Bulgaria - 33.5%

Croatia - 16%

Greece - 32%

Montenegro - 10.5%

Serbia - 21.5%

Slovenia - 30.5%
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Al

HQ:

Vienna, Austria

Size:
17,000+ employees

Market share across SEE region:
Bulgaria - 22.5%

Croatia - 32.5%

North Macedonia - 36%

Serbia - 9%

Slovenia - 20%

Deutsche Telecom

HQ:

Bonn, Germany

Size:
207,000+ employees

Market share across SEE region:
Bosnia and Herzegovina - 11%
Croatia - 47%

Greece - 51.5%

Montenegro - 36%

North Macedonia - 43%

Romania - 4%
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Market readiness

Upstream provider diversity



Upstream operators providing connectivity into Serbia

RIS route collectors
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Arelion

Lumen

J RETN
Tata Communications

Cogent

l Hurricane Electric

19 Other non-RS ASNs
m Omonia
GEANT

HBONE
—A1TELEKOM

Telekom Srbija 81,219,838

Serbia Broadband & 551,678

SAT-TRAKT m 73,214
Orion Telekom B 116,990

CETIN Serbia § 109,565

BeotelNet m 73,470

24 Other RS ASNs:= 54,269
Serbian Open Exchange =34,814
PostarNET-=48,128

AMRES 11 140,287
A1SERBIA - 17,407

Serbia: 2,439,660

Data source: RIPE RIS



Upstream operators providing connectivity into Slovenia

Deutsche Telekom
Inter.link
Telekom Slovenije ¥ 845,821
Lumen
ARNES | 506,878
Cogent

MegaTel-= 45,054
RIS route collectors Tl Sparkle PERFTECH — 16,384 Slovenia: 2,629,102
16 Other SIASNs'= 56,317

GEANT
IA1 Telekom Austria S 355,871
12 Other non-SI ASNs T2 I247,805

Stelkom =51,711
Hurricane Electric

Telemach Slovenija 393,727
Arelion
- Serbia Broadband SOFTNET 1 118,782
XENYA —10,752
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Upstream operators providing connectivity into Romania

RIS route collectors
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I Vodafone GlobalNet

Arelion

Cogent

GTT

Lumen

Zayo
m Tl:Sparkle

Hurricane Electric

37 Other non-RO ASNs
=-NTT -Communications
RETN

Vodafone Romania I 1,177,600

DIGI' Romania

Orange Romania

M247
GTS Telecom

93 Other RO ASNs

2,075,646

Romania: 6,977,760
2,171,644

269,563
145,405

388,601

Prime-Telecom = 162,046

Euroweb Romania = 168,956
RoEduNet = 160,766

TeenTelecom —

iNES

57,086
200,447

Data source: RIPE RIS



Market readiness

Traffic localisation
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Data source: RIPE Atlas
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Infrastructure

Enabling infrastructure



Number of IXPs
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Cloud, CDN and OTT leaders in IXP participation

Google 100G 100G
Microsoft 206 20G
AWS 40G
Meta 200G 200G
Cloudflare  40G 100G
Fastly
Netflix 100G
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Highlights &
e The (former) state telecommunications operators still exert a lot of influence. There are smaller

numbers of independent providers than we see in some other parts of Europe.

e Routing within the region is generally efficient, although we observed a few anomalies that

likely reflect the various peering arrangements that different networks have in place.

e There is a modest amount of diversity in terms of the routes available to traffic flowing into

the region, the dominant role played by incumbents.
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Questions '?

& Comments

‘ jcosic@ripe.net



RIPENCC
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THANK YOU!



