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What We'll Discuss Today
Internet Resilience

• What is it?
• Tools to measure it
• What is the situation in Central Asia

Internet Fragmentation
• Threats
• What we can learn from other countries

Discussion
• What data are you collecting and sharing?
• What data can help you in your advocacy efforts?
• How can we collaborate to improve the health of the 

Internet in your countries?



• Launched December 2020.

• We curate Internet measurement data from trusted 
sources to help everyone gain deeper, data-driven 
insight into the Internet.

Trusted data from multiple sources: 

• Benefit: Helps to assess whether efforts to ensure 
that the Internet remains open, globally connected, 
secure, and trustworthy are working.

• Benefit: Allows policymakers, researchers, 
journalists, network operators, civil society groups, 
and others to better understand the health, 
availability, and evolution of the Internet.

pulse.internetsociety.org
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Pulse Data Partners 

• Data is provided by our trusted data partners
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Shutdowns: Where do Internet Shutdowns take place and what is the 
economic cost?

Technologies: What is the state of deployment of technologies critical for the 
evolution of the Internet?

Concentration: How much are services concentrated in the hands of a few?

Resilience: How robust is the Internet ecosystem?

Pulse tracks
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Shutdowns: Where do Internet Shutdowns take place and what is the 
economic cost?

Technologies: What is the state of deployment of technologies critical for the 
evolution of the Internet?

Concentration: How much are services concentrated in the hands of a few?

Resilience: How robust is the Internet ecosystem?

Country Reports: Consolidate and illustrate critical Internet health metrics

What I’ll cover today
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What's impacting the health of the 
Internet?
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Where to start
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Where to start
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A resilient Internet connection 
maintains an acceptable level of 
service despite faults and 
challenges to normal operation.

Resilience
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The framework collates around 30 sets of public metric data that relate to four pillars of a 
resilient Internet:

The Internet Resiliency Index (IRI)

Methodology: https://pulse.internetsociety.org/wp-content/uploads/2023/07/Internet-Society-Pulse-IRI-
Methodology-July-2023-v2.0-Final-EN.pdf

Infrastructure

The existence and 
availability of 

physical 
infrastructure that 
provides Internet

connectivity.

Performance

The ability of the 
network to provide 

end-users with 
seamless and 

reliable access to 
Internet services.

Security

The ability of the 
network to resist 

intentional or 
unintentional 

disruptions through 
the adoption of 

security 
technologies and 
best practices.

Market Readiness

The ability of the 
market to self-
regulate and 

provide affordable 
prices to

end-users by 
maintaining a 
diverse and 

competitive market.

pulse.internetsociety.org/resilience

https://pulse.internetsociety.org/wp-content/uploads/2021/11/Internet-Society-Pulse-IRI-Methodology-October-2021-v1.0-Final-EN.pdf
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• Relevance: The indicator should work towards showing an increase or decline in the 
resilience of the Internet in a selected country.

• Accuracy: The indicator should correctly estimate or describe the quantities or 
characteristics they are designed to measure.

• Coverage: The data should cover as many countries as possible, as the Index is intended 
to be a global index. An indicator is not included if there is missing data on more than 
25% of countries in the Index.

• Freshness: Any dataset should be at most two years old. Some datasets such as 
performance or network coverage should be recent. Some other datasets such as 
number of exits points do not change considerably over years, so it is acceptable to use 
a dataset which is a year or two old.

• Continuity: To objectively compare the index over the years, it is important to work 
with a stable list of indicators, which will provide data consistently over time.

Types of indicators
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1. Direct indicator: A direct indicator is a direct measure of an aspect of resilience 
e.g., percentage of HTTPS adoption, latency, bandwidth, etc. They have a 
specific unit of measurement, and the raw value can be on different scales 
depending on what is being measured.

2. Composite indicator: A composite indicator provides a score, which itself has 
been derived from multiple other variables. Examples are the MANRS score, 
EGDI index, Market Concentration, etc. The scale of a composite indicator is 
usually between 0 and 100.

3. Proxy indicator: A proxy is used where it is difficult to find a specific metric to 
measure an aspect of resilience. Proxies can be either direct or composite 
indicators. For example, the IRI uses “Number of IXPs” and “Number of data 
centers”, together to quantify the robustness of the local infrastructure.

Types of indicators



14

Internet Resilience — Globally pulse.internetsociety.org/resilience
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Overall Internet Resilience — By Region
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Overall Internet Resilience — Asia
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Overall Internet Resilience — Central Asia



18

Uzbekistan – Internet Resilience Index



19

Kyrgyzstan – Internet Resilience Index
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Tajikistan – Internet Resilience Index
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Turkmenistan – Internet Resilience Index
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Kazakhstan – Internet Resilience Index
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Comparison of Overall/Pillar scores
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Open Internet Environment, Kazakhstan

An open 
Internet is an 
accessible 
Internet – it is 
easy to connect 
to the open 
Internet and use 
its services.

https://pulse.internetsociety.org/reports/kz
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Open Internet Environment, Kazakhstan

An open 
Internet is an 
accessible 
Internet – it is 
easy to connect 
to the open 
Internet and use 
its services.

https://pulse.internetsociety.org/reports/kz
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Not if, but when

Who’s next?

Canada, July 2022 Australia, November 2023
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Globally Connected Infrastructure

https://pulse.internetsociety.org/reports/kz
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Globally Connected Infrastructure

https://pulse.internetsociety.org/reports/kz
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Traffic localization
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Traffic localization
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Enabling Technologies



Kazakhstan
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Local vs External Content

% of top 1,000 domains 
hosted locally

KZ >50%
KG <20%
TJ <10%
TM <10%
UZ <25%

Read report: https://pulse.internetsociety.org/blog/reviewing-
internet-resilience-and-efficiency-in-central-asia
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Traffic localization
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Traffic localization – domain count
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50/50 Vision

https://www.internetsociety.org/issues/access/50-50-vision/

1. Top 1000 websites 
(Google CrUX)

2. Categorize 
websites CDN or 
“Native” 

3. IP geolocation 
local, regional or 
external
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Secure and Trustworthy Internet

https://pulse.internetsociety.org/reports/kz
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Secure and Trustworthy Internet

https://pulse.internetsociety.org/reports/kz
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Limitations
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• The data is pulled from external public sources, not always up-to-date.
• An indicator is not included if data is missing on more than 25% of countries in the Index.
• Regional shutdown and outage data difficult to source/validate

• Without in-country measurements, it’s difficult to validate the data.
• RIPE Atlas and OONI are doing great work in this area, but more is needed.

• Some of the data undergoes processing, normalization, and weighing, we use a 
methodology that is reproducible.

• You can see raw numbers via API. Email us for access pulse@isoc.org

• Ultimately, the Index benchmarks countries with one another and helps decision 
makers recognize gaps and weaknesses to conduct further study into validating these 
and work towards addressing them.

Limitations
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Where to start
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https://bbmaps.itu.int/bbmaps/



42

https://bbmaps.itu.int/bbmaps/



Kazakhstan – Exit Points
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China

Russia

Turkmenistan Uzbekistan
Kyrgyzstan

https://bbmaps.itu.int/bbmaps/



Kyrgyzstan– Exit Points
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China

Kazakhstan

Uzbekistan

Tajikistan

https://bbmaps.itu.int/bbmaps/



Tajikistan
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Uzbekistan

Kyrgyzstan

Afghanistan

China

https://bbmaps.itu.int/bbmaps/



Turkmenistan– Exit Points
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Afghanistan

Iran

Uzbekistan

https://bbmaps.itu.int/bbmaps/



Turkmenistan– Exit Points
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https://bbmaps.itu.int/bbmaps/
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https://twitter.com/Liveuamap/status/1478709807569850372

https://www.theguardian.com/technology/2022/aug/29/when-internet-shutdowns-
spill-over-borders

"Myanmar’s Twitter block [Feb 2021] had 
accidentally cut Twitter access to at least 
half a billion internet users.

The same dynamic was repeated in March 
2022, when Russia inadvertently cut 
access to Twitter across Europe with a 
block designed for its own people."



Ukraine – Exit Points

https://bbmaps.itu.int/bbmaps/

Belarus

RussiaPoland

Moldova

Romania

Hungary

Slovakia
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Ukraine– Internet Resilience Index
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Ukraine – IPv4 and v6 Interconnection (APNIC REx)

https://rex.apnic.net/as-interconnections?allocationType=ipv4,ipv6&economy=UA
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Ukraine – ASN Dependency (IIJ Internet Health Report)

https://ihr.iijlab.net/ihr/en-us/countries/UA?af=4&last=3&date=2023-08-24&rov_tb=routes
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We all have a role to play
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Advocating for a healthy Internet

• What data are you collecting and 
sharing?

• What data can help you in your 
research/advocacy/decision making  
efforts?

• How can we collaborate to improve the 
health of the Internet in your countries 
and as a region?



55

Subscribe, Review, Contribute

Subscribe to the Pulse 
newsletter

Review the Pulse IRI 
methodology

Contribute to Pulse
pulse@isoc.org



Robbie Mitchell
mitchell@isoc.org

Thank you


