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8  RIPE and the RIPE NCC

+ RIPE: Réseaux IP Européen
— Established 1989

— Informal organization of people interested in wide
area IP based networks

— Platform for the administrative and technical
coordination necessary to operate the Internet
within the RIPE region

— No formal membership

— Volunteers doing work in working groups and
through mailing lists

e Some activities became more and more work

Henk Uijterwaal 29 August 2005 http://lwww.ripe.net/



8  RIPE and the RIPE NCC

- RIPE NCC: RIPE Network Coordination Centre
— Established 1991

— RIPE = RIPE NCC

— Organization to perform activities that its members
need to organize as a group, even though they are
competitors in other areas

— Membership association: + 4000 members
* ISP’s, Telco’s, TLD’s, research networks, corporations

— Neutral, independent and not-for-profit
— 100 staff from about 20 countries
— Located in Amsterdam, NL

Henk Uijterwaal 29 August 2005 http://lwww.ripe.net/
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e RIPE NCC's services

Regional Internet Registry (RIR) services
— 1 of 5 worldwide

— |P and AS registration

— In-addr.apra

e “whois” data-base with operational information

e Liaison with EU, goverments, ICANN, IETF,
ITU, ...

e Training courses (CIDR, RR, DNSSEC)
o Administrative support for RIPE
 New Projects

Henk Uijterwaal 29 August 2005 http://lwww.ripe.net/



RIFE.  RIR Service Regions

RIPE NCC

AfriNIC

LACNIC

RIR services only, other services for the entire community

Henk Uijterwaal 29 August 2005 http://lwww.ripe.net/



cc DNS Related Activities

o Kroot and Kroot anycast
« DNSMON
e DNSSEC
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RIPE
—=Nec Root Server System

Provides name service for the root zone
— gTLDs (.com, .org, .net, ...)

— cCTLDs (.nl, .de, .be, ...)

« Key element in the Internet Infrastructure

13 root name servers

— a.root-server ... m.root-server.net

— 13 is a practical limit

— An average client comes here <8 times/week

Hosting and location
— Diversity of hosts and locations
— No single point of failure

Henk Uijterwaal 29 August 2005 http://lwww.ripe.net/
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RIPE :
—nce | ocation of Root Servers

Locations were all selected before 1997
— Based on Internet usage back then
— Heavy bias towards the US (10 of 13)

The Internet became a global utility since then

Have root servers distributed more over the
world

But 13 servers is the practical limit
Use anycast

Henk Uijterwaal 29 August 2005 http://lwww.ripe.net/
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RIPE
—=Nce IP Anycast

e Point to point communication between a single
client and the nearest destination server

— RFC 1546 (1993)

 Clone a server
— Multiple locations
— Same IP address
— Identical data

 Benefits
— Distribution
— Performance
— Redundancy

Henk Uijterwaal 29 August 2005 http://lwww.ripe.net/



RIPE
—nce Deployment of K root Anycast

 RIPE NCC has operated K root in London
since 1997

— Service for all ISP’s
— Neutral, independent
e Started to add anycast in 2003

e 2 kinds of nodes:
— Global (3 sites)

— Local (10 sites, only respond to queries from others
at an 1X)

— Other root servers use anycast as well

Henk Uijterwaal 29 August 2005 http://lwww.ripe.net/
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Location of nhodes

Local Node
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RIPE : : :
—nee  Creating more diversity

e bind
— De facto standard root server software

— Open source, carefully tested and well maintained
by ISC

— If there Is a bug or exploit, one can potentially
damage all root servers

 We need a second implementation
— Joint project RIPE NCC with NLNET Labs
— 2002-2005
— Develop an alternative for bind

15
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RIPE
—neNSD or Name Server Daemon

 NSD is an authoritative only, high
performance, simple and open source name
server.
— Written from scratch
— The current stable release is NSD 2.3.0.

e Download at NLNET labs for free

— Open source
— Long term support commitment

 NSD runs on some of the k-root anycast
nodes

Henk Uijterwaal 29 August 2005 http://lwww.ripe.net/
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2 DNSMON: DNS Monitoring

DNS service is important
Measure performance

There are lots of bad measurements out there!

— Newspaper article: Ping from a journalist’'s home to
root servers

— Ping - what does it measure?
— Where is the problem located?

People (press, regulators) read those articles

Henk Uijterwaal 29 August 2005 http://lwww.ripe.net/
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Rl DNSMON Goals

e Better Measurements

— From multiple points
— Real DNS traffic

* Independent and Objective

* |nteractive and better presentation
— Stacked plots allow people to easily see trends

20
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Single Point Measurement
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Query Delays (AVERAGE) for ns.ripe.net [12.06.2004 00:00 - 18.06.2004 23:59 UTC]
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R,‘ Unanswered Queries (AVERAGE) for ns.ripe.net
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e over a domain

from 66 Probes (AVERAGE) [17.06.2004 10:00 — 17.06.2004 11:59 UTC]
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RIPE .
—=NCC Views of the data

e Server View

— shows quality of service provided by the server to
all probes

e Domain View

— summarises quality of service provided by all
servers serving a domain

e Probe View

— shows quality of service provided by all servers at a
particular probe location

— Of Interest to TB host (probe host)

25
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RIPE .
—nce dnsmon Probe Locations

270° 300° 330° ’ 30° 60" 80" 120°

270° 300° 330° ’ ’ 60" 80"
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RIPE .
—Ncc What Is Measured

 Real DNS gqueries
e Poisson distributed, ~60/hour/server/probe
 From 70+ probes around the world

 Response time

e Server instance ID (anycast, load balancing)
e SOA version number

e Server software version

27
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| .
e What iIs Not Measured

 DNS queries used in actual name resolution

 Total DNS service quality, e.g. ‘user
experience’

 RIPE region bias
o Effects that last less than about a minute

But still very comprehensive measurements!

Henk Uijterwaal 29 August 2005 http://lwww.ripe.net/
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Rl DNSMON Users

 Network Operators

e TLD Administrators

— Both for a fee
— Full support

e Internet Community
— Governments, regulators, researchers, ...
— Free but delayed data
— Limited support

Henk Uijterwaal 29 August 2005 http://lwww.ripe.net/
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RIP ..
-NEPartlmpate as a Network Operator

 |nstall a test box in your network
— DNSMON

— Network performance (delay, loss, jitter, ...)
« RFC2679-2680

— NTP server

e Buy hardware and service contract
— €2000 hardware, €1000/year service

* Avalilable for everybody

Henk Uijterwaal 29 August 2005 http://lwww.ripe.net/
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RIPE :
—nee Service for Network Operators

 Non-exclusive
— TLD Administrators are also a paying user

* Benefits
— Credible 3 party monitoring
— Help desk support
— Influence development
— Guarantee of 12 months service continuity
— Other network measurements
— NTP server

31
Henk Uijterwaal 29 August 2005 http://lwww.ripe.net/



RIPE
—Nce Agenda

 RIPE and the RIPE NCC

e DNS related areas where we are active

— Kroot and Kroot anycast
— DNSMON
— DNSSEC

e Conclusions

Henk Uijterwaal 29 August 2005 http://lwww.ripe.net/

32



Rl DNS: Data Flow

Registry/Registrar

Provisioning
Zone admlnistrator @ @
. master [€ Caching forwarder
Zone file oy ’
w“:::::“‘ ‘ L
@ A:::::“' @

Dynamic ) i

updates J

slaves resolver
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Registry/Registrar

Provisioning

ne file

CorAlpting dat

Dynamic
updates

illistrator @

\

Impersonating master

DNS Vulnerabillities

Cache impersonation

JCaching forwarder

slaves

Unauthorized updates

Henk Uijterwaal

29 August 2005
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resolver
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Data spoofing
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34
http://lwww.ripe.net/



RIPE

__Ncc

DNS exploit example

 Malil gets delivered to the MTA listed in the MX

RR.

e Man in the middle attack.
Pais ol

Resolver

MX/R%%(RR

Sending MTA

He

nk Uijterwaal

Receiving MTA
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| .
e Possible DNS attacks

Redirect traffic/Mail man in the middle

— ‘Ouch, that mail contained sensitive information’

— Who per default encrypts all their mails?

— “We’ll notice when that happens, we have log files”
— You have to match address to MTA for each logline.

SPF, DomainKey and family

— Technologies that use the DNS to mitigate spam and
phishing: $$$ value for the black hats

StockTickers, RSS feeds
— Send out false information

ENUM
— Mapping telephone numbers to services in the DNS

36
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A2 Mitigate by deploying SSL?

e Claim: SSL is not the magic bullet
— (Neither is DNSSEC)

 Problem: Users are offered a choice
— happens to often
— users are not surprised but annoyed

* Not the technology but the implementation and
use makes SSL vulnerable

Henk Uijterwaal 29 August 2005 http://lwww.ripe.net/
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D Example 1: mismatched CN

r

@

il FlEs e

File Edit

o

hittp: f e robecoadvies.nlifinsebrok, General |D‘3te‘i|s I

Wiew Go  Bookmarks Tools  Help

©O L&

| Copiificaiz Wzwa sy rubzeudirae gt

=1l

% Plug-in FAQ 2 IETF ID Tracker w1.0 - 9 Mail Thread Index & AEGOM Nederland m...

53L Server Certificate

This certificate has been verified for the following uses:

Issued To
Camman Hame (Ch)
Crganizakion (207

SeUriby Errors Lo rlne Sie e d]
‘fou have attempted to establish a connection with

", robecoadvies. nl”, However, the security certificate

presented belongs ta “wavew, robecodirect,nl®, It is possible, though
unlikely, that somegne may be krving ko intercepk your

communication witki§his web site,

Serial Mumber

Issued By
Comman Mame (Ch)
Crganizakion (207

IF wou suspect the cefificate shown does not belong to
"wa, robecoadvies. nilY, please cancel the connection and nokify

the site administrator, validity

Issued On
Expires Cn

{ View Certificate
5 o

E OK 3 iCancel‘/“! { Help j

Fingerprints
SHA1L Fingerprink

MDES Fingerprink

WWW.robecoadvies.nl

Crganizakional Unit (0L

Crganizational Unit (0L

9/2005

AF AR L CRieh FE O3 PR 03 A CE DD FE B 1 IFE 1 2: 9546
Z2ldDiESBS A EE 2120 DAl BCCB 20 A7 BT

www.robecodirect.nl ¢

Help j i Close

Done

Henk Uijterwaal 29 August 2005
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Example 2:]
p u
| Wab Site Dapiiflsel b e Lt SOty

9

IUnable to werify the identity of bert,secret-wa,org as a trusted sike,

Possible reasons For this error:

- four browser does nok recognize the Certificate Autharity that issued kb
- The site's certificate is incomplete due to a server misconfiguration,

- You are connected to a site pretending ko be bert,secret-wg.org, possit
confidential inFarmation.

Please natify the site's webmaster abaut this problem.
Before accepting this certificate, wou should examine this site's certificate

willing to to accept this certificate for the purpose of identifving the web
bert,secret-wg,org?

( Examine Certificate... ’

) Accept this certificate permanently
& Accept this certificate kemporarily For this session

() Dornat accept this certificate and do not connect ta this w

Cancel
| R

T

1nknown=CA

General | Details |

Could not verify this certificate because the issuer is unknown.

Issued To

Comman Mame (Ch)
Crganizakion (207
Crganizational Unit (0L
Serial Murnber

Issued By

Common Bame {Ch)
Organization {0
Organizational Unit (DL

Yalidity
Issued On
Expires On

Fingerprink

bert.secret-wg.org
Secrek \Waorking Group
Bert's Secretariak

01

Secret Wi Certificate Authoriby
Berts Root Certificate Authoriby
ok Part OF Certificate=

121002004
12/10/2005

1F:DCECSMEL e DE: 74 3667 a0 10 6C: DA 92 FA 98548 1F:8D
DEE9CL: 1 LE: &9 RS ADE.SF FOBC: 7D 24 A0 5E

Unknown Certificate Authdrity

Henk Uijterwaal

29 August 2005
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Confused?

| Wab Site Dapiiflsel b e Lt SOty

o
i

- four browser does nok recor T
- The site's certificate is incom E: @ .
- You are connected to a site
confidential infarmation,

Plzase notify the site's webmz
Before accepting this certifica

willing to ko accepk this certific
bert,secret-wg,org?

f Examine Certificate... 3

Senlpiby Alap

|nfarmatian you exchange with thi
changed by otherz. Howewer, the
zecunty certificate.

& The zecurity certificate waz
not chozen bo trust, Wigw the
yoL wank ko trust the certifyin

Unable to vetify the identity of hert.spereb-wn.nrn as a Fristed site.

Possible reasons For this erru:ur| We il - Senlriiy

Do yousantto accept the ¢
purpose of exchanging enc

Fublisher authenticity vetified by: "WeriSign, Ine"

ﬁﬁ The security ceificate was issued by a company thatis not trusted.
Ok

o

[1 ' The security certifica

&

Caution: "wanan. p3.posthant
acceptthis content if yau tro

. val
Senlpiby Alap

ri‘jl [nfarmation you exchange with thiz site cannot be viewed or
?. changed by otherz. Howewer, there iz a problem with the zite'z
* zecunty certificate.

'E_‘Eknmpany pou have
o determing whether

etificate from weh site "wanniy. p3. posthank nl far the
rypted information?

ratching the name

[e has not expired and is still valid. Certific:ate

. A - w |
O W e R RS e TR R fuipief —

The server's certificate chain is incomplete, and the signer(s) are not
reqistered, Accepk?

YEes

Q The securty cerificate date iz walid.

The securnty certificate haz a valid name matching the name

of the page you are tiing ko view,

Do you want to proceed?

Yes ] [ Mo { [Hiew Certificate

- The certificate For "bert.secret-wg, arg” is signed by the unknown [
Certificate futharity "Secret Wia Certificate Autharity”, Ik is nok
possible bo verify that this is a wvalid certificate

e e T T

Henk Uijterwaal

29 Augus
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Egchow does DNSSEC come Into

the picture

e DNSSEC secures the name to address
mapping
— Digital signatures
— Without the need for certificates

« DNSSEC provides an “independent” trust
path.

— The person administering “https” is most probably a
different from person from the one for “DNSSEC”

— The chains of trust are most probably different

— See acmqueue.org article: “Is Hierarchical Public-
Key Certification the Next Target for Hackers?”

41
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RIPE
—r< DNSSEC Is ready to be deployed

signing

/ Protocol spec is clear on:
@ L ° Signing
7|  Serving

g/ ST”B  Validating

|.:. —| .
\ Implemented In

e Signer
e Authoritative servers

e Security aware
recursive nameservers

serving
validating

42
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e DNSSEC deployment

« DNSSEC development

— Protocols were finished this spring
— Implementations and tools exist

« DNSSEC can be deployed today
— Start at your site
— Incremental deployment was a design feature
— No flag dates are needed

e DNSSEC is new technology

— Tools have some rough edges
— Lack of experience

Henk Uijterwaal 29 August 2005 http://lwww.ripe.net/
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[ L
e NCC Contribution

Protocol development
Development of tools

Training, community awareness
— DNSSEC howto

 Deployment on reverse tree
— Expected Q3/2005

44
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RIPE : :
—Nec Outstanding Issues

e “the last mile”
« Key management and key distribution
« NSEC walk

Henk Uijterwaal 29 August 2005 http://lwww.ripe.net/
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@

APP

] )0

A

validating °

Henk Uijterwaal

29 August 2005

The last mile

How to get validation results back
to the user

The user may want to make
different decisions based on the
validation result

— Not secured
— Time out

— Crypto failure
— Query failure

From the recursive resolver to the
stub resolver to the Application

Expected to solve itself as soon as
the infrastructure is there

46
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—Ncc Problem Area

signing

Key Management

s o Keys need to
7 propagate from the

j-
() STUB signer to the validating
%/ j'u entity

= e The validating entity
/AN

will need to “trust” the
key to “trust” the
R sighature.
validating J

e Possibly many islands
@ﬁ of security

Henk Uijterwaal 29 August 2005 http://lwww.ripe.net/
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RIPE Secure Islands and key

—

— management

money.net.
orp geerthe M nt

dje\v ert
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RIPE
—=NcC Secure Islands

e Server Side

— Different key management policies for all these
Islands

— Different rollover mechanisms and frequencies

e Client Side
(Clients with a few to 10, 100 or more trust-anchors)

— How to keep the configured trust anchors in sync
with the rollover

— Bootstrapping the trust relation

49
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Rl NSEC walk

e A record to prove that something does not
exist

— @foo.com
e a.foo.com
e n.foo.com
e 0.foo.com

* Nsec record says that there are no other hosts

— @foo.com
e a.foo.com nsec n.foo.com
e n.foo.com
» 0.foo.com nsec @

50
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Rl NSEC walk

e This gives information about the zone
e Policy and privacy issues
 Work starting to study possible solutions

— Requirements are gathered

— If and when a solution is developed it will be co-
existing with DNSSEC-BIS !!!

— Until then on-line keys will do the trick.

51
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RIPE
—Nce Agenda

e RIPE and the RIPE NCC
e DNS related areas where we are active
e Conclusions
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RIPE i
—=Ncc Conclusions

« RIPE NCC is a service organization for ISP’s

e DNS related services include

— K root
— DNSMON: Monitoring of root and TLD servers
— DNSSEC: Security for DNS

Henk Uijterwaal 29 August 2005 http://lwww.ripe.net/
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RIPE :
—NCC Further reading: Kroot

Operations: www.root-servers.org
Analysis: www.calida.org/projects/dns-analysis

Anycast:

— RFC 1546 and RFC 3258

— http://www.letf.org/rfcXXXX.txt
K root anycasting

— RIPE document RIPE268

— http://lwww.ripe.net/ripe/docs

Contact: k-anycast@ripe.net

Henk Uijterwaal 29 August 2005 http://lwww.ripe.net/
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R Further reading: DNSMON

e Sites:
— http://dnsmon.ripe.net: DNSMON site
— http://www.ripe.net/ttm: TTM site

 Documentation (http://www.ripe.net/ripe/docs):
— RIPE324: DNSMON for TLD Administrators
— RIPE297: TTM/DNSMON service for LIR’s
— TTM Glossy
 Emaill:
— ttm@ripe.net
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RIPE .
—NCC Further reading: DNSSEC

e Some links
— http://lwww.dnssec.net
— http://www.ripe.net/disi/dnssec howto

» “Is Hierarchical Public-Key Certification the Next
Target for Hackers” can be found at:

http://www.acmqgueue.org/modules.php?name=Content&pa=sho

wpage&pid=181

e Contact: disi@ripe.net
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Questions, Discussion
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