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 Information system for Internet number resources

e Data

- Routing data
e Collected by RIS: http://ris.ripe.net
- Registration data (whois)
e RIPE Database & other RIR databases
- MaxMind’s geolocation data
- Blacklist data

- And many more: https://stat.ripe.net/data-sources
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RIPEstat ) Search )
e RIPEstat Web
:) ;::lance w Profix nmma) (

This prefix is announced by
AS1208
JKU-LINZ-AS University Linz, AT

tabase and is pan of 140.0.0.08, Legacy space,

’ h ‘Rarbin > » O
Geographic Cruoatiseibel sy opea | Terms of Use - Aeporta map ot

« RIPEstat Widget API

Prefix Overview (140.78.0.0/16)

Announced

This prefix is announced by
AS1208
JKU-LINZ-AS University Linz, AT
and is pan of 140.0.0.0/8, Legacy space,
administered by ARIN. 0

Showing sesulis for 180.75.0.0M6 & of 20140407 080000 UTC

source data embed code permalink Indo

e RIPEstat Data API / RIPEstat Text API

e https://stat.ripe.net/data/routing-status/data.json?
resource=...

& RIPE
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* The result page

Search box
You are hore; Home > Data A Took > APEsm > ASIXD
RIPEstat | v
| At a Glance ) AB Overview (AS333%)
Routing Qo) RIPE-NCC-AS - Reseaux IP
Europeens Network Coordination
DNS ) Centre (RIPE NCC)

Widgets grouped into
thematic tabs

WOwrg e s Yom 321300 50 00 5008 U 10 2OY508-30 08 00 80
urc

source cate emded code pecvalnn inky

Registry Browser (AS3333)

Growng medts for ASINID s of DOAS08-30 1444 20 UTC

source dats
\

~-~-‘

types of information
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Use Case: Network Announced? RIPE Atlas & RIPEstat | 6

e |s my network announced?

- https://stat.ripe.net/data/prefix-overview/data.json?
resource=193/23

"cached": true,
"data": {
"actual num related": 0,
"announced": true,
"asns": [
{
"asn": 3333,
"holder"”: "RIPE-NCC-AS Reseaux IP Europeens Network Coordination Centre (RIPE NCC),NL"
}
1.

- Feed it to your monitoring system (e.g. lcinga, Nagios...)

- Build a custom application

5 RIPE
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« Explore the RIPEstat Data API

- With 40+ data calls
- https://stat.ripe.net/docs/data _api

l-ﬂ Internet Coordination Data & Tools RIPE Community St Map | Cortact | Help | RIPE Dutabase Search

& RIPE

" NCC RiPe NETWORK COORDINATION CENTRE

RIPE Datab

RIPEstat Home + AboutRIPEstat + Documentaton + Use Cases -+ Login

s
You are here: Home > Data & Tooks > RIPEstal > Documentation > Interfaces & APis > Data AP| i
O vaw :
Al F !
. ACcss SpaCe HOm!.
Overview Accrss Sosce Usage
AROCIton Hlory
Announced Prfxes
D st AS Overiaw
:ho;:PEs:at Data API is the public dasa Inmerface for RIPEstat. It is the only data source for the RIPEstat —
wKqets - "
ASN NeQneo.§
ASN Neghtoors Hsto,,
BGPRY
URL BGP State
BGP Updates
The basic URL for requesting data is: SRC IR A
https://stat.ripe.net/data/cname>/data. Json?paraml«valuellparan2«value2t... &::3 gﬁj :—f: E: )
NS Chan
and 10 get metadata for a data call, including its methocology: mﬁ P9 Aexquces
Gookcaton Hatory
https://stat,. ripe.net/data/<name> /meta Looking Gass
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Use Case: BG Play RIPE Atlas & RIPEstat | 8

e Analyse the routing status for your network!
- https://stat.ripe.net/bgplay

BGPlay (19321) ® .
- N
Reload this widget by entering a rescurce hare
BGP event, ASN or T Control panel:
. Nember of SoBostor paarse 44 C dt g
A N 'th t || Selected RRCs: 0,1,6,7,11,14 _ i i
SN path details e s 7 overed time perio
- RRC selection
\_ J

Interactive graph visualisation

) ) mzanOuwuuml c nt instant: zou.o«oz 14:15:00 . ¥
Control timeline {>
lmcnm I . . .
i 3. ‘ l‘. ¢I IQ ‘I¢ ,,I < Selection timeline
Showing results 153000021 rom 20140802 141500 UTC 2 20140504 1411500 UTC
SOUTCe data  yaut options oembed code parmalink Info
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Use Case: BGPlay

RIPE Atlas & RIPEstat | 9

e Analyse the routing status for your network!

- https://stat.ripe.net/bgplay

BGPlay (19321)

Reload this widget by entering a rescurce here

Type: il state

Number of ASes: 60

Number of collector peers: 44
Selected RRCs: 0,1.6,7,11,14

Date and time: 2014.06-02 14:15:00

. - - 7~ '
— " . | |s720)
. - -'—.

rw 2 days 0 seconds [18 events) ' Current instant: 2014-06-02 14:15:00
| |

@I (Comctorpeer) (__Othar ) “Oynamic path

.Nﬁdnm .Mcnm .

Examples:

Total number of events: 18 @@ - Prefix with announcements & withdrawals:

aaed  84.205.64.0/24

- Check IPv6 connectivity:
2001:67¢:2e8::/48

- Multi-homed prefix:
199.7.80.0/24

- BGP-Hijacking
2008-02-28: 208.65.153.0/24
Youtube traffic by Pakistan Telecom AS17557

- Selective BGP Blackholing
193.33.96.64

N

Showing results for 153.0.0.021 rom 2014-08-02 14:15:00 UTC w0 2014-05-04 14:15:00 UTC

SOUrCe Gata  layout OpEons

ombed code parmalink Info
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Use Case: Prefix Announced? RIPE Atlas & RIPEstat | 10

e Explore the RIPEstat Widget API

- With 46 widgets
- https://stat.ripe.net/widget/list

|A Internet Coordination Data & Tools LIR Services RIPE Community Site Map | Contact | Help | RIPE Database Search

& RIPE

" NCC RIPE NETWORK COORDINATION CENTRE

RIPEstat Home -+ About RIPEstat + Documentation + UseCases - Login

M
You are here: Home > Data & Tools > RIPEstat > About RiPEstat > Widget List |
" Quick Links
RIPEstat Widgets
Looking For Abuse
This is a complete list of all of the widgets that RIPEs2at offers. Each of these widgets can be accessed using Information
the links below.
FAQ
When you view a widget you can also get code for embedding it in your own pages. The full procedure for
embedding and configuring widgets is described in the Widget API Documentation. Feedback
Show 100 : entries Search: Documentation
P Coun
Tige (show slug) ¢ Example  Prefx ¢ _ .- ¢ ASN ¢ Hosmame © ool © Mobile Version
Abuse Contact Finder v v v Widget List
Address Space Hierarchy ._ v v
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Use Case: Compare Results RIPE Atlas & RIPEstat | 11

« Compare the number of routed prefixes of two
ASNs?

- https://stat.ripe.net/special/compare-results

A

Internet Coordination : RIPE Community RIPE Databasse Search

) RIPE

NCC Rripe NETWORK COORDINATION CENTRE

RiIPEstat Home + About RIPEstat  Documentation - UseCases -+ Login

You are here: Home > Data & Tooks > RIPEstat > Use Cases > Data Comparator

Compare Results

Select up 10 six different widgets from the kst 10 compare at one time. Diferent resources can be queried for each widgetL

| Prefix Count :)

Select a widget

and a resource

+ Add ' Permalink

. RIPE
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Use Case: Compare Results RIPE Atlas & RIPEstat | 12

« Compare the number of routed prefixes of two
ASNs?

- https://stat.ripe.net/special/compare-results

| Prefix Count

Select a widget
and a resource Aszas

+ Add & Permalink

Prefix Count (AS286) + Prefix Count (AS3320) +
Number of (+) Prefixes ( ) Addresses | Resolution: | 12 days : | Number of (=) Prefixes ( ) Addresses | Resolution: | 12 days :
& M |Pvé4 Prefixes o W 1Pv4 Prefixes

- M IPv6 Prefixes - . V' TPVE Prelixes
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Cred it SYStem RIPE Atlas & RIPEstat | 15

* By hosting a probe, you earn credits

e To perform measurements, you spend credits
- pings costs 10 credits, traceroutes costs 20, etc.

» Credit system introduced to ensure fairness and
protect system from overload

e Extra credits can be earned by:

- Being a RIPE NCC member
- Hosting a RIPE Atlas anchor

- Sponsoring multiple probes

» More details: https://atlas.ripe.net/doc/credits
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RIPE Atlas in Numbers: June 2014

RIPE Atlas & RIPEstat | 16

e 6,200+ probes connected
« 8,000+ active users this year
» Doing:

- Built-in measurements

- User-defined measurements

- Four types of user-defined measurements
available to probe hosts and RIPE NCC
members: ping, traceroute, DNS, SSL

e Goal by end of 2014
- 10,000 connected probes

Country
United States
Germany

Russian
Federation

United Kingdom
Netherlands
France

Ukraine
Belgium

italy

Czech Republic

Probes

876

846

726

600

475

418

369

194

179

169
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Measurement Devices RIPE Atlas & RIPEstat | 17

e V1 & v2: Lantronix XPort Pro

e v3: TP-Link TL-MR3020 powered from USB port

- Does not work as a wireless router

- Same functionality as the old probe

e RIPE Atlas anchor: Soekris net6501-70

oY RIPE

) RIPE
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Measurement Devices RIPE Atlas & RIPEstat | 18

 Distribution model changed!

e https://labs.ripe.net/Members/fatemah mafi/changes-to-
the-distribution-model-for-ripe-atlas-probes

oY RIPE

) RIPE
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RIPE Atlas Anchors RIPE Atlas & RIPEstat | 19

e Anchors: well-known targets and powerful probes

- Regional baseline & “future history”

 Anchoring measurements

- Measurements between anchors
- 200 probes targeting each anchor with measurements

- Each probe measures 4-5 anchors

« VVantage points for new DNSMON service
* 60 RIPE Atlas anchors

- Goal for end of 2014: 100 anchors worldwide

. 5 RIPE
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Network Monitori ng RIPE Atlas & RIPEstat | 20

* Network operators use tools for monitoring health of
networks

- Nagios & Icinga

e Tools can receive input from RIPE Atlas, via API

» Benefits:
- Doing pings from 1,000 out of 6,000+ probes around the world

- Looking at your network from the outside

- Plug into your existing practices
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Integration with Monitoring Systems e avas s ripestat | 21

e Three easy steps:

1. Create a RIPE Atlas ping measurement

2. Go to “Status Checks” UR

=

3. Add your alerts in Icinga or Nagios ;é*lClnGA

www icinga.org

e https://labs.ripe.net/Members/suzanne taylor muzzin/
introducing-ripe-atlas-status-checks
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Monitoring Systems

RIPE Atlas & RIPEstat | 22

e Quick-Look Measurement
e For RIPE NCC members only
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Success Stories RIPE Atlas & RIPEstat | 23

 Investigating problems of slow servers:

- http://engineering.freeagent.com/2014/01/24/atlas-probes/

 Measuring packet loss to determine congested networks

« Selective blackholing (examples based on RIPE Atlas)

- https://ripe68.ripe.net/presentations/176-
RIPEG8 JSnijders DDoS Damage Control.pdf

e Anycast analysis:

- https://labs.ripe.net/Members/stephane bortzmeyer/the-many-instances-of-the-|-
root-name-server
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The RIPE Atlas Community GitHUb  rire atias & ripEstat | 24

* Probe code & data analysis:
- https://qgithub.com/RIPE-Atlas-Community/

« Code to make your analysing life easier:

- Parser for measurement data
- https://github.com/RIPE-NCC
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Feed baCk RIPE Atlas & RIPEstat | 25

e RIPEstat

- stat@ripe.net

- https://stat.ripe.net
e RIPE Atlas

- atlas@ripe.net

- https://atlas.ripe.net

e On Twitter
- @QRIPE_Atlas, #RIPEAtlas & #RIPEstat

« On RIPE Labs (https://labs.ripe.net)
e http://roadmap.ripe.net
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