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RIPE and RIPE NCC
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 Réseaux IP Européens
 Started in 1989

* Not a legal entity

« An open community

* No official membership
 Makes polices

* Meets twice a year

« Work is done in Working Groups on
mailing lists

N /
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RIPE Network Coordination Centre
Started in 1992

Not-for-profit organisation

Located in Amsterdam

Has members called Local Internet
Registries (LIRs)

Implements policies

Facilitates two RIPE Meetings each year

Provides services to both members and
non-members

Governed by an Executive Board elected
by membership

Neutral, Impartial, Open, Transparent

N /




Five RIRs Worldwide RIPE & RIPE NCC | 3

RIR SERVICE REGIONS

& RIPE
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Not Only an Regional Internet Registrykeesrrence 4

« Allocation / Registration
of Internet Number Resources

« RIPE Database
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Wh at iS RI PEStat RIPE Atlas & RIPEstat | 7

 Information system for Internet number resources

e Data

- Routing data
e Collected by RIS: http://ris.ripe.net
- Registration data (whois)
e RIPE Database & other RIR databases
- MaxMind’s geolocation data
- Blacklist data

- And many more: https://stat.ripe.net/data-sources
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Interfaces Provided On RIPEstat RIPE Atlas & RIPEstat | 8

RIPEstat 1 Search |

e RIPEstat Web

« RIPEstat Widget API

Prefix Overview (140.78.0.0/16)

This prefix is announced by
AS1205
JKU-LINZ-AS University Linz,AT

and is part of 140.0.0.0/8, Legacy space,
administered by ARIN. &

Showing results for 140.78.0.0/16 as of 2014-04-07 08:00:00 UTC

source data embed code permalink Info
. J

e RIPEstat Data API / RIPEstat Text API

e https://stat.ripe.net/data/routing-status/data.json?
resource=...
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Loo kup A Resource RIPE Atlas & RIPEstat | 9

e The result page

Search box

You are here: Home > Data & Tools > RIPEstat > AS3333

RlPE Stat | d ‘ Search]

At a Glance @ AS Overview (AS3333) Geoloc (AS3333)
Routing (@1o) RIPE-NCC-AS - Reseaux IP iy | Map | sateliite |
Europeens Network Coordination = Lpr‘lamsa}’g—"—‘
DNS M Centre (RIPE NCC) £ :
> OBremen
o Showing results from 2013-08-30 00:00:00 UTC to 2013-08-30 08:00:00
Anti Abuse 1) Amsterd! 5
- | ..s
Database (5) source data embed code permalink Info Lorgjon =3 \
beigomi9%Me  Germany
Sl 1 elgium/5™" 0
) \JJJ':;L Map Data Terms of Use Reporta map error
@ Registry Browser (AS3333) € » Geoloc details
Wldgets grouped In-to Showing results for AS3333 as of 2013-08-01 00:00:00 UTC
?
: Last updated on 2012-04-17 at 10:12:15 UTC. Soamra iass embed code permalink Info
thematic tabs aut-num: AS3333 \
Routing Status (AS3333) -
as-name RIPE-NCC-AS
i Reseaux IP Europeens Network
Coordination Centre (RIPE NCC) AS3333 i visible by 97%
org ORG-RIEN1-RIPE 999 of 102 IPv6 RIS W,d ‘t d . | d .ﬂ: t
admine JORRPE Iagets displa freren
admin-c BRD-NP:E @ First ever seen befo g p y
mntby RIPE-NCC-END-MNT Originated IPv4 prefixes? ’[ypeS of information
mnt-by RIPE-NCC-MNT Originated IPv6 prefixes: 1
Observed BGP neighbours: 160
Address space announced (IPv4): 460
Showing results for AS3333 as of 2013-08-30 14:44:20 UTC Address space announced (|PV6): equiv. to 1
source data embed code permalink Info /48s
Compare/ 10| 1week < | earlier
Showing results for AS3333 as of 2013-08-29 00:00:00 UTC
source data embed code permalink Info
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Use Case: Network Announced? RIPE Atlas & RIPEstat | 10

e |s my network announced?

- https://stat.ripe.net/data/prefix-overview/data.json?
resource=193/23

"cached": true,
"data": {
"actual_num_related": 0,
"announced": true,
"asns": [
{
"asn": 3333,
“holder"”: "RIPE-NCC-AS Reseaux IP Europeens Network Coordination Centre (RIPE NCC),NL"
}
1.

- Feed it to your monitoring system (e.g. lcinga, Nagios...)

- Build a custom application
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Use Case: Prefix Announced? RIPE Atlas & RIPEstat | 11

« Explore the RIPEstat Data API

- With 40+ data calls
- https://stat.ripe.net/docs/data _api

A

Internet Coordination Data & Tools LIR Services RIPE Community Site Map | Contact | Help | RIPE Database Search

) RIPE

LTI

NCC RIPE NETWORK COORDINATION CENTRE 2. = 5793 ;

hH
m-ﬁ&-ﬂm-ﬂi—m RIPEstat M

RIPEstat Home -+ AboutRIPEstat = Documentation - Use Cases + Login

4
You are here: Home > Data & Tools > RIPEstat > Documentation > Interfaces & APIs > Data API H

Overview
Abuse Contact Finder
Address Space Hierar...

oveI'Vi eW Address Space Usage

Allocation History
Announced Prefixes

The RIPEstat Data APl is the public data interface for RIPEstat. It is the only data source for the RIPEstat :—g S;’fn“’&“'n N
) AS Path Length
widgets. AS Routing Consisten...

ASN Nelghbours
ASN Neighbours Histo...

BGPlay
URL R

: : ; BGP Update Activity
The basic URL for requesting data is: Blacklist —

Country Resource Sta...
https://stat.ripe.net/data/<name>/data.json?paraml=valuel&param2=value2&... Country Resource Lis...

DNS Chain

and to get metadata for a data call, including its methodology: W

Geolocation History

https://stat.ripe.net/data/<name>/meta

Looking Glass

M-lab Activity (oun
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Use Case: BGPlay

RIPE Atlas & RIPEstat | 12

e Analyse the routing status for your network!
- https://stat.ripe.net/bgplay

BGPlay (193/21) ® 2

Reload this widget by entering a resource here

BGP event, ASN or
ASN path details

Type: Initial state

Control panel:
Number of ASes: 60

Number of collector peers: 44
Selected RRCs: 0,1,6,7,11,14
.. Total number of events: 18

Date and time: 2014-06-02 14:15:00 k - Covered tlme perIOd

QI (oot (ot oyt~ G- - RRC selection

\ N
N
\ ~
N
' N
~
>
~
~
s b
~
~ \\
~
~ \
~ N
~

J--- Interactive graph visualisation

. , lodzdyt)secod[laevent]c n:| -- :15: ‘ E
Control timeline %
ttttttttt J| |L
IIIIlIIIIIIIIIIIIlIIIIlI-IIIII“IIIIIItIaIt IIIIIII I.”PI:;‘ICIP:IHQ IIIII I.IIVJII"’INI’Ir;vIIIII IIIII ;:nlr:;:‘:,‘:o IIIIIIIII ; IIIIIIII ' ' l
i o3 q> v e ,wm,:lq> q>lq> ¢I°° col%h, < Selection timeline
14 s 4s 13s 5s 2s

Showing results for 193.0.0.0/21 from 2014-06-02 14:15:00 UTC to 2014-06-04 14:15:00 UTC

source data layout options

embed code permalink Info
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Use Case: BG Play RIPE Atlas & RIPEstat | 13

e Analyse the routing status for your network!
- https://stat.ripe.net/bgplay

BGPlay (193/21) N\
Reload this widget by entering a resource here
Type: Initial state

ber of : 60 .
:::be: :f:c:f:ctgr peers: 44 Examples.

Selected RRCs: 0,1,6,7,11,14

Total number of events: 18

et andtime: sonoee w0 - Prefix with announcements & withdrawals:
@D (Cotiector peer ) ( Other ) " Dynamicpath  _ Static p| 84.205.64.0/24

N @ E - Check IPv6 connectivity:

2001:67¢:2e8::/48
@) ] - Multi-homed prefix:
------ @ | 199.7.80.0/24
g - BGP-Hijacking
2008-02-28: 208.65.153.0/24
Youtube traffic by Pakistan Telecom AS17557

{ ’
48039 /
(1200)

Period: 2 days 0 seconds [18even!] C ent instant: 201406 02 14:15:00
A
i

M Initial state [l Path Change [l Withdrawal M Announ ce &
I=°°"°°I°° N W
5s 2s

Showing results for 193.0.0.0/21 from 2014-06-02 14:15:00 UTC to 2014-06-04 14:15:00 UTC

source data layout options embed code permalink Info
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Use Case: Prefix Announced?

RIPE Atlas & RIPEstat | 14

e Explore the RIPEstat Widget API

- With 46 widgets
- https://stat.ripe.net/widget/list

’Q‘ Internet Coordination Data & Tools i RIPE Community

) RIPE \

NCC RIPE NETWORK COORDINATION CENTRE

Site Map | Contact| Help | RIPE Database Search

--:f f:; gg‘f
33 eo2s

--'O,A_..- ._ ‘

mm-ﬁmﬂi—m RIPEstat M

RIPEstat Home -+ AboutRIPEstat * Documentation + Use Cases + Login

You are here: Home > Data & Tools > RIPEstat > About RIPEstat > Widget List

RIPEstat Widgets

This is a complete list of all of the widgets that RIPEstat offers. Each of these widgets can be accessed using
the links below.

When you view a widget you can also get code for embedding it in your own pages. The full procedure for
embedding and configuring widgets is described in the Widget API Documentation.

Show| 100 + |entries Search:
N . IP N N . Country
Title (show slug) ¢ Example Prefix ¢ address ¥ ASN ¢ Hostname ¢ code ¥
Abuse Contact Finder v v v
Address Space Hierarchy p— v v

Quick Links

Looking For Abuse
Information

FAQ

Feedback
Documentation
Mobile Version

Widget List

Christian Teuschel - Booking.com - June 2014, Amsterdam
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Use Case: Compare Results RIPE Atlas & RIPEstat | 15

« Compare the number of routed prefixes of two
ASNs?

- https://stat.ripe.net/special/compare-results

|ﬁ| Internet Coordination Data & Tools LIR Services RIPE Community Site Map | Contact | Help | RIPE Database Search

) RIPE

NCC RIPE NETWORK COORDINATION CENTRE = i;;;z

1 3 iiff f :z
mmﬂmﬂf--ﬂm RIPEstat M

RIPEstat Home + AboutRIPEstat * Documentation = Use Cases * Login

You are here: Home > Data & Tools > RIPEstat > Use Cases > Data Comparator

Compare Results

Select up to six different widgets from the list to compare at one time. Different resources can be queried for each widget.

| Prefix Count :)

Select a widget

and a resource

+ Add & Permalink

Christian Teuschel - Booking.com - June 2014, Amsterdam
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Use Case: COmpare Results RIPE Atlas & RIPEstat | 16

« Compare the number of routed prefixes of two
ASNs?

- https://stat.ripe.net/special/compare-results

| Prefix Count

Select a widget

and a resource AS286

_______

+ Add & Permalink

4 4

Prefix Count (AS286) * Prefix Count (AS3320)
Number of (s) Prefixes () Addresses | Resolution: | 12 days * Number of (=) Prefixes () Addresses | Resolution: | 12 days *
M IPv4 Prefixes (/W |Pv4 Prefixes

500 1 ' ‘ ' | M IPv6 Prefixes | 500 - x ’ ' ' WTPVE Prefixes |
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https://atlas. ri pe. het RIPE Atlas & RIPEstat | 18
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RIPE Atlas In Numbers: June 2014  ree avas e ripestat | 10

e 6,200+ probes connected — probes
« 8,000+ active users this year
 Doing: Federaor
- Built-in measurements thKgdm :;
- User-defined measurements e e
- Four types of user-defined measurements ::,gm ::

available to probe hosts and RIPE NCC CzechRepublic 193

italy 191

members: ping, traceroute, DNS, SSL

e Goal by end of 2014
- 10,000 connected probes

Christian Teuschel - Booking.com - June 2014, Amsterdam




Credit SYStem RIPE Atlas & RIPEstat | 20

* By hosting a probe, you earn credits

e To perform measurements, you spend credits

- pings costs 10 credits, traceroutes costs 20, etc.

e Credit system introduced to ensure fairness and
protect system from overload

» Extra credits can be earned by:

- Being a RIPE NCC member
- Hosting a RIPE Atlas anchor

- Sponsoring multiple probes

» More details: https://atlas.ripe.net/doc/credits

Christian Teuschel - Booking.com - June 2014, Amsterdam
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Measurement Devices RIPE Atlas & RIPEstat | 21

e V1 & v2: Lantronix XPort Pro

e v3: TP-Link TL-MR3020 powered from USB port

- Does not work as a wireless router

- Same functionality as the old probe

e RIPE Atlas anchor: Soekris net6501-70

ey RIPE
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http://www.lantronix.com/device-networking/embedded-device-servers/xport-pro.html

RIPE Atlas Anchors RIPE Atlas & RIPEstat | 22

e Anchors: well-known targets and powerful probes

 Anchoring measurements

- Measurements between anchors
- 200 probes targeting each anchor with measurements

- Each probe measures 4-5 anchors

« Vantage points for new DNSMON service
* 60 RIPE Atlas anchors

- Goal for end of 2014: 100 anchors worldwide

Christian Teuschel - Booking.com - June 2014, Amsterdam




RIPE Atlas Anchors RIPE Atlas & RIPEstat | 23

e Become a Anchor host

- https://atlas.ripe.net/get-involved/become-an-anchor-host/

RIPEATLAS
$ ANCHORS

http://anchorv2.ripe.net

Christian Teuschel - Booking.com - June 2014, Amsterdam
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RIPE Atlas Anchor Hosts (part 1)

RIPE Atlas & RIPEstat | 24
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RIPE Atlas Anchor Hosts (part 2) RIPE Atlas & RIPEstat | 25
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Measurement Devices RIPE Atlas & RIPEstat | 26

 Distribution model changed for ordinary probes!

e https://labs.ripe.net/Members/fatemah mafi/changes-to-
the-distribution-model-for-ripe-atlas-probes

e Consider sponsoring probes
https://atlas.ripe.net/get-involved/become-a-sponsor/

ey RIPE

g,
” \9%,
Y 4 BRON

I £ 5148\

osab oadh:!

Jong bt Ve P

g

123520 ey
48 v 4
~SeeTbe
o103

Christian Teuschel - Booking.com - June 2014, Amsterdam



https://labs.ripe.net/Members/fatemah_mafi/changes-to-the-distribution-model-for-ripe-atlas-probes
https://atlas.ripe.net/get-involved/become-a-sponsor/

Secu rlty AspeCtS RIPE Atlas & RIPEstat | 27

- Probes have hardwired trust material
(registration server addresses / keys)

- The probes don’t have any open ports; they only
initiate connections - this works fine with NATs, too

- Measurements are scheduled by centralised
“command servers” via reverse ssh tunnels

- Probes don’t listen to local traffic
- Measurement source code published

+ Reported vulnerabilities: https://atlas.ripe.net/docs/
security/

Christian Teuschel - Booking.com - June 2014, Amsterdam
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RIPE Atlas

Network Monitoring




Network Monitori ng RIPE Atlas & RIPEstat | 29

* Network operators use tools for monitoring health of
networks

- Nagios, Icinga etc.

e Tools can receive input from RIPE Atlas, via API

» Benefits:
- Doing pings from 1,000 out of 6,000+ probes around the world

- Looking at your network from the outside

- Plug into your existing practices

Christian Teuschel - Booking.com - June 2014, Amsterdam




Integration with Monitoring Systems rie atias a ripestat | 30

e Three easy steps:

1. Create a RIPE Atlas ping measurement
2.Go to “Status Checks” URL
3. Make alerts available to Icinga, Nagios etc.

Vi b

e https://labs.ripe.net/Members/suzanne taylor muzzin/
introducing-ripe-atlas-status-checks
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Use Case: ReaChablllty Check RIPE Atlas & RIPEstat | 31

e Quick-Look Feature

Quick Look™

2 Internet Coordination Data & Tools LIR Services

& RIPE

> NCC 'RIPE NETWORK COORDINATION'CENTRE

S Rt el S il

RIPE Atlas Home -+ AboutRIPE Atlas + Getinvolved -+ Results = My/

You are here: Home > Data & Tools > RIPE Atlas

Quicl

RIPE Atlas Quick Look measurements allow RIPE NC!
how the RIPE Atlas network sees a target of their choit
anywhere in the world. This is a special RIPE Atlas fee
whether they host a RIPE Atlas probe.

Please enter the destination of your choice, and the sy
the RIPE Atlas network to ping the chosen target. Resi

This interface is intended for ad-hoc, interactive use. F South NN ! ags Ocean
scripted one-off measurements, please use the stande Pacific 4 il

A

[1pva [2) |7he address of your targe

GOOgIC @ -~ Terms of Use
Minimum RTT (ms):O <10 O <20 O <30 o <40 o <50 O<60 O<70 ©<80 . <80 . 100+ O Unreachable

S £ in ot Home | About RIPE NCC | Service Announcements | Jobs | LIR Portal | Legal | Privacy Statement | Cookies | Copyright Statement

e For RIPE NCC members only

e No credits required
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Success Stories RIPE Atlas & RIPEstat | 32

 Investigating problems of slow servers:

- http://engineering.freeagent.com/2014/01/24/atlas-probes/

e Selective blackholing (examples based on RIPE Atlas)

- https://ripe68.ripe.net/presentations/176-
RIPEG8 JSnijders DDoS Damage Control.pdf

e Anycast analysis:

- https://labs.ripe.net/Members/stephane bortzmeyer/the-many-instances-of-the-|-
root-name-server

« Evaluation of new IXP peering partners:

- https://labs.ripe.net/Members/daniel gomez/basic-evaluation-of-new-ixp-
peering-partners-with-ripe-atlas-and-zabbix
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Success Stories RIPE Atlas & RIPEstat | 33

e “Why we wanted an Atlas anchor”

- https://labs.ripe.net/Members/tim kleefass/how-fast-the-ripe-atlas-anchor-has-
paid-off
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IPv6 Troubleshooti ng RIPE Atlas & RIPEstat | 34

e “It Is quite common in the IPv6 world to have
devices that believe they are connected to the IPv6
Internet while they are not”

- “When you use RIPE Atlas to measure the connectivity of
an |IPv6 device, 90% success is the maximal reachability
you'll get.”

- https://labs.ripe.net/Members/stephane bortzmeyer/
how-many-atlas-probes-believe-they-have-ipv6-but-
are-wrong
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RIPE Atlas Code Sharing RIPE Atlas & RIPEstat | 35

* Probe code & data analysis:
- https://qgithub.com/RIPE-Atlas-Community/

« Code to make your analysing life easier:

- Parser for measurement data
- https://github.com/RIPE-NCC
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Pro bes PhOtOS RIPE Atlas & RIPEstat | 36

R RIPEATLAS '
RipE L ANGHORS I

“~—~NCC http://anchorv2.ripe.net
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Feed baCk RIPE Atlas & RIPEstat | 37

e RIPEstat

- stat@ripe.net

- https://stat.ripe.net
e RIPE Atlas

- atlas@ripe.net

- https://atlas.ripe.net

e On Twitter
- @QRIPE_Atlas, #RIPEAtlas & #RIPEstat

« On RIPE Labs (https://labs.ripe.net)
e http://roadmap.ripe.net

Christian Teuschel - Booking.com - June 2014, Amsterdam



mailto:stat@ripe.net
https://stat.ripe.net
mailto:atlas@ripe.net
https://atlas.ripe.net
https://labs.ripe.net
http://roadmap.ripe.net

Questions?

Pc
(a 4
ka..n ,w
E:2 08
a4
Ll




Monitoring for DNS TLD operators

RIPE Atlas & RIPEstat | 39

DNSMON

Show RIPE Atlas measurements

Protocol:| UDP : | Servers:| IPv4 and IPV6 |

DNS responses for| pl. :

J[Go ]

2|V |Clt@Ed 9 QAR D[N

From: 2014-04-02 00:00

((Unanswered querie: $] @ < 4% M > 22%  Data resolution: 1 day

a-dns.pl. IPv4

To: 2014-05-08 00:00 UTC

a-dns.pl. IPv4(2) \ \

cdns.pl.
d-dns.pl.
e-dns.pl.
fdns.pl.
fdns.pl.
g-dns.pl.
g-dns.pl.
h-dns.pl.
h-dns.pl.

~dns.pl.

IPv4

IPv4

IPv4

IPv4

IPv6

IPv4

IPv6

IPv4

IPv6

IPv4

-
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Use your mouse wheel or click and drag a selection to zoom, press the left/right arrow keys to shift the time window, press the shift key to remove rows from the displayed results
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MOnitOring DNS RIPE Atlas & RIPEstat | 40

e “Old” DNSMON service migrated to RIPE Atlas
« Using RIPE Atlas anchors as vantage points

- iInstead of TTM boxes

e Currently monitoring small selection of zones

- root-nameservers & 30 ccTLDs and few gTLDs

 New zones will be added next year
e On the roadmap: “domain checks”
e https://atlas.ripe.net/dnsmon

e https://labs.ripe.net/Members/fatemah mafi/an-
updated-dns-monitoring-service
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