IXP Country Jedi

Measuring how many
local paths stay local

BECHA®@Iripe.net




Diagnhose potential routing optimization | 2

 |XP-Jedi tool & concept by Emile Aben:

- https://github.com/emileaben/ixp-country-jedi

- https://labs.ripe.net/Members/emileaben/measuring-ixps-with-ripe-atlas

e Overview:
e Country Map
e IXP & Country Grid

- drill down to details;

- interactive

 Methodology

e Actions
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Benefits | 3

» Country level: regulators, politicians, cyber-security...
- how much traffic stays within the country? where do the paths go?
- comparing countries performance with each other
e Operators
- routing & traffic optimization
 IPv6 advocates
- comparing IPv4 and IPv6 paths
o | XP operators
- shows how IXPs help to keep traffic local & regional
* RIPE Atlas community
- more probes in more networks = higher quality of measurements data
» Geolocation data community

- use case for improving the data quality
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Paths staying in the country? s

» Snapshot (this week!) of the paths that do, or do not, stay local
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e Live Demo! = e
- http://sg-pub.ripe.net/emile/ixp-country-jedi/CH-2015-05/
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Compared to Sweden 6

e “Vanilla” Sweden “extended” Sweden
IXP IPs: YES, out-of-country IPs: NO (+OS | O&CO pen h ag er'])

IXP IPs: NO, out-of-country IPs: NO
IXP IPs: YES, out-of-country IPs: YES
IXP IPs: NO, out-of-country IPs: YES IXP IPs: YES, out-of -country IPs: NO
IXP IPs: NO, out-of <ountry |Ps: NO
IXPIPs: YES, out-of .country [Ps: YES
INP IPs: NO, out-of<oustry 1Py YES

Destination (by ASN)

Destination (by ASN)
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Compared to Slovenia
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 hitp://sg-pub.ripe.net/emile/ixp-country-jedi/SI-2015-04/ixpcountry/
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Diagnostic tool
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 Interactive tool! http:/sg-pub.ripe.net/emile/ixp-country-jedi/CH-2015-05/ixpcountry/

IXPIPs:
IXPIPs:
IXPIPs:
IXF IPs:

YES, cut-of .country [Ps: NO
NO, out-of-country [Ps: NO
YES, cut-of .country [Ps: YES
NO, out-of-country IPs: YES

Destination (by ASN)
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#% mom_id:1995442 prb_iId:20016 dst:109.203.56.247 t5:2015-05-04 10:48:27 -00:00
(AS559) unigw-int.bfh.ch [1.369, 1.388, 6.369] ||
(AS559) cerberus-unibe.bfh.ch [0.687, 0.744, 0.837) ||
(AS559) swibe2-10ge-1-2.awitch.ch [0.793, 0.86, 1.093) ||

(AS559) swiba2-10ge-1-2.switch.ch [1.733, 1.783, 1.8) ||

(AS559) swiezl-l0ge-3-l.switch.ch [2.722, 2.726, 2.745) |Zurich,Zurich,CH|

(AS559) swiez2-p2.switch.ch [2.791, 2.842, 2.869) |Zurich,Zurich,cH|

(AS559) swiix2-pl.switch.ch [38.708, 43.734, 19%.002) ||

(AS559) swiixl-10ge-1-d.switch.ch [2.78, 2.793, 2.801) ||

(AS8235) ch-zrhOlb-ral-xe-0-2-2.sorta.net [2.787, 2.793, 2.82] |Zurich,Zurich,CH|

(ASGB30) B4.116.134.141 [125.523, 125.615, 127.463] ||

(ASEB30) B4.116.138.141 [125.073, 125.162, 130.588] |

(ASGE30) B4-116-130-57.aorta.net [125.299, 125.9%5, 132.%8) ||

13 (AS6B30) us-wasO3a-rdi-xe-0-3-0.aorta.net [125.364, 125.381, 125.5%4] |Washington,Washington, D.C.,US|
14 (ASEB30) nl-amsOda-ri2-xe-$-2-0.aorta.net [125.096, 125.131, 125.171] |Amsterdam,North Holland,NL|

15 (AS1299) ash-b2-link.telia.net [115.317, 11%5.333, 116.113] |ashburn,Virginia,us|

16 (AS1299) ash-bl-link.se.telia.net [115.647, 115.789, 115.823] |Ashburn,Virginia,us|

17 (AS174) bel299.ccordl.iad02.atlas.cogentco.com [112.037, 112.161, 112.17) |Washington,Washington, D.C.,US|
18 (AS174) be2231.ccrdl.par0l.atlas.cogentco.com [111.918, 112.006, 112.122] |Paris,?le-de-France,FR|

19 (AS174) be2d471.rcr2l.lysOl.atlas.cogentco.com [111.47, 111.54%, 111.842) |Lyon,Rh?ne-Alpes,FR|

20 (AS174) te3-2.ccrOl.gvall.atlas.cogentco.com [111.0, 111.035, 122.354) |Geneva,Geneva,CH|

21 (AS174) te0-0-2-2.rcril.glsOl.atlas.cogentco.com [111.60%, 111.638, 118.5] |Lausanne,Vaud,CH|

22 (AS174) 149.14.48.26 [111.188, 111.206, 111.444] ||

23 (AS61048) 109.203.40.62 [111.609, 111.728, 129.474] ||

24 (AS61048) 109.203.40.8 [111.473, 111.536, 111.574] ||

2% erri{u'x': u'*")

26 (AS61048) 109.203.5%6.247 [119.787, 119.963, 122.46] ||

O

b
Moo

» Green is “good” - as far as we can see it

- not a judgment, only one way of visualizing data

» Red or blue field: the path is going out of country

- if this is a surprise: talk to your upstream(s)

* Yellow field: the path that is not going via a local IXP

if this is undesired: make a new peering agreement
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Three IXPs, as seen in PeeringDB
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Other countries I 10

 http://sg-pub.ripe.net/emile/ixp-country-jedi/SI-2015-04/geopath/
« s/SI/{RO, BG, HR, BA, ME, AL, GR}/

. RIPE
7 NCC
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MethOd | 12

e Based on traceroute measurements using RIPE Atlas probes

o |dentify ASNs in the country using RIPEstat

e |dentify IXPs & IXP LANs using PeeringDB

» Construct mesh: from all (*) country probes to each other
« max 2 probes per ANS; only “public” probes with “good” GeolLoc

* Hops geolocated using “OpenlPMap” database

« Source: https://github.com/emileaben/ixp-country-jedi
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Actions | 13

e Use this tool to find possible suboptimal routing & fix it
- Find your ASN in the mesh

- Find the person from another ASN

- Take them out for tea :)
e Create own measurements towards “important” targets
e To improve accuracy of this diagnostic tool

- If your ASN is not on the graph, apply for RIPE Atlas probe

- Add more probes to your country to increase “resolution”

- If you move, remember to update your probe’s geolocation

» Re-use & re-write all the code: it is free & open source software

» Improve infrastructure geolocation: contribute data to OpenlPMap!

- https://marmot.ripe.net/openipmap/

- https://github.com/RIPE-Atlas-Community/openipmap

Vesna Manojlovic, Swinog 28, Bern 2015




Other views of Switzerland




RIPE Atlas probes & anchors in .CH

| 15

Switzerland (Ch) 203 connected, 30 d|sconnected 32 abandoned. 265 total
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Probe ID: 6005

ch-zrh-as559 SWITCH NOC
Probe ID: 6015

Glattbrugg

Zurich

Zurich

T DelleOrbI
“* fM,-w Vaneurne

"wr»«zﬁaroo’ﬁené'

‘Bergama:
é *n fl; Frya

Vesna Manojlovic, Swinog 28, Bern 2015

RIPE




Switzerland as seen by arte.tv | 16

 http://future.arte.tv/en/travelling-data-packets

- Based on RIPE Atlas data (caveat: they use their own methodology!!)

Internet traffic between the

How the Internet ~ porder e soncd
-~ - traffic which remains

connects Europe / it o

— - internet traffic which
. leaves the region and
Select a country to see the internet / can be surveilled.

traffic of European providers:

Europe
Germany

France

Providers on the Swiss market work
together. Data is sent off to Great
Britain via the infrastructure of the
globally active company Liberty
Global. The Swiss subsidiary is called
UPC Cablecom. However: An email
sent from Zurich to Geneva can also
be transferred as a data packet via the
foreign provider, if both addresses are
not registered with the same Swiss
provider.

A project by:

arte B4 GE od¢ 2
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IPv6 prefixes seen by RIS / RIPEstat | 17

7
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. 2011 2012 2013 2014 2015
ASN IPv4 IPv6
Switzerland (ch) — |Pv6 (ch)
Italy (it) — IPv6 (it)
Sweden (se) — |Pv6 (se)
France (fr) — |Pv6 (fr)
( Click legend item to toggle visibility of a series )
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Swiss IPv6 RIPEness | 18

e hitp://ipv6ripeness.ripe.net/4star/CH.html (110 LIRs)
e http://ipv6ripeness.ripe.net/Sstar/CH.html (27 LIRS)

Spain (508 LIRs) Sweden (346 LIRs)

— 3 stars: 55 (10%) 4 stars: 116 (33%)
3 stars: 58 (16%)—
‘—4 stars: 46 (9%)
2 stars: 28 (8%)—4
X o “——no IPvB: 77 (22%
b d L) 1 star: 67 (19%) ]

Switzerland (424 LIRs) Syria (16 LIRs)

3 stars: 86 (20%)—y r4 stars: 110 (25%) 1 star: 12 (75%)
2 stars: 39 (9%) —
! “—no IPv6: 86 (20%)
1 star: 103 (24%)
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2 stars: 61 (12%)

1 star: 198 (38%)

2 stars: 0 (0%)
3 stars: 0 (0%)
4 stars: 0 (0%)

—no IPv6: 4 (25%)
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Contacting RIPE Atlas | 10

e hitps://atlas.ripe.net

» Mailing list for active users: ripe-atlas@ripe.net

* Articles and updates: https://labs.ripe.net/atlas

e Questions: atlas@ripe.net

e Twitter: @RIPE_Atlas and #RIPEAtlas

Vesna Manojlovic, Swinog 28, Bern 2015




