@j RIPE NCC

Network Visualisation
Workshop

Focus: RIPE Atlas



Workshop Requirements &

* Please make sure you have a RIPE NCC
Access account!

https://access.ripe.net

e \Voucher for 5,000 Atlas credits
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Network Visualisation

Overview



Network Visualisation

e Bringing raw data to life, help with
interpretation and understanding

* Three main types of data:
- Registry data
- Routing data (BGP)

- Active measurement data (RIPE Atlas, MLab, etc.)
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Registry Data
e Source: RIR databases

- AFRINIC, ARIN, APNIC, LACNIC and RIPE NCC

e Useful as supporting data set

Parent IP Range

0/0 (complete IPv4 space)

Il 190.0.0.0/8(IANA - Reserved) IANA
Il 190.0.0.0/8(Various Registries)
/190.0.0.0/8(LACNIC)

"l 128-191/8(Various Registries)

140.0.0.0/8 g Il 190.0.0.0-190.0.31.255

AN -

netname: EU-ZZ-140 M 190.0.0.0-190.0.15.255
. /190.0.32.0-190.0.63.255
Oountry- EU M 190.0.64.0-190.0.95.255 |

mnt-by: RIPE-NCC-HM-MNT
status: ALLOCATED UNSPECIFIED

@® Last updated 12 months ago CIDR NAV

26 (first-level) more specifics

[ Some of the more specifics have been aggregated they are too small ]
140.0.0.0 140.64.0.0 140.128.0.0 140.1bjo ﬁ[ 140.23255,25
Status of Address Block ) L bl May X sep
() ALLOCATED UNSPECIFIED @ LeGAcY I - - _‘g
@ MULTIPLE STATUSES (C) ALLOCATED PA oo — .
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Routing Data
e RIPE NCC’s RIS

- http://ris.ripe.net

Type: [nitial state
© Number of ASes: 169
» Number of collector peers: 166
¢ Selected RRCs: 0,1,2,5,6,7,10,11,13,14,15,16,18,20
- Total number of events: 373
Date and time: 2016-09-18 12:06:04 Q@@ ’

@I (collector peer ) ( Other ) "Dy

‘.'—I

Dlay

v+ =

G) ..
I Period: 2 days 0 seconds [373 events] Current instant: 2016-09-18 12:06:04
I R R R N N AN NN
1 sec W Initial state M Re-announce  [1]Path Change [l Withdrawal [ =)
& 2h <>Ie.> 4>I<> ==>I==> =‘.>I=:> 4>I4> =:>I==> DD )
2m 2m 3m 1im
1 20s 44s 4s 9s 1¢

49s 7s 10s

https://stat.ripe.net/widget/bgplay
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http://ris.ripe.net

Routing Data
e RIPE NCC’s RIS

- http://ris.ripe.net

Show all Jof 17 rows Sortby:@123 T '® + |J condensed view

Filters ( 8 ): 4 No large prefixes [ No short timespans 2 No low visibility

Data resolution: 12 days

Reset Zoom
AS3352 150.0.0.0/7
1] 150.0.2.0/24
AS9730 I} 150.0.3.0/24
1] 150.0.11.0/24
AS12654 | 150.0.0.0M16
il | 150.0.0.0/16
AS37532 (| 150.0.18.0/23
11 150.0.24.0/21
AS38639 ) 150.0.0.0/186
1 1 1 I 1
2008 2010 2012 2014 2016

2008 2010 201 2012 2013 2014 2015 2016

https://stat.ripe.net/widget/routing-history
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Active Measurement Data

e RIPE Atlas
e MLab by Google

e Bandwidth measurements

DDDDDDDDDDDDDDDDDDDDDDDD

PING
ms . Mbps . Mbps
- Speedchecker, Ookla, ... — — T
SLOW MACPERFORMANCE?  ~ Aeyouen
Run a test to identify issues
a up your Mac

Take our Broadband Internet Survey!

\ STRT NOW

* Google ad measurements done by APNIC

Christian Teuschel | iWeek ZA | September 2016
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RIPE Atlas

Introduction



RIPE Atlas &

e A brief introduction

- Global network for Internet measurements

s> % o

Create a New Measurement

Step 1| Definitions

Please select the type of measurement you want to create

Probes connected to RIPE 9151
Atlas

Measurements 12172
currently running

'i)oi
%
Results collected per 3895 - 3

second

- LY 4 “ i
— ‘. N, ® )
¢ () p
X § ® ° ° ) .Q
v [

' ‘ '/

® )
‘. Leaflet | Tiles ® Esri — Esri, DeLorme, NAVTEQ

Connected: 9147

Christian Teuschel | iWeek ZA | September 2016 10



RIPE Atlas

e Standard Probe
- TP-Link MR3020 ‘
- Version 3
e Atlas Anchor
- Higher capacity
- Currently 216 nodes
- Soekris Net6501-70

- https://atlas.ripe.net/anchors/

Christian Teuschel | iWeek ZA | September 2016

RIPE
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https://atlas.ripe.net/anchors/

RIPE Atlas

Christian Teuschel | iWeek ZA | September 2016
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RIPE Atlas

e RIPE Atlas probes in South Africa

13

( )
Found 162 RIPE Atlas probes in this network: 8000 400
W Disconnected (19)  §/ Connected (77) ¥ Abandoned (66) At 2016-09-20 13:10
6000 I:Sv:s 4(2:]: 300
Map Satellite :‘::’ e hll:’: »
; g 4000 seen for Sout rica 200 g
Namibia & #
2000 100
0 0
/_,L-—\/ 19. Sep 12:00 20. Sep 12:00
v Leg/ot}o
South Africa? Durban 263 routed ASNs
Capv){v[l; @ & 67 \- J
k ‘
- —
= Map data ©2016 Google, ORION-ME, ZENRIN = Terms of Use
389 registered ASNs
- o https://stat.ripe.net/za#tabld=activity
Christian Teuschel | iWeek ZA | September 2016



https://stat.ripe.net/za#tabId=activity

RIPE Atlas
e RIPE Atlas probes in South Africa

100 RIPEstat
Sunday, Sep 18, 2016 :
75 e South Africa(connected): 77 f
50
25
0
Jul '14 Jan '15 Jul'15 Jan'l6 Jul '16

-+~ South Africa(connected)

https://stat.ripe.net/za#tabld=activity
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RIPE Atlas
e RIPE Atlas anchors in South Africa

Hostname Probe Company City Country Capabilities

za-cpt-as37663 6187 INX-ZA / Internet Cape Town South Africa ping |Pv4 IPv6
Service Providers' traceroute |Pv4 |Pv6
Association of http IPv4 |Pv6
South Africa

za-jnb-as10474 6053 MWEB Johannesburg South Africa ping IPv4 [Pv6
£4 AR13627-RIPE traceroute |Pv4 |Pv6

http IPv4 Pv6

za-jnb-as37474 6179 INX-ZA / Internet Johannesburg South Africa ping IPv4 |Pv6
Service Providers' traceroute |Pv4 |Pv6
Association of http IPv4 IPv6
South Africa

za-umr-as37668 6176 INX-ZA / Internet Umhlanga South Africa ping |Pv4 |Pv6
Service Providers' traceroute |1Pv4 |Pv6
Association of http IPv4 |Pv6
South Africa

https://atlas.ripe.net/anchors/list/
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Agenda

¢ |Introduction to web UI
e Measurements

e Tools

- LatencyMon, QuickLook, DNSMON, DomainMON and
|IXP-Country-Jedi

e Command line tools
e RIPE Atlas APIs
e DIY workshop

Christian Teuschel | iWeek ZA | September 2016
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RIPE Atlas

Web Ul



Web Ul &

RIPE NCC

RIPE NETWORK COORDINATION CENTRE

Manage IPs and ASNs > Analyse Participate > Get Support Put

You are here: Home > Analyse > Internet Measurements > RIPE Atlas

RIPE Atlas « Welcome to RIPE Atlas!

About RIPE Atlas >

With your help, the RIPE NCC is
Get Involved > building the largest Internet
Probes and Anchors N measurement network ever made. ‘ *}‘ i

RIPE Atlas employs a global network AT *
of probes that measure Internet L SR W
connectivity and reachability,

providing an unprecedented
understanding of the state of the

Internet in real time.

Measurements, Maps and Tools >

K\Q Regmic;es .
RIPE NCC Members

Christian Teuschel | iWeek ZA | September 2016 18



Exercise |

e Go to https://atlas.ripe.net

e Check if you can log in with your RIPE NCC
Access account!

Christian Teuschel | iWeek ZA | September 2016
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RIPE Atlas

Measurements



Build-In Measurements

e \What is it?

https://atlas.ripe.net/measurements/

Manage IPs and ASNs > Analyse Participate > Get Support > Publications

You are here: Home > Analyse > Internet Measurements > RIPE Atlas > Measurements

( )

First check for existing measurements

Measurements
. W,
Filter by target and/or description \/ Any Status ¥ IPv4/iG v+ Alltypes -
Mine Favourites Hidden Public Built-ins All
Id Type Target Description Probes Time (UTC)
1001 64 *‘ k.root-servers.net (all) 2010-10-01 00:00
2020-01-01 00:00
1002 C ** tt01.ripe.net (all) 2010-10-01 00:00
2020-01-01 00:00
1003 C %k ns.ripe.net (all) 2010-10-01 00:00

2020-01-01 00:00

Christian Teuschel | iWeek ZA | September 2016

About Us

+ Create a Measurement

Of all time

+ Status

>

M

@ W

@ W

@ W

21
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Build-In Measurements

* Probe view
https://atlas.ripe.net/probes/

Manage IPs and ASNs > Analyse Participate > Get Support > Publications About Us

You are here: Home > Analyse > Internet Measurements > RIPE Atlas > Probes

Probes

This is a list of all current RIPE Atlas probes, including information specific to each probe. More probes are continually coming online.

® Learn more about probes
e See the probes map
e Apply for your own probe

Filter by id/asn/country/description Any Status v  IPv4ive 5 Any Country : n

Mine Shared with Me Favourites Hidden Sponsored Ambassadorships Public All

Id “ ASN v4 ASN v6 Country Description Connection Status

3 3265 3265 L AvEpEac@ALOTEPVTAN & 1 week, 2 days o @ W
==

4 3265 e xsdall adsl 52/5 IPv6 & 1 day, 2 hours ol @ W
e

5 3265 — Bert's home; xs4all vDSL 40/4 I1Pv6 & 5 months, 2 weeks ol @ W
==

7 9143 e @dfk ziggo cable 40/4 Mbit/s & 2 weeks, 3 days ol @ W
==

Q VLEE ALE [ | mMmAfFL veAsl EAN/EANAMKRItY /e CTTH o 1 A=vr 1A BhAavive N . o


https://atlas.ripe.net/probes/

Exercise li

* Pick a probe and look up build-in
measurement results!

Christian Teuschel | iWeek ZA | September 2016
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Build-In Measurements

e Global view
https://atlas.ripe.net/results/maps/

Christian Teuschel | iWeek ZA | September 2016

£
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https://atlas.ripe.net/results/maps/

User-Defined Measurements

e Custom measurements

- All measurement types possible

- Credit system to keep the resource allocation fair

Christian Teuschel | iWeek ZA | September 2016
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User-Defined Measurements &

e Credit system
https://atlas.ripe.net/user/credits

Manage IPs and ASNs > Analyse Participate > Get Support > Publications About Us

You are here: Home > Analyse > Internet Measurements > RIPE Atlas > My Atlas > My Credits

Credits 6
Here you can see the history of your credit use and current consumption, transfer credits to someone else, and redeem ,

a voucher for credits if you have one. 0.00 credits / hour
(2] History ul Charts & Archives = Transfer = Standing Order Il Share Access 4 Redeem voucher
Page 1 of 27
Time Comment Change Balance
2016-08-02 08:34 UTC Administrative: Voucher CapeTownUniveristyAug2016 + 2,000 935,356
2016-04-19 01:08 UTC Probe ID:27063 Probe uptime Ambassador +2,160 933,356
2016-04-19 01:07 UTC Probe ID:20937 Probe uptime Ambassador +2,160 931,196
2016-04-18 17:01 UTC Probe ID:25615 Probe uptime Ambassador +2,160 929,036
2016-04-18 17:01 UTC Probe ID:25416 Probe uptime Ambassador +2,152 926,876

2016-04-18 17:01 UTC Probe ID:25402 Probe uptime Ambassador +2,160 924,724


https://atlas.ripe.net/user/credits

Exercise lli

e Redeem your voucher “iweek 2016"
https://atlas.ripe.net/user/credits

Manage IPs and ASNs > Analyse Participate > Get Support > Publications About Us

You are here: Home > Analyse > Internet Measurements > RIPE Atlas > My Atlas > My Credits

Credits 6
Here you can see the history of your credit use and current consumption, transfer credits to someone else, and redeem ,

a voucher for credits if you have one. 0.00 credits / hour

(2] History sl Charts & Archives = Transfer = Standing Order Il Share Acc{és 4 Redeem voucher

Page 1 of 27

Time Comment Change Balance
2016-08-02 08:34 UTC Administrative: Voucher CapeTownUniveristyAug2016 + 2,000 935,356
2016-04-19 01:08 UTC Probe ID:27063 Probe uptime Ambassador +2,160 933,356
2016-04-19 01:07 UTC Probe ID:20937 Probe uptime Ambassador +2,160 931,196
2016-04-18 17:01 UTC Probe ID:25615 Probe uptime Ambassador +2,160 929,036
2016-04-18 17:01 UTC Probe ID:25416 Probe uptime Ambassador +2,152 926,876

2016-04-18 17:01 UTC Probe ID:25402 Probe uptime Ambassador +2,160 924,724


https://atlas.ripe.net/user/credits

Exercise |V

e Create a ping measurement
https://atlas.ripe.net/measurements/

Manage IPs and ASNs > Analyse Participate > Get Support > Publications About Us >

You are here: Home > Analyse > Internet Measurements > RIPE Atlas > Measurements

Measurements
Filter by target and/or description Any Status ¢ IPvd/v6 v+  Alltypes ¢+  Ofalltime ¢
Mine Favourites Hidden Public Built-ins All
Type User ID Description Probes Status
e Christian Teuschel 2457781 Quick Look IPv6 Ping to 2001:67¢:2e8:11::¢100:13c1. 100 O @ W
Specific Probes » 2001:67¢:2e8:11::¢100:13c1
11 months, 3 weeks ago - 11 months, 3 weeks ago
! Christian Teuschel 1999452 Quick Look IPv4 query for www.google.com. to 195.80.237.23 100 O @ W
Specific Probes » 195.80.237.23
1 year, 4 months ago - 1 year, 4 months ago
oe Christian Teuschel 1929357 Quick Look IPv4 Ping to 8.8.8.8. 100 O @ W

Specific Probes » 8.8.8.8
1 year, 5 months ago - 1 year, 5 months ago


https://atlas.ripe.net/measurements/
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RIPE Atlas

LatencyMON



LatencyMON

e Every running ping measurement
https://atlas.ripe.net/measurements

Manage IPs and ASNs > Analyse Participate > Get Support > Publications About Us

You are here: Home > Analyse > Internet Measurements > RIPE Atlas > Measurements > Measurement #4925138

¥* Traceroute measurement to uz.wikipedia.org

General Information LatencyMON OpenlPMap Prototype Results Modification Log
O = & Streaming off @ VAl 4 QL &lp M
RIPE Atlas traceroute measurement #4925138 to uz.wikipedia.org From 2016-09-13 16:55 to 2016-09-14 12:55
ey i N ATAR, Probe 20961 (UZ) B P
- o VAN N\ IP v4: 94.230.224.7
7o ": o nbv :L'\‘ 5 ‘t}é ‘t)rO'Q AS. 2%85
4% - \ Prefix v4: 94.230.224.0/20
o_O" \ Target: uz.wikipedia.org
a%| | ' a q P
s ," .'. OOOQ ~ o‘o-_ A A u v Comn O "/0-.00 O~ 0‘0-
2% ot 0000006 00000 O "o_c...0~o-v..._o Jood g ToP000 oo O-g
106.29msk — S
6% Probe 25181 (Uz) B ¥
- IP v4: 80.80.208.46
% AS: 34718
4% Prefix v4: 80.80.208.0/20
Target: uz.wikipedia.org
3%
2%
6% ? ? Probe 27693 (UZ) B P
5% / A IP v4: 188.113.225.113
% I\ [ AS: 49273
| 000 o 00 000 9o ~ o 00 [ — [ Prefix v4: 188.113.224.0/22
| | ',\:l [ .'u \ | \ ’,\f. ) v O OOy O Oy Oy O 60 000000 A 'o - Target: uz.wikipedia.org



https://atlas.ripe.net/measurements

LatencyMON

O =
RIPE Atlas ping measurement #1402318 to nl-ams-as1101.anchors.atlas.ripe.net

Streaming on @

o QR DM

From 2015-09-16 07:51 to 2015-09-16 13:11

SE (6 probes) i
Probes: 138, 395, 6037, 6049, 6063,
6102

Target: nl-ams-

asi101 .ancmfs.aﬂas.m@. net

DE (6 probes) i
Probes: 57, 67, 435, 779, 812, 954
Target: ni-ams-

as1101.anchors.atias.rpe.net

GB (6 probes) i
Probes: 48, 432, 806, 867, 876, 888
Target: nl-ams-
as1101.anchors.atias.npe.net

NL (6 probes) i
Probes: 157, 194, 246, 539, 993,
1429

Target: nl-ams-

as1101 ‘ancmfs.auas.fm. net

Christian Teuschel | iWeek ZA | September 2016
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LatencyMON

© = B

RIPE Atlas ping measurement #1402318 to nl-ams-as1101.anchors.atlas.ripe.net

300%
250%
200%
150%
100%

50%

300%
250%
200%
150%
100%

50%

Streaming off @

MR

From 2015-05-13 09:29 to 2015-05-13 11:29

GB (4 probes) i
Probes: 2378, 2137, 806, 876
Target: nl-ams-
as1101.anchors.atias.rpe.net

DE (4 probes) i
Probes: 57, 779, 2208, 994

Target: nl-ams-
as1101.anchors.atias.rpe.net

300%
250%
200%
150%
100%

50%

300%
250%
200%
150%
100%

b i s

e

SE (3 probes) i
Probes: 395, 6102, 6063

Target: ni-ams-
as1101.anchors.atias.rpe.net

;‘;:Q‘—_;(Q.- —w,_—o\n_g a—" ,

FR (4 probes) L ‘i’
Probes: 904, 3699, 2442, 2723
Target: nl-ams-

as1101.anchors.atias.npe.net

300%
250%
200%
150%
100%

50%

Documentation

CH (4 probes) L '*'
Probes: 1404, 6115, 6005, 10757
Target: nl-ams-

as1101.anchors.atias.rpe.net

Embed in your page

S f
s &
& &

About Latencymon

Christian Teuschel | iWeek ZA | September 2016
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RIPE Atlas

DNSMON & DomainMON



DNSMON

e DNS root and many TLD name servers

a.root-s..
a.root-s..
b.root-s..
b.root-s..
c.root-s..
c.root-s..
d.root-s..
d.root-s..
e.root-s..
e.root-s..
f.root-s..
f.root-s..
g.root-s..
h.root-s..
h.root-s..
i.root-s..
i.root-s..
j.root-s..
j.root-s..
k.root-s..
k.root-s..
L.root-s..
L.root-s..
m.root-s..

m.root-s..

https://atlas.ripe.net/dnsmon/

Use your mouse wheel or click and drag a selection to zoom, press the left/right arrow keys to shift the time window, press the shift key to remove rows from the displayed results

| Unanswered queries 3| () < 66% () > 99% | Data resolution: 10 minutes 2| Y |G| 4 0 Q& pI N
zone: . (root) From: 2016-09-20 09:00 To: 2016-09-20 20:40 UTC
net. IPv4 [ | | | | [ [ | [ | | | | [ [ | [ I I I I I J 1 11/
.net. IPv6 1ty ey e rrrrry 1y rrrrrrryr i rrrrrrrtrr g
net. IPv4 (oS4 Ity g e rrrrrrr Ly g
.net. IPv6 (. (rJ 4y o rqJq g9 g oy g e J g rrrrrr 7Ll r g
net. IPv4 1ty rrrrqJ ey eyt rrrrrrr 1 rrr o
.net. IPv6 (1> ey rrrrry g rrrrrrrrrrr g rrrrrrrtrr g
net. IPv4 (oo Ity g ey rrrrrrrr Ll qg
net. IPv6 (1 rJ 4y qJJq ey gy e Jr g rrrrrr 73 rrrr g g
net. IPv4 (1 (131 rrrrrrrrr P
.net. IPve (oS ISty g g o r Ly qog
.net. IPv4 (1 J 4y oo JJq g9 g ey g e Jq g g rrrrrr 7 P03 g
net. IPv6 (1 rJ ey 0y ey rrrrrrr 3Ly
_net. IPv4 1y ey e rry g rrrrrrryr i rrrrrrrtrrrr g
net. IPv4 (-t oSy Ity g ey rrrrrrr L qog
net. IPv6 (1 (rJ 3y o qJq ey g oy g ey Jrr g rrrrrr 7 rr g
net. IPv4 (1 rJ ey rry gy rrrrrrr 1 rrrrgog
.net. IPv6 (1 (1 rrr;J >ty rrrrry o rrrrr i rrrrrrrtrrrrrrrgl
.net. IPv4 (1 (rJ 43y o roJJJq g9 g oIy g eyt g rrrrrrr 70 gg
net. IPv6 (1 rJ 4y rqJq ey Iy ey Jrr g rrrrrr 73 rrrrr g
.net. IPv4 (1> ey e rry 1y rrrrrrr 1 rrrrrrrtr 1 g
net. IPv6 (g oSy Ity g g rrrrr o rrr Ly qg
.net. IPv4 (. tJ 4y oo JJJq ey g eIy g ety g rrrrrrr 7 PP g g
net. IPv6 1 rJ e JJq ey 0y ey Jrr g rrrrrrr 1 rrrrrgog
.net. IPv4 (1 (1 rrr;r ey e rrrrry g rrrrrrr i rrrrrrtrrrrrrrg
net. IPv6 (oo Ity g ey rrrrrrr g
I "'Q' ------ L---""Io"~-~ 1 I 1 1 I 1 1 1 1 1 1 I 1 1 I 1 1 Ll 1 |.|
A NN NN NN EEEEEEEEE
I | I 1 I I I 1 1 I | I I I al I I 1 I I 1 | I I B | I | al I I
~ ~ ~ ~ ~ ~
FEFEFTIIFTT T 8858858588855 58858888588¢
P £ & &£ & ¥ & & K ¥ & £ L F &£ & L K ¥ K L ¥ & & L & L &K £ £ &£ &
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DomainMON

For any domain server
Runs on RIPE Atlas credits

https://atlas.ripe.net/domainmon

Same visualisation as DNSMON

| Unanswered queries % |

zone: . (root’

@ < 66% [ > 99% | Data resolution: 10 minutes 2|y |C | Gl S QLA LDl

From: 2016-09-20 09:00

To: 2016-09-20 20:40 UTC

a.root-s...net. IPv4

a.root-s...net. IPy

b.root-s...net. IPv4

b.root-s...net. IPy

c.root-s...net. IPvd

c.root-s...net. IPy

d.root-s...net. IPv4

d.root-s...net. IPy

e.root-s...net. IPv4

e.root-s...net. IPy

f.root-s..net. IPv4

f.root-s...net. IP

g.root-s..net. IPv4

h.root-s...net. IPv4
h.root-s...net. IPy

iroot-s...net. IPv4

i.root-s...net. IPy

j.root-s...net. IPv4

jroot-s...net. IP

k.root-s...net. IPvé

k.root-s...net. IP

Lroot-s...net. IPv4

Lroot-s...net. IPy

m.root-s..net. IPvé

m.root-s...net. IP

5 & 5 & 5B -&.3 3 5 & & & 5 & & & & & £ & s 5
& & & & XN NV TEe Lot ¥ X9 £ & N N 0§ ¥ ¢ g § §

Christian Teuschel | iWeek ZA | September 2016
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Use your mouse wheel or click and drag a selection to zoom, press the left/right arrow keys to shift the time window, press the shi

ift

key to remove rows from the displayed results
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|IXP-Country-Jedi



IXP-Country-Jedi

North
Atlantic -
®@cean

South
Atlantic
®cean

h 3
\‘3 Med:terroneonc' ;

Sea

KUWAT

D.@

“ WRed Sea

A YEMBLE

Powered by Leaflet — @ OpenStreetMap @ CartoDB

North
Atlantic
®cean

South
Atlantic
®cean

G H
K_.

-
“& Medrterroneone‘ i

Sea

o ' .,.@

Powered by Leaflet — ® OpenStreetMap ® CartoDB

http://sg-pub.ripe.net/emile/ixp-country-jedi/latest/ZA/geopath/
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Command Line Tool

e Access RIPE Atlas from the terminal / shell
console

e Quick and dirty shortcuts for network
troubleshooting

e FLOSS (free software / open-source) tools
- Written and maintained by the RIPE NCC

- Open to community contributions

Christian Teuschel | iWeek ZA | September 2016
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Command Line Tool

e Before you can use the toolset:

- Download the tools
- |nstall
- Configure

- ripe-atlas configure --set
authorisation.create=MY_AP| KEY

® You need to have one (or more) AP| Keys

- https://atlas.ripe.net/keys/

Christian Teuschel | iWeek ZA | September 2016
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Command Line Tool

e Source:
- https://github.com/RIPE-NCC/ripe-atlas-tools/

e Documentation:

- https://ripe-atlas-tools.readthedocs.org/

¢ |[ncluded in the Linux / BSD distributions:

- OpenBSD, FreeBSD, Gentoo, Arch, Debian and Ubuntu
(in progress: Fedora, Windows)

Christian Teuschel | iWeek ZA | September 2016
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https://github.com/RIPE-NCC/ripe-atlas-tools/
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Command Line Tool

e Simple: one-off, using default values
(50 probes to “target”)

* $ ripe-atlas measure ping --target
wikipedia.org
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Command Line Tool &

e Geo-specific using 20 probes from ZA:

- $ ripe-atlas measure ping --target example.com --probes 20
--from-country za

e 20 ZA probes that support IPVOG:

- $ ripe-atlas measure ping --target example.com
-- probes 20 --from-country za —include-tag system-ipv6-
works

e Create a recurring measurement:

- $ ripe-atlas measure ping —target example.com --interval
3600
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Exercise V

e Make a note to try it at home!
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Rest API
e https://atlas.ripe.net/docs/api/v2/manual/

Manage IPs and ASNs > Analyse Participate > Get Support > Publications About Us

You are here: Home > Analyse > Internet Measurements > RIPE Atlas > Measurements > Measurement #4925138

<< L4 L L
RIPE Atlas ¥* Traceroute measurement to uz.wikipedia.org
About RIPE Atlas > o — ——
Get Involved N General Information LatencyMON OpenlPMap Proto {3‘ Results dification Log
Probes and Anchors > Download the raw measurement result data here.
Measurements, Maps and Tools >
You can use this form to download the data through your browser, or use the preview on the right to help you query the

Resources % REST API directly.
RIPE NCC Members
My Atlas N Select Your Timeframe URL Preview
Staff Pages > Start 2016-09-01 (start time of this measuremen % https://atlas.ripe.net/api/v2/measurements/492

Date™: 5138/results?

All dates are start-of-day start=1472688000&stop=1473897599&format=json
Stop 2016-09-14 (end time of this measurement 4
Date*:
All dates are end-of-day
Format: JSON -
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Streaming API &

e RIPE Atlas streaming allows users to receive
measurement results as soon as the probes
send them, In real time

- Publish / subscribe through web sockets

- https://atlas.ripe.net/docs/result-streaming/

e Two types of data:

- Measurement results

- Probe connection status events

Christian Teuschel | iWeek ZA | September 2016

47


https://atlas.ripe.net/docs/result-streaming/

User-Defined Measurements

e Credit system

http://sg-pub.ripe.net/demo-area/atlas-stream/dns-instances.html

22:13:.00 22:14:.00 22:15:.00

nsi.am-abo.K.ripe.net —
nsi.am-evn.<ripe.net —
nsi.atvie.xripe.net — L
ns2.at-vie.<ripe.net — o o .
nsi.au-bne.xripe.net — o °
nsi.bg-sof.<ripe.net —
nsi.ch-gva.xripe.net —
nsi.ch-zrh.<ripe.net — B o —v—%
nsi.cr-sjo.cripe.net —
nsi.cz-prg.<ripe.net — .
nsi.de-fracripe.net — * o o
ns2.de-fra.<ripe.net — o o o
ns3.de-fra.<ripe.net — .
nsi.de-kae.xripe.net —
nsi.es-ben.kripe.net —
nsi.fi-nel.xripe.net —
nsi.tr-par<ripe.net — . o
nsi.gb-lon.kripe.net — e ©

ns2.gb-lon.xripe.net — o e 0 o

ns3.gb-lon.<ripe.net — . o e

ns1.gr-ath.<ripe.net — ° . .

nsi.hu-bud.xripe.net —
nsi.in-bom.<ripe.net — o o
nst.irtnrripe.net —
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DIY Visualisation

e Build a simple visualisation

- https://atlas.ripe.net/webinar/streaming01.html

- Open the console of your browser

- Download the source code and edit the behaviour
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Questions

christian.teuschel@ripe.net
@cteuschel
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