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Ecosystem
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What is the Internet? 

The Internet has roughly 60,000 autonomous 
networks that are interconnected.




Standards
Rules of Engagement 
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Standardising Organisations  

• The World Wide Web Consortium 

• They develop open standards to 
ensure the long-term growth of the 
Web.

• The Internet Engineering Task Force 

• They develop and promote voluntary 
Internet standards.  

• It is an open standards organisation, 
with no formal membership. 

• We believe in: rough consensus and 
running code.
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Permissionless innovation 
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What is the Internet? 

The Internet has more than 3 Billion Internet  
users interconnected.




Identification
Sender and Receiver Addresses



�10

Internet Number Resources 

11000000000000000000001000110101 

11000000000000000000001000110100 

192.0.2.52

192.0.2.53
   IP version 4 (IPv4) 

• Initially deployed: 1 January 

1983. 

• IPv4 addresses are 32-b i t 

numbers. (4.2 Billion)

• Still the most commonly used 

version.
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Internet Number Resources 

192.0.2.53

192.0.2.52

192.0.2.52 ?
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Internet Number Resource 
Management 

John Postal used to manually distribute IP addresses  
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Internet Number Resource 
Management

ISPEnd Site

ARIN RIPE  
NCC

IANA

APNIC LACNICAFRINIC
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Regional Internet Registry (RIR) 

The Regional Internet Registry (RIR) and bottom-up 
community driven number resource management model



IPv4 Depletion 

ISPEnd Site

ARIN

IANAIANA

RIPE  
NCCLACNICAPNICAFRINIC APNIC RIPE  
NCCARIN LACNICAFRINIC
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Internet Protocol version 6 (IPv6)

0010 0000 0000 0001 
0000 1101 1011 1000 
0000 0000 0000 0000 
0000 0000 0000 0000 
0000 0000 0000 0000 
0000 0000 0000 0000 
0000 0000 0000 0000 
0000 0000 0000 0001 

0010 0000 0000 0001 
0000 1101 1011 1000 
0000 0000 0000 0000 
0000 0000 0000 0000 
0000 0000 0000 0000 
0000 0000 0000 0000 
0000 0000 0000 0000 
0000 0000 0000 0010 

2001:db8:0:0:0:0:0:1:

2001:db8:0:0:0:0:0:2:
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Internet Number Resources 
There are two types of IP addresses in active use:  

IP version 4 (IPv4) 

• Initially deployed: 1 January 1983. 

• IPv4 addresses are 32-bit numbers. (4.2 Billion)

• Example: 192.0.2.53

• Still the most commonly used version. 

 

IP version 6 (IPv6) 

• Published by the IETF in 1998. 

• IPv6 addresses are 128-bit numbers. (340 Trillion Trillion Trillion)

• Example: 2001:0db8:582:ae33::29
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Internet of Things (IoT)

The only way to build a scalable and interoperable future 
with IoT is IPv6
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IPv6 Statistics - Google (1)  

Percentage of IPv6 users that access Google over IPv6 
Source: https://www.google.com/intl/en/ipv6/statistics.html#tab=ipv6-adoption&tab=ipv6-adoption
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IPv6 Statistics - Google (2)   
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IPv6 Statistics - Google (3)   
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IPv6 Statistics - Facebook 
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IPv6 Statistics - Akamai 
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Autonomous System Numbers  

A public AS has a globally unique number, an AS Number, associated 
with it. This number is used as an identifier of the AS itself.



Names
What is in a name?
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The Anatomy of a Domain

.
root

First or Top Level
Second Level

https://www.ripe.net
Host

Protocol

Generic Top Level Domain (gTLD)  
.com .net .shop .green

Country Code Top Level Domain (ccTLD) 
.uk .za .br 
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Internet Number Resources 

Our ISP’s 
Recursive Resolver 

DNS Server

Domain Name Lookup 
to resolve www.ripe.net

The Nearest  
Root Nameserver
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Internet Number Resources 

Our ISP’s 
Recursive Resolver 

DNS Server

The Nearest  
Root Nameserver

DNS Lookup 
www.ripe.net

Reply with the IP  
of .net Nameserver
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Internet Number Resources 

The Nearest  
Root Nameserver

DNS Lookup 
www.ripe.net

Reply with the IP  
of ripe.net Nameserver

Our ISP’s 
Recursive Resolver 

DNS Server

The .net 
Nameserver
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Internet Number Resources 

Our ISP’s 
Recursive Resolver 

DNS Server

The Nearest  
Root Nameserver

The .net

Nameserver

The ripe.net 
Nameserver

DNS Lookup 
www.ripe.net

Reply with the IP  
of www.ripe.net
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Internet Number Resources 

Our ISP’s 
Recursive Resolver 

DNS Server

The Nearest  
Root Nameserver

WWW 
Host

The ripe.net 
Nameserver

Reply with the IP  
of www.ripe.net

The .net

Nameserver
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Internet Number Resources 

Our ISP’s 
Recursive Resolver 

DNS Server

The Nearest  
Root Nameserver

The ripe.net 
Nameserver

WWW 
Host

HTTPS request to web server by IP address

HTTPS reply to content of web page

The .net

Nameserver
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Root Server Instances (1)

The 13 root name servers are operated by 12 independent organisations. 
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Root Server Instances (2)

The 13 root name servers are operated by 12 independent organisations. 
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The Internet Corporation for 
Assigned Names and Numbers 

• ICANN is a not-for-profit public-benefit 
corporation with participants from all 
over the world dedicated to keeping the 
Internet secure, stable and 
interoperable.  

• It promotes competition and develops 
policy on the Internet's unique 
identifiers.  

• Through its coordination role of the 
Internet's naming system, it does have 
an important impact on the expansion 
and evolution of the Internet.
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What is the Internet? 

The Internet has roughly 60,000 autonomous 
networks that are interconnected.




Operators 
ISPs, IXPs & Enterprise 
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Connecting to the Internet 

ASN 1

ASN 2 ASN3

$ $

Country 
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Domestic Traffic Tromboning

ASN 1

ASN 2

$$

Country 
ASN 4

ASN3

$$
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Internet Exchange Points (IXPs)

ASN 1

ASN 2

$

Country 
ASN 4

ASN3

$

IXP



IXP-Jedi : A use case for 
RIPE ATLAS data for 
IXP operators 
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RIPE Atlas Coverage
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Probes
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Credits

• Running a User Defined Measurement costs 
credits 

• You earn these credits by hosting a probe or 
an anchor 

• You can also sponsor probes 

• Occasionally we give credits to students and 
researchers
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What can they do?

• Perform Built-in measurements towards the 
root name servers 

• Participate in User Defined Measurements 

• Measurements are done from the probe’s 
perspective
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Measurements

• Types of measurements 
- Ping 

- Trace route 

- DNS 

- SSL Cert 

- HTTP 

- NTP
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Anchors
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What can anchors do?

• Anchors can do anything a probe can do 

• They participate in Anchoring Measurements 

• They can also be a target for a measurement, 
ie you measure towards an anchor
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Security Disclosures
Security of the RIPE Atlas system is important for 
us. The development team is continually 
improving the controlling infrastructure as well as 
the probes themselves, in order to increase its 
resiliency against issues potentially caused by 
network problems, misbehaving components or 
users, or attackers. The architectural design of the 
system includes many controls to prevent 
potential overload, unauthorised use, and 
"takeover" of the network.  

For more info please see:  
https://atlas.ripe.net/docs/security/
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Bosnia and Herzegovina
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Bosnia and Herzegovina
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Trace Route (1)
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Trace Route (2)



Questions


