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• Some IRR data cannot be fully trusted 
- often inaccurate 

- incomplete 

- out of date 

• Not every RIR has an IRR 
- third-party databases need to be used (RADB, operators) 

- no verification of who holds IP addresses or AS numbers

Problem Statement
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• Fat fingers 
- 2 and 3 are really close on your keyboard 

• Policy violations (leaks) 
- “Oops, we didn’t mean this to go to the public Internet” 

- Infamous incident: Pakistan Telecom blackholes Youtube, for the world..

Accidents Happen
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• Resource Public Key Infrastructure  

- RPKI Repository (digital certificate) 

- Router Origin Authorisation (ROA) - signed prefixes 

- RIPE NCC Validator (other validators also available) 

• Securing the Internet infrastructure and BGP routing 

- Developed by the IETF 

- Endorsed by RIRs and network operators 

- Helps reduce the impact of some BGP hijacking attacks and accidental 
misconfigurations

What is RPKI?
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RPKI in some European countries

source: https://lirportal.ripe.net/certification/content/static/statistics/world-roas.html

Country % Addreses Accuracy

BE 78% 100,0%

BA 62% 100,0%

RS 57% 99,9%

HU 57% 99,9%

BG 54% 99,9%

SI 54% 100,0%

AL 52% 99,5%

CZ 46% 99,9%

HR 18% 100,0%

AT 18% 100,0%

SK 10% 100,0%

https://lirportal.ripe.net/certification/content/static/statistics/world-roas.html
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• When 

- 7-8 March 2019 

• Who 

- Network operators, hackers, software developers 
and more 

- 40 participants from seven countries 

• It could be in your country next

RPKI Deployathon
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• Make progress towards a more secure Internet  

- Increase the number of ROAs 

- Increase confidence to enable invalid == reject 

• Bring together network professionals 

• Enhance collaboration 

- Deployathons at NOG events in other countries

Goals of the RPKI Deployathon

Number of LIRs with 
RPKI in the Netherlands
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RPKI Deployathon
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• > 200 ROAs created 

• Deployed on live routers 

• Worked with all three 
validators 

- and fixed some bugs 

• Gained confidence for real 
deployment

RPKI Deployathon Results
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RPKI Deployathon Results
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• Nine Hackathons so far 

• Themes: 

- RIPE Atlas 

- IXP Tools 

- DNS 

- Quantum Internet 

• All code on GitHub 

• labs.ripe.net/hackathons

Previous Hackathons
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https://github.com/RIPE-Atlas-Community/ripe-atlas-community-contrib/blob/master/README.md
http://labs.ripe.net/hackathons
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