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Securing the Internet  
One Hop at a Time

RPKI
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Resource Public Key Infrastructure

• Ties IP addresses and ASNs to public keys 

• Follows the hierarchy of the registries 

• Authorised statements from resource holders 

- “ASN X is authorised to announce my Prefix Y” 
-Signed, holder of Y
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Two Elements of RPKI

Signing

Create your ROAs

Validating

Verifying others



Nathalie Trenaman | LINX Presents | 26 January 2021
4

RPKI Certificate Structure

ARIN APNIC RIPE LACNIC AFRINIC

MemberMemberMember

ROA ROA ROA

Certificate hierarchy follows allocation hierarchy
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Hosted or Delegated RPKI
RIPE

ROA ROAROA ROA

ROA

Member Member Member

ROA

Member-X CA Member-Y CA

RIPE NCC Hosted System



RPKI Challenges
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2020: The Year of RPKI
• Serious uptake in Route Origin Validation at transits and IXPs

• Resulting in decrease of Invalid RPKI BGP announcements

• High uptake in signing objects at other Regional Internet 
Registries

• All major routing vendors are now on board

• Increase in delegated RPKI

• Also some outages at different Trust Anchors
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What Happened?
• 22 February 2020: Certificate Revocation List (CRL) expired

- Full disk resulted in an expired CRL – went unnoticed on our side

- Some Validators didn’t notice this 

- Sparked a discussion in the IETF about unified stricter behaviour of validation 
software

- We improved our monitoring

• 3 April 2020: 2,669 ROAs got deleted
- Update of the registry software resulted in a mismatch of resources in RPKI

- RIPE NCC decided to restore all deleted ROAs

- Added checks between the different software
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And There Was More…..
• 6 April 2020: rsync repository was unavailable for 7 hours

- Servers reached maximum capacity pool size 

- A malfunctioning client was hanging and established many new connections

- We enhanced the maximum capacity pool size

- We’re (also) moving rsync to the cloud

• 12 August 2020: Manifest encoding issue at ARIN
- Went unnoticed for some Validator software

- ARIN expanded their test environment with additional Validator software
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What Can You Do?
• Set up alerts in the LIR Portal
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What Else Can You Do?
• Make sure your MaxLength matches your intent
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What Else Can You Do?
• Make sure your AS Number matches your intent
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So, How Bad Are Things?
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Key Takeaways
• Creating a ROA helps – a lot!

• Most large transit providers and IXPs perform Route Origin 
Validation (ROV)

• Many ISPs that have BGP customers don’t. This is problematic.

• Just ROV is not the holy grail for all BGP mishaps.
- We really need Path Validation



Plans for the Future 
of RPKI

At the RIPE NCC



Nathalie Trenaman | LINX Presents | 26 January 2021
16

Focus on Resiliency
• Significant improvements in metrics/monitoring finalised

- Usage of Prometheus with Grafana for visualisations

- Hooking up with SMS alerting for engineers on 24/7 duty

• Deployment of rsync/RRDP into AWS in progress
- Multiple regions/availability zones with aim of very high availability

- RRDP is already in AWS but with simpler architecture – the goal is to also move rsync 
to similar architecture

- Redundant fully functional infrastructure in our current data centres to provide very 
high resiliency being evaluated by the teams
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Focus on Security
• Performed an RFC compliance audit

• Building an RPKI specific audit framework in SOC 2 type II

• For 2021:
- Publish a report from the RFC compliance audit

- Performing SOC 2 type II audit, publish a SOC 3 report

- Performing penetration test

- Performing Red Team test
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Upcoming Work from the IETF
• Autonomous System Provider Authorisation (ASPA)

- https://tools.ietf.org/html/draft-ietf-sidrops-aspa-profile-04

• Validation Reconsidered 
- https://tools.ietf.org/html/rfc8360

• Resource Tagged Attestations (RTA)
- https://tools.ietf.org/html/draft-michaelson-rpki-rta-02



Deprecating the 
RIPE NCC Validator
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Timeline

STOPPhase 1 Phase 2 Phase 3 

28 Oct 2020 1 Jan 2021 1 March 2021 1 July 2021
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Phase 1
• 28 October 2020 - 31 December 2021

• Work continues as normal:
- Features

- RFC implementations

- Policy implementations (AS0 in other regions)

- Bug fixes

- Security fixes

• Community will be informed of future timeline
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Phase 2
• 1 January 2021 - 28 February 2021

• No new features will be implemented

• Continued work on:
- RFC implementations

- Policy implementations (AS0 in other regions)

- Bug fixes

- Security fixes

• Training material and website will be updated
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Phase 3
• 1 March 2021 - 30 June 2021

• No more work on RFC and policy implementations

• Continued work on:
- Bug fixes

- Security fixes

• On 1 July 2021, we will archive the RIPE NCC RPKI Validator



Nathalie Trenaman | LINX Presents | 26 January 2021
24

Alternatives
• All are open source:

- Routinator - https://github.com/NLnetLabs/routinator/

- FORT - https://github.com/NICMx/FORT-validator/

- OctoRPKI - https://github.com/cloudflare/cfrpki

- RPKI-client - https://rpki-client.org/

- Prover - https://github.com/lolepezy/rpki-prover

- Rpstir2 - https://github.com/bgpsecurity/rpstir2

https://github.com/NLnetLabs/routinator/
https://github.com/NICMx/FORT-validator/
https://github.com/cloudflare/cfrpki
https://rpki-client.org/
https://github.com/lolepezy/rpki-prover
https://github.com/bgpsecurity/rpstir2


Insiders Tips
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Insiders Tips & Tricks
• It might take a few hours from the moment you create your ROA 

to making them appear in all Validators and BGP

• If you run your own CA, be aware that your repository is critical 
infrastructure

• Maintaining route objects and maintaining filters in BGP are still 
very important
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How Do I Get Started?
• Read up! This is a great starting point:

- https://rpki.readthedocs.io/en/latest/

• Create your ROAs:
- https://my.ripe.net/#/rpki (login required)

• Download a Validator 
- Not from RIPE NCC :)

• Share your experience or ask for advice
- https://www.ripe.net/mailman/listinfo/routing-wg/

https://rpki.readthedocs.io/en/latest/
https://my.ripe.net/#/rpki


?Questions
nathalie@ripe.net
rpki@ripe.net
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