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Agenda

e \Who we are”?
e RIPE NCC Internet Measurement services:

- Routing Information Service (RIS)
- RIPEstat
- RIPE Atlas

 RIPE NCC Internet Country report: a sneak peek
 Upcoming events announcement
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Who we are? &

* The RIPE NCC is the Regional Internet Registry (RIR) for
Europe, the Middle East and parts of Central Asia

* \We allocate and register Internet number resources

* \We are not-for-profit organisation that works to support the open
RIPE community and the development of the Internet in general

Alena Muravska | PLNOG31, Krakow | 15 May 2023 4



What we do?

* As an authority on unique Internet number resources, we
enable people to operate and develop the Internet

* As the Secretariat for the RIPE community, we are a trusted
steward of the open, inclusive, collaborative Internet model,
engaging and connecting people and communities

* As a neutral source of information and knowledge, we
actively contribute to the stability and evolution of the Internet
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RIPE NCC Strategy 2021-2026 %)

e "Be a centre of excellence for data, measurements and tools
that provide insight on the Internet and its operations”

e RIPE NCC Internet measurement services:

- Routing Information Service (RIS)
- RIPEstat
- RIPE Atlas
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Routing Information
Service




Routing Information Service (RIS) &

* RIS Is a routing data collection platform, started in 1999

- all historical data is publicly available

* Deployed at Internet Exchange Points
* Collects raw BGP data from peers

- stores BGP messages and routing table dumps

* Real-time routing information, as opposed to information in
databases and routing registries

* |s a source of data for many other services
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Why collect BGP data?

&

* BGP doesn't have in-built security mechanisms and routing
Incidents are not rare

e Routing problems and Looking glasses are temporary

* BGP history is recorded to track what is happening and what has
happened

* Better visibility — greater security — lower risk of a BGP attacks
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Collector Locations
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RIS collectors
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Who is RIS for?

* Network operators, network policy makers

- To check specific routes and routing incidents
- To troubleshoot Internet routing

- To develop future plans based on routing trends

e Researchers

- To investigate notable events occurring in the Internet (i.e. network disruptions in
specific countries, service outages, etc.)
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How can you use RIS?

r

eoe0e [+ < O B

& ris-live.ripe.net ¢

e Available as:

- Raw data (archived MRT
files)

- Live stream — RIS Live

- Whois query interface —
RISwhois

- Visualisations in RIPEstat

Ope=40

* Find more at ris.ripe.net s
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Demo

Subscriptions to the stream are sent as a JSON object
containing various filter parameters. You can adjust the
parameters below and see the messages that are streamed
on the right.

{
"prefix": null ,
"path": null ;
"type": e,
"require'": 8,
"moreSpecific": @,
"lessSpecific": [,
"host": rrc1lripe.net B,
"peer": null ;
"socketOptions": {

©® "includeRaw": [,

©® "acknowledge":

(- I - - - - - -

Code examples

Below are simple examples of using the RIS Live WebSocket
interface. For a full guide, see the RIS Live manual.

Javascript Python

/*
Subscribe to a RIS Live stream and output
every message to the javascript console.

The exact same code will work in Node.js
after running 'npm install ws' and including
the following line:

const WebSocket = require('ws');
*/

Live RIS BGP messages

]| Connected 3814 matching messages ~379 kbit/s @

// Received at 16:38:56 (3.92 second delay)
{
"timestamp": 1683988732.26,
"peer": "198.32.160.122",
"peer_asn": '"396998",
"id": "198.32.160.122-0188158cd9640000",
"host": "rrcll.ripe.net",
"type": "UPDATE",
"path": [396998, 2914, 174, 37558, 37284, 37284],

"community": [[2914, 420], [2914, 10071, [2914, 2000], [2914,

300011,
"origin": "INCOMPLETE",
"announcements": [
{
"next_hop": "198.32.160.122",
"prefixes": [
"102.69.52.0/22"
]
}
1,
"withdrawals": []

// Received at 16:38:56 (3.92 second delay)
{
"timestamp": 1683988732.26,
"peer": '"2001:504:1::a539:6998:1",
"peer_asn": '"396998",
"id": "2001:504:1::a539:6998:1-0188158cd9640001",
"host": "rrcll.ripe.net",
"type": "UPDATE",
"path": [396998, 137409, 12189, 19181],
"community": [[7578, 1499], [12189, 10000], [65101, 2127],

[65102, 2000], [65103, 840], [65104, 19], [65500, 1499], [65500,
annRl [ARRAA 100001 [AREA0 1010011
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https://ris.ripe.net/docs/20_raw_data_mrt.html
https://ris-live.ripe.net/
https://ris.ripe.net/docs/27_riswhois.html
https://stat.ripe.net/
https://ris.ripe.net/

&

RIS data 2023-05-01 — Belarus
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RIS data 2023-05-01 — Turkey
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RIS data 2023-05-01 — Ukraine

.
.
‘
.
-
. .
. .
«
. .
.
. .
»
, .
o
N
N .
. - o
« . .
e
»
.
.
.
]
»
A
P ¥
. v
.
.
»
.
- .
»
.
N .
. B
.
» .
. ! «
H
¢ .
¢ .
1 « » .
Al . . .
| . P LY »
. ¢
Ve .
¥ ‘¢ .
. * i ) .
.
* . »
. .
. » p ‘
o K . 1 .
W . H
. cevs, ,
y v . > o
/ b s
/ «
. . .
. g .
/ . . ; ‘
%
§ 3 .,
/ »
P s
. e v
i
.
¢ .
N s
. . .
«
4 ‘
4 »
.
.

Alena Muravska | PLNOG31, Krakow | 15 May 2023


https://labs.ripe.net/author/emileaben/the-resilience-of-the-internet-in-ukraine-one-year-on/

<

RIS data 2023-05-01 — Poland
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Foreign peering transits

PL PL PL UA BY TR

2022-01-01 2023-01-01 2023-05-01 2023-05-01 2023-05-01 2023-05-01

UsS 17 US 18 UsS 20 RU 22 RU 3 UsS 14
DE 7 GB 5 DE 6 US 15 US 3 DE 8
GB 6 RO 4 GB 4 PL 11 NL 2 GB 5
UA 4 UA 4 RO 3 NL 9 UA 1 NL 5
RU 4 DE 4 UA 3 DE 7 GB 1 IN 2
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Summary (snapshot 2023-05-01)

Nr. domestic ASNSs in routing

Nr. foreign ASNSs in routing

Nr. domestic transit links

Nr. international transit links
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RIPEstat



What is RIPEstat? <%

e Information service for
Internet-related data

BGP Update Activity

* Open data platform of the
RIPE NCC data

 RIPEstat provides:

- Information on IP address space and
Autonomous System Numbers (ASNs)

222222222222222222

RIS Visibility

222222222222

announcements . withdrawals

RIR Registration

- statistics on specific hosthames and
countries
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RIPEstat Data Sources

e More than 35 different datasets

- RIPE Database and the registry data from other RIRs
- BGP routing data (RIS)

- RIPE Atlas

- M-Lab, Speedchecker, etc.

- Geolocation

- RPKI

- More details at https://stat.ripe.net/data-sources

* New datasets are constantly added!

- E.g. new feature to check multiple DNS-based blocklists in real-time

Alena Muravska | PLNOG31, Krakow | 15 May 2023
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https://stat.ripe.net/data-sources

Quick intro (1)

e Search by IP address/prefix
(IPv4, IPv6), ASN, country
code or fully qualified
domain name (FQDN)

e | aunchpad suggestions are
pulled from your network or
are random suggestions
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X | & RIPE

Calendar

eeeeeeeeeeeeeeee

""""""""

wved Searches

eeeeeeeeeee

stat

ttttt ://lwww.google.com/calendar/render

Q Enter an IP address/prefix, ASN, country code or FQDN

Launchpad
Search above or start with one of the suggestions below
Your IP: 2001:67c:2e8:9::c100:14¢e6
Your Prefix: 2001:67c:2e8::/48
Your ASN: 3333
Your Country: Netherlands (NL)
Random IPv4 Prefix: 69.6.173.0/24
Random IPv6 Prefix: 2620:10a:a001::/48
Random ASN: 61302

Random Country: Guadeloupe (GP)

Want to change language, theme, column layouts, and more? Configure these in Preferences
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Quick intro (2)

Use cases are based on the
resource type/search:

- |IP address/prefix (IPv4, IPvo),
- ASN,

- country code,

- fully qualified domain name (FQDN)
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8 - RIPEstat

Launchpad
Search and Explore

~7@- Use Cases
N ASN Use Cases

Atlas Check

Historical WHOIS

Geo Check

Registration Check

Reverse DNS Consistency

Routing Check

Routing Consistency

RPKI Check

Documentation

Enter an IP address/prefix, ASN, country code or FQDN

3333 X

Absolute 7] ’ Latest v ® 0:8 N\
Abuse Contact @ + Allocation History @ -

abuse@ripe.net Records were found in IANA, RIPE NCC
Announced Prefixes O AS Name ©)
AS3333 has 7 prefixes AS3333

RIPE-NCC-AS -Reseaux |IP Europeens

AS Neighbours @ + Network Coordination Centre (RIPE
NCC)
Unique ASNs: 853
IPv4: 36 left 2right o
AS Path Length @® +
821 uncertain
IPv6: 32left 2right AS3333 has a median average path
685 uncertain length of 3.14
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Use Cases: County Stats — PL

Enter an IP address/prefix, ASN, country code or FQDN

= & RIPEstat
Q

PL

SEENVCEROM Absolute [T] l Last 10 years Vv

Country Routing @ RIPE Atlas Probe Deployment @

Poland (PL)
8k
400
6k
300
£
3 4k .
© 3 200
(@]
)
2k =
— 100 =
( >
"( ©
1 o
( (4]
I . ks
(@)
0 z
2014 2016 2018 2020 2022 0
Dates 2014

@ v4prefixes © v6prefixes @ asns

@ Never Seen
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Use cases: BGPlay

e BGPlay shows the routing
history related to a specific
set of resources (prefixes, Z <O
Autonomous Systems, IPs), I ~ . .
as seen by RIS SRR

e o O e 0 () =

Historical WHOIS

* |t provides a graphical -
representation of the links
across all AS paths between |-
the BGP collection points R
and the target resource(s)

C] Feedback & Support
Tell us what you think

Legal
% Copyright, Privacy, Terms, Cookies

Alena Muravska | PLNOG31, Krakow | 15 May 2023
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Use cases: Routing consistency %

* Routing Consistency
compares: . ° | .

) ) RIPEstat

. . . : : : g mdpen Q waozzse X
- objects in Routing Registries with L
observed real-world routing (seen [ v
by R|S) T records found for 193.8.20.230
- RPKI validation status where
applicable Historical WHOIS esoome 33:3 Y 5 —

eeeeeeee

Registration Check

Routing Check

Routing Consistency

RRRRRRRRR

Upstream Visibility
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Use cases: Upstream visibility

* The Upstream Visibility
provides a concise way
of visualising routing
data of a specified prefix
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eoe [{]-v <

Launchpad
Search and Explore

Saved

Use Cases

Address Space Hierarchy

Shows how addres pace is used
Atlas Check

BGPlay

Historical WHOIS
Geo Check
Registration Check
Routing Check
Routing Consistency

RPKI Check

Upstream Visibility

& RIPEstat

0 @ stat.ripe.net & M +
Enter an IP address/prefix, ASN, country code or FQDN
193.0.20.230 X
Relative “0) Absolute [T ’ Last 7 days v 0(8 Y

Upstream Visibility @

Visible on % collector peers

100%

90%

80%

70%

60%

50%

40%

20%

10%

0%

12:00

2023-05-05

12:00

2023-05-06

12:00

May 07 12:00 2023-05-08 12:00

Mini-view (draqa rectanale to zoom)

Distance from origin AS = 1 2

2023-05-09

12:00

v

2023-05-10

Gilobal

12:00

Local lT

2023-05-11
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Use cases: Routing check (1)

* Prefix Status
* RIS Looking Glass
* RPKI Origin Validation [

Use Cases

oo [{]+v <« [ )] stat.ripe.net ¢ [I] +

4 < RIPEstat

Enter an IP address/prefix, ASN, country code or FQDN

Launchpad Q. 193.0.20.230 X
Search and Explore
Relative “V) Absolute [ Latest v ¥ o

P Us RIS Looking Glass
Address Space Hierarchy
ddress space is used 193.0.20.0/23 is announced by AS3333 407 records found for 193.0.20.230
Atlas Check
193.0.20.230 is covered by the prefix above. Filter results by
BGPlay ORIGINATED BY AS3333 (RIPE-NCC-AS -Reseaux IP Europeens
Visualize BGP Routing Info Network Coordination Centre (RIPE NCC))
Historical WHOIS
RRCO0 Amsterdam, Netherlands \V

Geo Check

AS3333 is origin for 48 peers

Registration Check . .. Last Updated AS Path
e AS3333is a VALID origin for 193.0.20.0/23
) 2023-05-03 34854 3333
Routing Check STATUS @ (valid)
2023-05-05 59919 12779 3333
Routing Consistency VRP
2023-03-29 202365 1103 3333
RPKI Check ORIGIN 3333
2023-05-04 49134 53356 6939 3333
PREFIX 193.0.20.0/23
Upstream Visibility 2023-03-29 50304 1103 3333
MAX_LENGTH 23

Recordsperpage: 5 v 1-50f48 & { > »
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Use cases: Routing check (2)

» BGP Update Activity ~ ga ‘oo —

Enter an IP address/prefix, ASN, country code or FQDN

@ RIR RegiStratiOn Q' 193020230 y

Relative “V Absolute [T ’ Last 12 months v ® 0:8 @

Saved
Saved Searches

Use Cases

» RO u tl n g H | StO r'y BGP Update Activity ® X Routing History @ %

Address Space Hierarchy

Shows how address space is used Found 364 items for 193.0.20.230 1 routed prefixes found for 193.0.20.230
] [ | ] ] 5
Atlas Check 2
‘ I S I I I y 2 Showing results1to 1
BGPlay 5
Visualize BGP Routing Info g
3 193.0.20.0/23 (s3333) [ .
<
Historical WHOIS
Sep '22 Jan'23 May 23
Geo Check Recordsperpage: 20 v 1-1of1 & < > D
: I I
Registration Check f
e RIPEstat Data APl :
Routing Check ' , ‘ , RIS Visibility
Jul'22 Oct '22 Jan'23 Apr '23
announcements @ withdrawals
Routing Consistency 193.0.20.0/23 had HIGH visibility

as of 2022-05-11

RPKI Check

RIR Registration IPv4: 100%

Upstream Visibility

Registration of 193.0.20.230 by RIPENCC Search Q
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https://stat.ripe.net/docs/data_api

RIPE Atlas




RIPE Atlas

 RIPE Atlas is the RIPE NCC’s Internet measurement platform

* |t is a global network of devices that actively measure Internet
connectivity

 Anyone can access this data via Internet traffic maps, streaming
data visualisations, and an API

 RIPE Atlas users can also perform customised measurements to
gain information about their own networks

Alena Muravska | PLNOG31, Krakow | 15 May 2023
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How we collect data?

e 12,000+ RIPE Atlas probes
connected In 169 countries

e /87 RIPE Atlas Anchors

* 14,000+ results collected per
second

e 33,000+ measurements currently
running

B s -
(
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RIPE Atlas in Poland — Geographical Distribution @)
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o
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Connected: 195
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https://atlas.ripe.net/results/maps/network-coverage/?filter=Poland+(pl)

Networks coverage in Poland

E‘y‘e ball networks cove rage Home Countries Table

- Details for : Poland ( PL ) | View Poland on RIPEstat

60.44

Total Internet Users: 27922152
Internet Users in networks with RIPE Atlas probes: 16875091

Internet users coverage is estimated using percentage of IPv4 Public probes.

IPv4 Public Probes >= 3 3 > IPv4 Public Probes > 1
Search:
Network Estimated User IPv4 Public IPv4 Private IPv4 Total IPv6 Public IPv6 Private IPv6 Total
(ASN) Network Name Population % Probes Probes Probes Probes Probes Probes More
5617 TPNET 23.14 17 5 22 2 0 2 ' View
8374 PLUSNET 10.79 0 0 0 0 0 0 Apply for a
probe
39603 PANET 10.31 0 0 0 0 0 0 Apply for a
probe
12912 TMPL 9.73 3 0 3 0 0 0 ' View
6830 LibertyGlobal 9.27 4 1 5 0 0 0 o
29314 VECTRANET-AS 4.71 3 5 8 1 0 1 ' View
12741 AS-NETIA 3.55 5 2 7 0 0 0 ' View
201019 P4ANET_POZ 1.95 0 0 0 0 0 0 Apply for a
probe
13110 INEA-AS 1.9 2 1 3 0 0 0 ol
21021 MULTIMEDIA-AS 1.6 1 0 1 0 0 0 ' View
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https://sg-pub.ripe.net/petros/population_coverage/country.html?name=PL

What Can | Do With RIPE Atlas?

 RIPE Atlas customised measurements allow hosts and sponsors
to conduct measurements on their own network(s) using other
probes within the RIPE Atlas network:

* A complete collection of use cases, published research and
analyses based on RIPE Atlas is published on RIPE Labs

Continuously monitor network reachability from thousands of vantage points around
the globe

Investigate and troubleshoot network issues with quick, flexible connectivity checks

Create alarms using RIPE Atlas status checks, which work with your own monitoring
tools

Check the responsiveness of DNS infrastructure, such as root name servers

Test IPv6 connectivity

Alena Muravska | PLNOG31, Krakow | 15 May 2023
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https://labs.ripe.net/atlas/user-experiences/

Customised Measurements

e RIPE Atlas customised measurements are available to:
- RIPE Atlas probe hosts

- anchor hosts

- Sponsors
- RIPE NCC members

e How it works?

- earn credits by hosting or sponsoring one or more probes

- pick your destination and customise your measurements

Alena Muravska | PLNOG31, Krakow | 15 May 2023
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RIPE NCC
Internet Country Report

Poland, Hungary, Slovakia,
Czech Republic



RIPE NCC Internet Country Reports

 Major market players analysis

* |Internet number resource holdings and transfers

* |Pv6 readiness

e Current state of Internet development and capacity for future growth
* Relationship between different networks in the countries and regions
* |nternational connectivity to the global Internet

e Access to K-root

e Traffic paths and routing security
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Out-of-country paths
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Poland’s international connectivity
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Keep an eye on the announcements (.

* |nternet Country Report on Poland, Hungary, Slovakia, Czech
Republic will be published on 20 June 2023

e All reports are available on https://labs.ripe.net/author/ripe-labs-
editor/country-reports/

e Highlights from the reports are presented at the Open Houses -
online events

* Follow us on Twitter @RIPELABS or LinkedIn
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https://labs.ripe.net/author/ripe-labs-editor/country-reports/
https://labs.ripe.net/author/ripe-labs-editor/country-reports/
https://www.linkedin.com/company/ripe-ncc/mycompany/verification/

Upcoming events



®
jJoin us at

Rotterdam, Netherlands
22 - 26 May 2023
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https://ripe86.ripe.net/attend/register/

RIPE NCC Days

Jom us'

27-28 June 2023 - Sofia — Bulgaria www.ripe.net/ripe-ncc-days-sofia
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https://www.ripe.net/participate/meetings/regional-meetings/ripe-ncc-days-sofia

Questions 9

Alena Muravska
amuravska@ripe.net
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