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Dear Mr. Ondfrej Filip!
Dear colleagues!

The Ukrainian Internet Association (UIA)
is the largest Internet-association in Ukraine: It
unites more than 230 members, 70% of which are
telecom operators, a significant part of which is
LIR.

For more than 20 years, the Association has
been implementing projects aimed at developing
the Ukrainian segment of the global Internet and
protecting the interests of its members.

Let us express our sincere gratitude for
RIPE NCC's efforts to maintain the stability of the
Internet in our region and to coordinate and
develop the interactions within the Internet
community. We would like to note that the
Ukrainian segment of the Internet does not stand
apart from these activities.

Now Ukrainian Internet Association and
Ukrainian ISPs are appealing to the RIPE
community for supporting. We have a war going on
in our country, with the russian army firing heavy
missiles into cities. Infrastructure is constantly
being destroyed, it has to be rebuilt under fire.

In the conditions of military aggression, the
representatives of the Ukrainian community who
found themselves in the occupied territories need
protection from possible pressure from the
representatives of the aggressor country regarding
the forced transfer of blocks of IP addresses to the
owners from the Russian Federation.

Management of companies that fall under
the jurisdiction of Ukraine under the law, but are
now under the military control of the Russian
Federation, the aggressor country, under these
conditions may submit requests to update the
register to the RIPE NCC under the pressure of
circumstances caused by the war, and they would
never do that under the normal circumstances.

At the same time, a certain part of the
owners of these companies that provide Internet
services on the occupied territories, are actually

HIanoBuuii nane Onmpkeii Dixin!
IIlanoBHi KoJiern!

InTepuer Acomianiss Ykpainu (IHAY) —
Haiibinpma  [HTEepHeT-acomiamist B YKpaiHi:
o0’ennye moHan 230 wunewniB, 70% 3 sAKuUX —
orepaTopy CJICKTPOHHHMX KOMYHIKaIliid, 3HaYHa
yacTtuHa 3 gkux € LIRamu.

[Tonan 20 pokiB Acorialis peainizye
MIPOEKTH, CIPSIMOBaHI Ha PO3BUTOK YKPaiHCHKOTO
CerMeHTy Ii100anbHOI Mepexi IHTepHeT Ta 3axuct
1HTEepeCiB CBOIX yYaCHHKIB.

Bucnosmoemo mupy Basunicts RIPE NCC
3a  3yCWUIA, CHOPSIMOBaHI Ha  MiITPUMKY
cTabinbHOCTI [HTEpHETY B HAIIOMY peTiOHi, a
TaKOX Ha KOOPJIMHAIIIO Ta PO3BUTOK B3aEMOJIi
BCEpE/IMHI 1HTEPHET-CIUIBHOTH. Bin3Hauumo, 1o
YKpaiHCBKUH CETMEHT IHTepHeTy He CTOIiTh
OCTOPOHB BIJ] ITUX 3aXO/IIB.

3apaz Iutepner Acomiamis YkpaiHu Ta
YKpaiHCBKI ~ TIpOBaiflepu  3BEPTAIOTHCA 32
nigTpuMkoro fo cninbHoTH RIPE. V Hac B kpaini
Wae BiifHa, pociiicbka apmisi 00CTpuUIIOE MicTa
BaXKUMH  paketamu. IlocTiiiHO pyHHYeThCS
1H]pacTpykTypa, i1 JOBOAUTHCS BITHOBIIIOBATH ITiT
BOTHEM.

B YMOBax BICbKOBOI arpecii
MPEJCTaBHUKU YKPaiHCHKOI 1HTEpHET-CHUIBHOTH,
Kl ONMHMUIUCS Ha OKYINOBAHUX TEPUTOPISX,
noTpeOyr0Th 3aXUCTY BiJl MOKIMBOI'O TUCKY 3 OOKY
MpeCTaBHUKIB KpaiHu-arpecopa 1010
npuMycoBoi nepezaui 6;10kiB [P-agpec BracHuKam
3 pociiicekoi deaeparrii.

KepiBHUKH NIANPUEMCTB, K1 TepeOyBatOTh
MiJ IOPUCIUKINEI YKpaiHW, ane OMUHWINCS IIiJ
BIMICBKOBHM KOHTpPOJIEM KpaiHW - arpecopa
pociiicbkoi deaepariii, B IUX yMOBaX MOXYThb
MOoJilaBaTH 3amuTU Ha OHOBJIEHHsS peectpy RIPE
NCC mig THCKOM 0OCTaBUH, OOYMOBIICHHX
BiifHOIO, sIKI O BOHM HE POOMIM 3a 3BHYANHHX
00CTaBHH.

[Ipy 1bOMy YacTMHA BIIACHUKIB IHX
KOMIaHIi — HaJaBayiB I1HTEPHET-NOCIYT Ha
OKYMOBaHUX TEPHUTOPIAX, (I3UYHO MepedyBae Ha
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residing in the Ukrainian Government-controlled
territories. They might not know about submitting
of these RIPE NCC registry update requests and
illegitimate transfer of the resources to the persons
in the jurisdiction of Russian Federation, the
aggressor country.

Also, under these conditions, the
probability of using fraudulent schemes during
transfers increases.

In order to prevent illegitimate updates, we
are asking RIPE NCC to temporarily, for the period
of martial law in Ukraine plus 6 months after,
perform more stringent checks when making
changes to the RIPE database, such as checking the
validity of submitted documents.

Such a check, in particular, can be carried
out using the information-analytical system for
searching and processing information in the field of
business and other types of activity
«YOUCONTROL», which is supported by the
LLC «YOU-CONTROL» (the cost of an annual
license is 1854 euros).

In addition, in order to provide further
improvement of the protection of owners' resources
in "problem areas”, in particular to prevent the
illegal use of resources in self-proclaimed
territories, in violation of internationally
recognized borders, we ask you to start the
procedure for discussing changes to policy ripe-
682 (RIPE Resource Transfer Policies).

In connection with the destructive position
of community representatives from the Russian
Federation, who use the temporary military
occupation of the territory of Ukraine for illegal IP
address transfer schemes, we ask you not to include
representatives of this community in the process of
discussing changes to the ripe-682 policy.

Before the implementation of the specified
verification procedures, we ask you to temporarily
block the possibility of transferring IP addresses
outside of Ukraine. In any case, the temporary ban
on transfers should be lifted after the end of martial
law in Ukraine.

Looking forward to the fyture fruitful

Respectfully

Chairman of the
Ukrainian Internet Associatio
Oleksandr Savchuk

KOHTPOJIbOBaHIN YpsaoM YKpaiHu TepuTopii 1 imM
MOXe OyTH HE BiIOMO NP0 HAaJ@aHHS 3aIUTIB TPO
onoBneHHs peectpy RIPE NCC i mepenaBanHs
MEpEKEBUX PECYPCIB y KOPUCTYBAaHHS 0c00aMm, AKi
3HAXOMATHCS TIiJ] FOPUCIUKIIIEI0 KpaiHU-arpecopa
pociiicekoi deneparrii.

Takox B IMX YMOBAaxX 3pOCTa€ BipOTiTHICTb
3aCTOCYBaHHS IIAXPaChKUX CXEM IPU MIPOBEICHHI1
TpaHcdepis.

3 METOI0 YHEMOKJIMBJICHHS HE3aKOHHHX
nit, mpocumo RIPE NCC TtumuacoBo, Ha mepiof
BOEHHOTO CTaHy B VYKpaiHi IUitoc 6 MiCHIlB,
3MIMCHIOBATH TIPU BHECEHHI 3MiH 10 0a3u JaHUX
RIPE 6inb1r cyBopi mepeBipKH, Takl sIK MepeBipka
JIHACHOCTI IOJTAaHUX TOKYMEHTIB.

Taka mnepeBipka, 30Kpema, MOXe OyTH
3MiCHEHa 13 3acTOCYBaHHAM iH(OpMaIiitHO-
aQHAJIITUYHOI CHCTEMH TMOIIYKy 1 0OpoOKu
iHpopmanii y cdepi Tocmomapchbkoi Ta I1HIIAX
BumiB  mismbHOCTI «YOUCONTROLY», ska
miATpUMy€eTbcss  ToBapuCTBOM 3 OOMEKEHOIO
BianmoBiganeHicTIO  «}O-KOHTPOJI»  (BapTicTh
piunoi minenuii ckinanae 1854 €Bpo).

KpiMm TOro, 3 MeTOw MOAAIBIIOTO
BJIOCKOHAJICHHSI 3aXHCTy BIIACHUKIB PECYpCIB Yy
«TpoOJIEMHUX ~ paiioHax»,  30KpemMa  3auIs
HE/IOMYIIEHHST ~ HE3aKOHHOTO  BHKOPHCTaHHS
pecypciB Ha CaMOIIPOTOJIOMIEHUX TEPUTOPIX, 3
MOPYLIEHHAM MIDKHApOJHO BHU3HAHUX KOPOHIB,
npocumo  Bac  mpo  3amyck  mporemypu
obroBopeHHst 3MiH 10 moJituku ripe-682 (RIPE
Resource Transfer Policies).

Y 3B'S3Ky 3 JAECTPYKTHBHOI TMO3UILEI0
MIPE/ICTaBHUKIB CIIJIBHOTH 3 POCIHCHKOI eaeparii,
SAKI BHUKOPHCTOBYIOTH THMYacOBY BIHCBHKOBY
OKymaIito Teputopii YkpaiHu s HE3aKOHHHX
cxem TtpaHchepy IP-agpec, mpocumo Bac He
BKJIIOYATH TMPEACTABHUKIB 1I1€i CIUIBHOTH J10
poIiecy 0OroBOPEHHs 3MiH /10 OJITHKH l1pe-682.

Jlo BIpOBa/DKEHHS 3a3HAYEHHUX MPOIETYP
NEPEeBIPKM  MPOCHMO THMYAacoBO 3a0JOKyBaTH
MOXJIMBICTh TIpoBeeHHs TpaHchepi IP-ampec 3a
MexXi YkpaiHu. Y OyIb-iKOMy pasi THUMYacoBa
3a0opoHa Ha TpaHcepu Mae OyTH CKacoBaHa
MiCJIs 3aKIHYEHHS BOEHHOTO CTaHy B YKpaiHi.

CromiBaeMOCh Ha  MOAANBIWY
CHIBIIpAIIlO Ta YCHIIIHI poOoYi BiAHOQHHU!

TUTLIHY

3 moBaroro

I'osioBa IlpaBiinns
InTepHer Acouianii Ykpainu
Oaexkcanap CaBuyk




