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● Funded by RIPE NCC RACI project funding 2021 program

● Project’s website: https://ai4netmon.csd.auth.gr/ 

● Github repo: https://github.com/sermpezis/ai4netmon 

● Goals:
○ quantify bias in Internet measurement platforms (RIPE Atlas, RIPE RIS, etc.)
○ unbias Internet measurement platforms
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The AI4NetMon 1.0 project
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The AI4NetMon 1.0 project

AI4NetMon 2.0 → focus on measurements 
(instead of entire platforms)
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Ideal (unbiased)
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Internet measurement platforms: 
a (stained glass) window to the Internet
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Internet measurement platforms: 
a (stained glass) window to the Internet

In reality (biased)
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Example 1: location bias
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Why there is bias?

RIPE Atlas probes

https://atlas.ripe.net/results/maps/network-coverage/ 

Example 2: topology bias

RIPE RIS / RouteViews peers have much more peering 
links (“neighbors”) compared to an average AS
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● Many dimensions of bias
○ location, network size, topology, IXP connectivity, 

network type, etc.

● Bias score per dimension
○ a value between 0 (low bias) and 1 (high bias)

● Radar plot of bias
○ each radius → a bias dimension
○ colored lines/areas → bias score
○ high bias → far from center
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Results: Bias in Internet measurement platforms
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● Online tool: https://observablehq.com/@pavlos/ai4netmon-bias 
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AI4NetMon tool 1: “Show me the bias”
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AI4NetMon tool 1: “Show me the bias”

- Select custom set of vantage points
- Automatic visualization of bias
- Easy comparison between platforms / sets
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● The API is available at https://ai4netmon.csd.auth.gr/api/
● Endpoint for bias calculation: /bias/{params} 

● Options for {params} - Internet measurement platforms
○ Atlas
○ RIS
○ RouteViews
○ RIS&RouteViews
○ rrc00
○ …
○ rrc26

● Options for {params} - any custom list of ASNs / vantage points
○ ?asn=123&asn=456&...&asn=789
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AI4NetMon tool 2: API
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● Online tools (current version)
○ RIPE RIS: https://observablehq.com/@pavlos/ai4netmon-ripe-ris-extension 
○ RIPE Atlas: https://observablehq.com/@pavlos/ai4netmon-ripe-atlas-extension 
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AI4NetMon tool 3: recommending vantage point deployment

RIPE RIS RIPE Atlas
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● Web portal (& open source code)
○ Quantify bias of a measurement setup 

(e.g., selected RIPE Atlas probes)
○ Identify reasons of bias
○ Provide recommendations for reducing bias 

(e.g., recommend alternative Atlas probes)

● Analyze & Learn from past measurement configurations
○ what people use to do? is it optimal?
○ what can users learn from expert users or from best practices?
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AI4NetMon 2.0 - objectives
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