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Lab Activities

IPv6 Security E-Learning Course
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Applying theory in practice 
 
 

Reproduce an attack 

 
 

 
Implement a solution and verify if it is actually working


What can you do with the IPv6 Security labs?
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Lab Activity 0 - Installing and Troubleshooting the Labs


Lab Activity 1 - Generating IPv6 packets using Scapy


Lab Activity 2 - IPv6 Network Scanning


Lab Activity 3 - NDP Neighbor Cache Poisoning


Lab Activity 4 - Verifying if a security solution is working: RA-Guard


Lab Activity 5 - IPv6 Network Scanning using MLD


Lab Activity 6 - Configuring IPv6 packet filtering on hosts

Lab Activities
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You follow these 6 steps:


1. Look at the details of the detected NS 
message


2. Create your tailor-made NS message

3. Check the effect of the NS message

4. Look at the details of the detected NA 

message

5. Create your tailor-made NA message

6. Check the effect of the NA message

6S A N D B O X  I N C .



1. Academy Instructions
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2. Lab environment
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Questions to check your understanding



1.3.1 Choose the correct tool to assess IPv6 
security threats and mitigation techniques


3.1.4 Identify the IPv6 security threats 
related to NDP


3.2.2 Choose a suitable and available 
security measure for IPv6 security issues 
related with NDP


Lab activities alignment 

with exam questions
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