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BIPT in a nutshell

Vision 
"We guarantee that the user has a choice of powerful and 
trustworthy communications on the best possible terms and 
conditions in a competitive environment."



IPv6 context 

❑ NOT (“NATIONAAL OVERLEG TELECOM”) 
➢ Platform where BIPT meets Belgian stakeholders 

responsible for law enforcement and national 
security 

➢ To consider all their issues related to electronic 
communications 

❑ TELECOM LAW REQUIRES ECS PROVIDERS TO IDENTIFY 
THEIR USERS (BASED ON A LEGAL ORDER SIGNED BY A 
COMPETENT MAGISTRATE OF COURSE) 

❑ BIPT MISSION TO ACCOMMODATE THE DEVELOPMENT OF 
THE INTERNET IN BELGIUM  



What happened in 2012?
IN NOT PLATFORM COMPLAINTS THAT MORE AND MORE 
CARRIER GRADE NETWORK ADDRESS TRANSLATION WAS 
USED (CG NAT)  

➢ Only difference between users is the source port 
number, which is often not logged ! so IP address 
cannot trace back user 

➢ Operators do not comply with the law 
➢ Criminal investigations are made more difficult, 

delayed or even dropped  



Code of conduct 
❑ WITH BIPT AS A MEDIATOR WE BROUGHT THE 

ISPS TOGETHER WITH THE NOT MEMBERS 

❑ SUGGESTED A VOLUNTARY CODE OF CONDUCT 
WITH A VIEW TO 
➢ REDUCING RISK OF “NO UNIQUE IDENTIFICATION” IF 

TIMESTAMP AVAILABLE BUT NOT THE SOURCE PORT 

➢ PROMOTING IPV6 

❑ NEGOTIATIONS LED TO A CODE SIGNED IN 
2012 BY THE MAJOR OPERATORS AND LE 
COMMUNITY



❑ ONLY CGN IF STOCK IPV4 < 20% 

❑ IDENTIFICATION BASED ON PUBLIC IP ADDRESS, PORT AND TIME 

❑ IF CGN IS APPLIED: 

➢ ONE PUBLIC IP ADDRESS IS SHARED WITH MAXIMUM 16 USERS 
➢ ONE SHARED PUBLIC  IP ADDRESS IS USED FOR MAXIMUM 24 HOURS 
➢ A NEW IP ADDRESS IS ASSIGNED AT RANDOM (LOW CHANCE THAT 2 USERS SHARE THE SAME 

PUBLIC IP ADDRESS AGAIN)  

  

  

RESULT WAS THAT MAJOR OPERATORS INTRODUCED IPV6 
 

IF DURING AN INVESTIGATION >2 IP ADDRESSES + TIMESTAMPS ARE AVAILABLE 
CROSSCHECK ANALYSIS IS POSSIBLE! 



IPv6 Council 

Good cooperation between engineers -> incremental cost of IPv6 is low  
if introduced together with new technology roll out  



Why IPv6? 
CONTRAS 
NO BUSINESS CASE 

PROS 
❑ PERFORMANCE IS BETTER COMPARED WITH CGN IPV4 
❑ CODE OF CONDUCT CAUSES COSTS/CONSTRAINTS 

COMPARED WITH IPV6 
❑ ONLY LONG TERM SOLUTION FOR THE SCARCITY  
❑ DUAL STACK CAUSES EXTRA COSTS







Result (source RIPE 24 Jan 2017)



State of play (2017)
❑ PUBLIC CONSULTATION 2016 
❑ PROXIMUS  

❑ Fixed Internet: dual stack IPv4/IPv6  
❑ 62% of consumers (2016); 100% before 2020 
❑ 10% of business users (2016) 

❑ Mobile  
❑ Gradual introduction start Q4 2017  

❑ TELENET 
❑ Fixed Internet: dual stack IPv4/IPv6: 100% 



State of play (2017)
❑ CGN: AVERAGE USERS PER IPV4 ADDRESS? 

❑ PROXIMUS fixed 16; mobile 3 
❑ TELENET fixed 16 (refinement ongoing depending on the 

application) 
❑ Orange 8 (mobile) 

❑ BICS ARGUES CODE GIVES THEM A COMPETITIVE 
DISADVANTAGE 

❑ IOT CAN BE A TRIGGER APPLICATION FOR IPV6 (NOT 
ALWAYS A NEED FOR BACKWARD COMPATIBILITY) 

❑ COST TO SUPPORT DUAL STACK COULD GIVE AN 
INCENTIVE TO MOVE TO ALL IPV6



Success factors
❑ PARTNERSHIP TRYING TO FIND COMMON GROUND 

BETWEEN ISPS/OPERATORS, BIPT AND LAW 
ENFORCEMENT AGENCIES 

❑ KEY ENGINEERS AT LEADING ISPS ARE COLLABORATING/
SHARING EXPERIENCE 

❑ LONG TERM VISION KEEPS INVESTMENT/OPERATIONAL 
COST LOW (INCREMENTAL COST IF DONE TOGETHER WITH 
A NEW GENERATION OF EQUIPMENT)

Creation of an enabling 
environment




