
R e a d in g  m a il h e a d e rs
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R o d n e y  T i l lo ts o n , J A N E T -C E R T
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R e a d in g  m e s s a g e  h e a d e r s

● W h y ?

● B a s ic s

● T ra c e  in fo rm a tio n

● T ru e  a n d  fa ls e

● H e a d e rs  a n d  a n t i-s p a m



W h y  r e a d  m e s s a g e  h e a d e r s ?

● F o re n s ic s  fo r  U B E

– In fo rm a tio n  fro m  b o th  tru e  a n d  fa ls e  l in e s



M e s s a g e  h e a d e r  b a s ic s

● M e s s a g e  fo rm a t R F C 2 8 2 2

– h e a d e r

– b la n k

– b o d y



M in im a l h e a d e r  (R F C 2 8 2 2 )

From: Rodney Tillotson <cert@cert.ja.net>
Date: Fri, 17 Sep 2004 12:23:22 +0100



M in im a l h e a d e r  (R F C 2 8 2 1 )

Return-Path: <cert@cert.ja.net> (MAIL FROM:)
Received: from cert.ja.net (HELO)
 (mail1.cert.ja.net [212.219.244.20]) (TCP)
 by umhost.ukerna.ac.uk;
 17 Sep 2004 12:25:10 +0100
Message-ID: <20040917094@cert.ja.net>
From: Rodney Tillotson <cert@cert.ja.net>
To: JANET alert <spam-alert@ukerna.ac.uk>
Subject: Header demo
Date: Fri, 17 Sep 2004 12:23:22 +0100

Text of message body



P u r p o s e  o f  th e  h e a d e r

● M a n a g e m e n t

– Message-ID:

● H in ts  U A  ->  U A

– From:

● T ra c e

– Received:

– w rite -o n ly  fo r  M T A s

● E x te n s ib le

– X-header:



W h o  w r ite s  w h a t?

Return-Path: <cert@cert.ja.net>                    Delivery MTA
Received: from cert.ja.net                         Delivery MTA
 (mail1.cert.ja.net [212.219.244.20])
 by umhost.ukerna.ac.uk;
 17 Sep 2004 12:25:10 +0100
Received: from rt ([192.168.19.84])                Relay MTA
 by mail1.cert.ja.net;
 17 Sep 2004 12:25.09 +0100
Message-ID: <20040917094@cert.ja.net>              Originator MTA
From: Rodney Tillotson <cert@cert.ja.net>          Originator UA
To: JANET alert <spam-alert@ukerna.ac.uk>          Originator UA
Subject: Header demo                               Originator UA
Date: Fri, 17 Sep 2004 12:23:22 +0100              Originator UA

Text of message body



T r a c e  in fo r m a tio n

● R e tu rn -P a th :

– < la s t M A IL  F R O M :>

● M e s s a g e -ID :

– < ...@ d o m a in >

● R e c e iv e d :



R e c e iv e d :

● f ro m H E L O  (P T R  [IP ])

– m a tc h  th e  o n e  b e fo re ?

● b y M T A n a m e

– m a tc h  th e  o n e  a fte r?

● w ith p ro d u c t

● id q u e u e -re fe re n c e

● V a rie d  b y  p ro d u c ts



T h e y  m a y  c h a in  to g e th e r

Received: from mail1.norse.ukerna.ac.uk
(hermod.cert [10.10.30.220])
by forseti.cert (Postfix) with ESMTP id 7FA02287
for <cert@forseti.cert>; Fri, 17 Sep 2004 00:07:01 +0100 (BST)

Received: from rimmer.ja.net (rimmer.ja.net [128.86.8.39])
by mail1.norse.ukerna.ac.uk (Postfix) with ESMTP id 65396D5EF
for <cert@cert.ja.net>; Fri, 17 Sep 2004 00:07:01 +0100 (BST)

...

● R e c e iv e d  b y  m a il1 , re c e iv e d  fro m  m a il1

● T im e s  id e n tic a l

● O K  s o  fa r



T h e y  m a y  c h a in  . . .

...

Received: from rimmer.ja.net (rimmer.ja.net [128.86.8.39])
by mail1.norse.ukerna.ac.uk (Postfix) with ESMTP id 65396D5EF
for <cert@cert.ja.net>; Fri, 17 Sep 2004 00:07:01 +0100 (BST)

Received: from [211.175.107.97] (helo=seoul97)
by rimmer.ja.net with smtp (Exim 3.36 #54) id 1C85JG-00018n-00;
Fri, 17 Sep 2004 00:05:03 +0100

Received: from negra.incatel.pe ([200.148.23.77])
by seoul97 with Microsoft SMTPSVC(5.0.2195.6713);
Thu, 16 Sep 2004 17:03:41 -0600



. . .  o r  th e y  m a y  n o t c h a in

Received: from rimmer.ja.net (rimmer.ja.net [128.86.8.39])
by mail1.norse.ukerna.ac.uk (Postfix) with ESMTP id 65396D5EF
for <cert@cert.ja.net>; Fri, 17 Sep 2004 00:07:01 +0100 (BST)

(Received: from [211.175.107.97] (helo=seoul97) ...)

(Received: from negra.incatel.pe ([200.148.23.77] ...)

A c tu a l ly  h a d  th is :

Received: from [211.175.107.97] (helo=128.86.8.39)
by rimmer.ja.net with smtp (Exim 3.36 #54) id 1C85JG-00018n-00;
Fri, 17 Sep 2004 00:05:03 +0100

X-Message-Info: HC921NF1OUEekgq48pnALXdR354L225diPahjJTJ903

Received: from c-28-2-3-825.TYAQT0.toyota@letterbox.org
([80.110.22.82]) by nca495-gohts110.toyota5@letterbox.org
with Microsoft SMTPSVC(5.0.0046.7846);
Thu, 16 Sep 2004 19:56:54 -0400



T r u th  a n d  lie s

● W h o  m ig h t h a v e  w r it te n  e a c h  h e a d e r l in e ?

● W h a t w a s  th e ir  m o tiv a t io n ?

– re p o rts  fro m  th ird  p a rt ie s

● W h a t a re  y o u  try in g  to  f in d  o u t?

– t ru e  o r ig in ?

– p a rt ie s  in v o lv e d ?

– h o w  d id  i t  g e t h e re ?



L a s t  h o p

● P o s s ib ly  u n d e r y o u r o w n  m a n a g e m e n t

● L o g s

– IP

– t im e

– H E L O /E H L O

– M A IL  F R O M :

– R C P T  T O :

● H o w  it  e n te re d  th e  d e l iv e ry  d o m a in



G u ilty  u n til  p r o v e d  in n o c e n t

● G e n e ra lly  w o rk  b a c k  fro m  th e  la s t h o p

– g o o d  tru s t fo r  to p  R e c e iv e d : l in e

● L o o k  fo r a  f la w  in  th e  n e x t o n e

– t im e s  d o n 't  m a tc h

– IP  a d d re s s e s  d o n 't  m a tc h
(d o m a in s  a n d  D N S  m a y  h e lp )

– m o re  th a n  o n e  b lo c k  o f R e c e iv e d : l in e s

● I f  s o , y o u  m a y  a lre a d y  b e  a t th e  b o u n d a ry  
b e tw e e n  tru th  a n d  l ie s



L o ts  o f  m a tc h e s  in  h o n e s t m a il

● M e s s a g e -ID  a n d  o r ig in a t in g  d o m a in

● O rig in a to r a d d re s s  a n d  d o m a in

● D a te : a n d  t im e s ta m p s  in  R e c e iv e d :

● T im e z o n e  a n d  o r ig in a to r a d d re s s

● S o m e  m a tc h e s  a re  s u b je c t iv e



H o n e s t b u t te d io u s

Return-Path: <name.hidden@bbsrc.ac.uk>

Received: from mail1.norse.ukerna.ac.uk (hermod.cert [10.10.30.220])
by forseti.cert (Posstfix) with ESMTP id ECF46287
for <cert@forseti.cert>; Fri, 17 Sep 2004 11:10:28 +0100 (BST)

Received: from mhub2.bbsrc.ac.uk (mhub2.bbsrc.ac.uk [149.155.202.2])
by mail1.norse.ukerna.ac.uk (Postfix) with ESMTP id E58BAD5EF
for <cert@cert.ja.net>; Fri, 17 Sep 2004 11:10:28 +0100 (BST)

Received: from rpe2ksv1.arp.bbsrc.ac.uk ([149.155.202.84])
by mhub2.bbsrc.ac.uk with esmtp (Exim 4.30)
id 1C8FhB-0002Uj-FP for cert@cert.ja.net;
Fri, 17 Sep 2004 11:10:25 +0100

Received: from bobse2ksv1.bobs.bbsrc.ac.uk ([149.155.202.61])
by rpe2ksv1.arp.bbsrc.ac.uk
with Microsoft SMTPSVC(5.0.2195.6713);
Fri, 17 Sep 2004 11:10:25 +0100

Message-ID: <3AED..69FB@bobse2knfr1.bobs.bbsrc.local>



E v e r y th in g  fa ls e  th a t c a n  b e

Return-Path: <CKALCILS@macmail.com>

Received: from mail1.norse.ukerna.ac.uk (hermod.cert [10.10.30.220])
by forseti.cert (Postfix) with ESMTP id 00860287
for <cert@forseti.cert>; Fri, 17 Sep 2004 23:48:54 +0100 (BST)

Received: from kryten.ja.net (kryten.ja.net [128.86.8.29])
by mail1.norse.ukerna.ac.uk (Postfix) with ESMTP id E0960D5EF
for <cert@cert.ja.net>; Fri, 17 Sep 2004 23:48:54 +0100 (BST)

Received: from adijon-106-1-24-167.w81-51.abo.wanadoo.fr
([81.51.212.167]) by kryten.ja.net with smtp (Exim 3.36 #54)
id 1C8RWs-0005HP-00; Fri, 17 Sep 2004 23:48:34 +0100

Received: from 181.40.136.82 by 81.51.212.167;
Sat, 18 Sep 2004 04:48:32 +0500

Message-ID: <DXCSKPDWHUBKABEZGMWFCN@fadmail.com>

From: "They cheat " <CKALCILS@macmail.com>

Date: Sat, 18 Sep 2004 01:43:32 +0200



IP  a d d r e s s  a s  H E L O

Return-Path: <don11@7.arsbank.com>

Received: from mail1.norse.ukerna.ac.uk (hermod.cert [10.10.30.220])
by forseti.cert (Postfix) with ESMTP id 6AF8A287
for <cert@forseti.cert>; Fri, 17 Sep 2004 23:39:05 +0100 (BST)

Received: from 212.219.244.220 (unknown [222.101.15.148])
by mail1.norse.ukerna.ac.uk (Postfix) with SMTP id 303FFD5EF
for <cert@cert.ja.net>; Fri, 17 Sep 2004 23:39:04 +0100 (BST)

Received: from [136.101.37.46] by 212.219.244.220 with ESMTP
id 61780443; Sat, 18 Sep 2004 02:34:12 +0400

Message-ID: <8$6-5---$-4-0o$98w@xrp8v.xc73>

From: "(non-ASCII)" <don11@7.arsbank.com>

Subject: (non-ASCII)

Date: Sat, 18 Sep 04 02:34:12 GMT



H e a d e r s  a n d  a n ti-s p a m

● Id e n ti fy  U B E

● Id e n ti fy  o r ig in a t in g  IS P

– re p o rt  p ro b a b le  c o m p ro m is e

● R e je c t c o m p la in ts

● H a rd  to  a u to m a te  a c c u ra te ly

● S p u rio u s  h e a d e r l in e s  g e tt in g  b e tte r



R e a d in g  m e s s a g e  h e a d e r s

● E x a m p le s  a d  n a u s e a m



R e a d in g  m e s s a g e  h e a d e r s

● Q u e s t io n s ?


