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GEANT




GEANT Network b

The GEANT network interconnects
research, education and innovation
communities worldwide, with secure,
high-capacity networks.

We design, plan, build and operate the
large-scale, high-performance GEANT
network that connects European NRENSs to
each other and the rest of the world for
sharing, accessing and processing the high
data volumes generated by research and
education communities and for testing
innovative technologies and concepts.
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At the heart of global research and education networking

= Multiples of 100Gbps
e 100Gbps

Multiples of 10Gbps
—1-10 Gbps

<1Gbps

May 2022



 The Global Platform for Labs (GP4L)




The Global Platform for Labs (GP4L)

GPAL infarstructure for GPAL pilots of network
experiments orchestration and automation

https://wiki.geant.org/display/GP4L/Home



GP4L experiments

A programmable network infrastructure for the GEANT community to run
experiments of cutting-edge network technologies.
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GPAL pilots — towards digital platforms

GPA4L as a playground for the work on solutions to orchestrate and automate
network operations.

* Digital twin (containerlab)

e Orchestrated and automated network service provisioning (orchestrators,
Ansible, SSoT, scheduling, monitoring, backup)

* Network visualization
* Network management in the Cloud (hmaas vNOC) NMaas@®
* Education (Network Automation eAcademy)
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e Automation and Orchestration in GP4L
* Components




Orchestration and automation components

Orchestrator for workflow management
 Service lifecycle management modeled as processes
* APIs for integrating/calling independent tools

Automation tools
* Network configuration with Ansible

Source of Truth
e Desired state of the network

Pre-production tests in the virtual twin
* Verification of network configuration



Source of Truth (SoT) for orchestrated services

* Represents the desired state of the network - declarative approach

* The correct state given in the Single Source of Truth must be mirrored across the
infrastructure

e An essential element of Infrastructure as Code (laC) that facilitates the
management and provisioning of infrastructure via code rather than manual
procedures




Maat as SoT

& Maat

Maat is a microservice for open digital platforms that serves as a single source of
truth for physical and logical resources and/or services.

Open standard-based API Extensible data model Technology stack

* Full CRUD support offers JSON-based data model for
automation and orchestration resources and services
implementation out of the box

* Request validation based on data

* AuthN with OAuthN 2.0 model schema file
* TMF638 Service management » Data model extensions do not
REST API require changes in the application

code or in the database
* TMF639 Resource management
REST API * Support for multiple data models
defined in schema files provided
by the user

External applications can register
and listen to selected inventory
events

Events can be archived
(EventListener)

TMF standard API

NoSQL database (MongoDB)
Spring Boot 3 library
Docker

Keycloak



Maat as SoT

RY Maat

Home Concepts Features  User guide

Maat Features

https://geant-netdev.gitlab-pages.pcss.pl/MaatDocs/

Apr Open, standards-based API

« Full CRUD support offers automation and
orchestration implementation out of the box.

« TMF638 Service management API

« TMF639 Resource management API

2§ Modular structure

Maat

DOCUMENTATION

Extensible, reusable and automation ready solution
for defining and managing your network resources
and services.

m

« Schema based non-SQL database
« Separate service and resource APIs

o Individual event management

Maat Components

apr Physical Resources

Describe infrastructure elements and details of
physical location and utilization (card distribution,
allocation of physical ports, ...)

== Scalable extensible architecture

« Single, consolidated database
« Integrated validation and logging

« Compose complex objects using two-way
relationships

= Dynamic GUI

« Easy to use, intuitive design
« Adapts to your customised model definitions

« Supports different data views

B2 Logical Resources

Describe virtual resources, connections and
relationships between resources
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':E Extensible data model

 Industry compatible service and resource
base model

o Endlessly customisable

« Model your own resources using templates

i Event Notification

« Separate notification engine

e Listen and react to events

o Log all activities

s Services
H

Collect detailed information about services and
map them to logical and/or physical resources.

Why Maat?
We make it.

W |f you implement our Resource and Service
Inventory nd the Data Model Schema
Maat API, you will get y

You own it.

I Go to BitBucket Repo

implement,
ac

Maat Features
. Maat




Digital twin for automation @

CONTAINERIab

Digital twin is a virtual copy of the network infrastructure tha can be used
for testing network configuration changes before the implementation in
the production network.

e Use of containerlab to create a digital twin
* Wide range of virtual routers and Network Operation Systems

* Integration with Source of Truth (NetBox)

* Netreplica provides nrx software to export a network topology from NetBox which
next can be used by containerlab

https://github.com/srl-labs/containerlab

https://github.com/netreplica/nrx
https://github.com/netbox-community/netbox



e Automation and Orchestration in GP4L

e Use cases




GP4L operations use cases

Resource management Resource reservation




Resource management use case

A GP4L partner connects a new programmable switch to the GP4L infrastructure.

Uptime Kuma

Probes in monitoring tool

User action
in Source of Truth

Configuration Backup

& GitLab

Oxidized



Experiment reservation use case

A resercher schedules an experiment in the GP4L infastructure.

mlibre " ...

Reservation system

User action
in Source of Truth

Access to the resources

-(:,: Bastion

SSH Key Management application
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NetBox — a key Source of Truth component

All Objects = n 2 admin ~ r. Uptime Kuma “ = Status Pages ® -
Devices =)  + Export GP4L-AMS-01[25]

Ping: 194.149.137.199
Q
Results () Filters W Pause # Edit | 1 Delete

@I GPaL-AMS-01(25  1IRI00NNN
mcpm,pm,cpj(;: nunm LA AN "".'ll"" @

@D GPaL-POZ-02014] 11INNIINN

& Configure Table

Name Tenant Site Location Rack Role Manufacturer Type IP Address

GPAL-AMS-01 — geant — — siemens 234 194.149.137.199/24 m

GPAL-PAR-01 — geant — = siemens 234 — g : Ping Avg.Ping Uptime  Uptime

GP4L-PAR-02 - geant — - siemens 234 194.149137199724 W e - o0
£ 5 ms a4/ ms JU7

GPAL-POZ-01 geant siemens 234 140.82.121.4/32

GPAL-POZ-02 geant siemens 234 83.97.93.30/32

Per Page =

Showing 1-5 of 5

+ Add Components ~ |l / Edit Selected § @ Delete Selected

Status DateTime Message

Synchronisation with UptimeKuma (monitoring), Oxidized (backup) and scheduling (LibreBooking)




nmaas — virtual environment for orchestrated operations

NMaaS@®

tools and applications.

nmaas is a multi-tenant platform for effortless, on-demand deployment of software

Application catalog

GPA4L use cases implemented in nmaas
* VirtualNOC

Virtual enviornment based on the Kubernates cluster
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The open platform software and the GEANT production service
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e Automation and Orchestration in GP4L

e Service provisioning pilot




a

GPA4L as a testbed for ochestratio & automation solutions
Service Provisioning pilot

Development of network service provisioning
* Workflow definitions for network services

Data model representing resources and network services

Selection of technology stack (open source)

Reusable components (identification of elements which could be reused by different
implementations of network service provisioning)

A pilot for Polish National Research and Education Network PIONIER

AAAAAAAAAAAAAAAAAAA
Genewa

i sze
! Y »
\ Bypgoszez |
\ G g [
\ / - @ TORUN /" BiaLYsTOK
AN \ \ /
") v S| = i
~ o ~——__ WARSZAWA
Niemcy FomNan; @ l\ s ® /
| S - — @
—eo— //\ '
b \ Lol

POLISH OPTICAL INTERNET e o \/"fo‘/ |

Sl
®
]
.
®

CCCCCC

aaaaaaaa

Bialorus

Ukraina



e Automation and Orchestration in GP4L

e Future work




Future work

Development of orchestrated services in GP4L

Continuation of development and tests of orchestrated services for PIONIER

Testing various automation and orchestration technologies

Knowledge sharing via eAcademy learning units



Thank You

¢
Demo video: \
https://www.youtube.com/watch?v=KYqpLPBDR3k
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