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BGP - all good
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AS65001 AS65003

AS65004

10.0.0.0/20

AS65002

10.1.0.0/20

10.0.0.0/20 

10.1.0.0/20
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BGP - simple hijack
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AS65001

AS65002

AS65003

AS65004

10.0.0.0/20

10.0.0.0/20

10.0.0.0/20

➡ Hijack may work (~anycast) 
(shortest path, local pref)
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BGP - more specific hijack
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AS65001

AS65002

AS65003

AS65004

10.0.0.0/20

10.0.0.0/24

10.0.0.0/20 

10.0.0.0/24

➡ Hijack will work, most specific
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Origin Validation

Tim Bruijnzeels | 10 April 2018 | RIPE NCC Educa

• Most commonly done by providers 

• Internet Exchange points have started offering 
filtering as a service 

• Transit providers usually do not filter 

• Stub networks may filter because they want to 
block poisonous traffic
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ROUTE object
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route:  10.0.0.0/20
origin: AS65001
mnt-by: EXAMPLE-ROUTE—MNT

    source: RIPE

inetnum:  10.0.0.0 - 10.0.3.255
netname:  Example LIR
.....
mnt-by:   EXAMPLE-NET—MNT

aut-num:  AS65001
as-name:  EXAMPLE-LIR—AS
.....
mnt-by:  EXAMPLE-ASN—MNT

authorises 
(pw, pgp, sso)

authorises 
(to be deprecated in RIPE DB)
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Internet Routing Registry
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• Many exist, most widely used 
- RIPE Database 

- RADB 

• Verification of holdership over resources 
- RIPE Database for RIPE region resources only 

- RIPE Database allows anyone to create out-of-region 
(about to be deprecated) 

- RADB allows paying customers to create any object 

- Lot of other IRR don’t formally verify holdership
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Authorisation using RPKI
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Offline Trust Anchor
0/0 (all space)

Online CA
RIPE Region only space

public key Private key

signs

public key Private key

signs

LIR A
10.0.0.0/20

public key Private key

ROA
10.0.0.0/24
length: 24
AS65001

ROA
10.0.2.0/23
length: 24
AS65002

signs
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BGP - Origin validation
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AS65001

AS65002

AS65003

AS65004

10.0.0.0/20

10.0.0.0/20

10.0.0.0/20

Signed 
10.0.0.0/20

ROA 
10.0.0.0/20 
AS65001

ROUTE 
10.0.0.0/20 
AS65001

➡ Both reject evil announcement 
from wrong ASN 
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BGP - Origin validation with spoof
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AS65001

AS65002

AS65003

AS65004

10.0.0.0/20

10.0.0.0/24

10.0.0.0/20 

10.0.0.0/24

Signed 
10.0.0.0/20

ROA 
10.0.0.0/20 
AS65001

ROUTE 
10.0.0.0/20 
AS65001

“AS65001”

“10.0.0.0/24”

➡ ROA rejects evil announcement 
➡ ROUTE object may not
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Automate using IRR
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IRR IRR

irrtoolset 
bgpq3 
scripts 

…

AS65003

static router configquery / fetch 
(typically 24h)
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Automate using RPKI
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RPKI 
repos

validator

AS65003

static router config
scripts

RPKI to Router Protocol

apirsync or 
delta protocol 
(~15 minutes)
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Dynamic router config RPKI
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• Router connects to validator 
- Supported by many vendors 

• Example pseudo-config 
- Dropping invalids as per RFC 7115

match rpki valid
  set local preference 100
match rpki not-found
  set local preference 50
match rpki invalid
  reject

• Enables validation of full table, not just 
customers
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Authorising Origination
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ROUTE ROA

Authorises Prefix for AS Prefix for AS

Authorisation Good, weak or absent Strong (RPKI)

Validation Plain text Object security

More specifics Undetermined Reject (unless..)

Propagation Slow Fast

Maturity 25 years 7 years
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Coverage - RIPE IRR
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Fraction of IPv4 announcements valid according to ROUTE objects
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Coverage - RADB IRR

Tim Bruijnzeels | 10 April 2018 | RIPE NCC Educa

Fraction of IPv4 announcements valid according to ROUTE objects
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Coverage - RPKI (all RIRs)
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Fraction of IPv4 announcements valid according to ROUTE objects
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Accuracy - RIPE IRR
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Accuracy - Valid announcements / covered announcements
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Accuracy - RADB IRR
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Accuracy - Valid announcements / covered announcements
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Accuracy - Valid announcements / covered announcements

Accuracy - RPKI (all RIRs)
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Data Quality - Comparison
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RIPE IRR RADB IRR ROA

Coverage
RIPE region
and Africa  
(historical)

Inverse of RIPE 
IRR

RIPE, Lacnic,
Some in Asia

Accuracy

Good where 
coverage is high

Mediocre where 
coverage is high

Very good where 
coverage is high

Bad where 
coverage is low

Bad where 
coverage is low

Often good where 
coverage is low
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How to set up ROUTE
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• Prefix holder can create a ROUTE(6) object in 
the (RIPE) Database 

• The holder of the ASN needs to approve, but this 
will deprecated in the RIPE Database soon! 

• Most important elements:

route:  10.0.0.0/20
origin: AS65001
mnt-by: EXAMPLE-LIR-MNT
origin: RIPE
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How to set up ROUTE
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Out of region ROUTE(6) objects
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• For historic reasons the RIPE Database allows 
the creation of ROUTE(6) objects for prefixes and/
or ASNs that are not part of the RIPE region 

• The RIPE DB-WG and ROUTING-WG decided: 
- No more new out of region ROUTE(6) objects may be created 

- Authorisation by the ASN is no longer needed 

- No more out of region AUT-NUM objects may be created 

- Existing out-of-region objects get source: RIPE-NONAUTH 

- ..to be deleted in future
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How to set up ROAs
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• Be careful with ‘max length’ 
- May help for certain anti-DDoS measures 

- But exposes hijack by more specific 

• RIPE NCC 
- Easy to use user interface shows your announcements 

- Decide what to authorise 

- Opt-in for alerts
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How to set up ROAs
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How to set up ROAs



!28

How to set up ROAs
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ROA alerts
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Future plans
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• ONE interface for ROUTE objects and ROAs 

• Better flagging of potential stale authorisations 

• RPKI Validator 3 - available for beta testing now



Questions
tim@ripe.net


